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Abstract

We describe an abstract protocol model suitable for modelling of web services and other protocols
communicating via unreliable, asynchronous communication channels. The model is supported
by a tool chain where the first step translates tables with state/transition protocol descriptions,
often used e.g. in the design of web services protocols, into an intermediate XML format. We
further translate this format into a network of communicating state machines directly suitable
for verification in the model checking tool UPPAAL. We introduce two types of communication
media abstractions in order to ensure the finiteness of the protocol state-spaces while still being
able to verify interesting protocol properties. The translations for different kinds of communication
media have been implemented and successfully tested, among others, on agreement protocols from
WS-Business Activity.
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1 Introduction

Service oriented computing is gaining in popularity, mainly because the Inter-
net offers a widespread, cheap and efficient infrastructure. Thus there is an
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incentive to develop applications as clients that dynamically and flexibly con-
nect to available services over the net using for instance the Web Services (WS)
protocols. For simple client-server applications this may work without many
considerations of error-handling, as errors can be often handled just as excep-
tions in standard sequential programs. However, when several services, possi-
bly from different organizations, are involved, more sophisticated coordination
protocols need to be employed in order to implement distributed transactions
supporting roll-back or other compensation mechanisms. Therefore the OMG
body (www.omg.org) has put much effort into developing protocol standards
to handle these issues. They include protocols for atomic transactions [13],
coordination [15] and for general web services business activities [14].

Protocols are distributed algorithms and that makes them hard to anal-
yse as they contain several local-state machines that evolve independently
and communicate through message exchanges. A further difficulty is asyn-
chronous, perhaps even unreliable communication media. In the standards,
protocols are often described by a combination of state/transition tables for
the individual state machines, global communication graphs, and concise En-
glish text. This is useful for understanding the intent and purpose of a protocol
but may be insufficient for in-depth analysis of the possible behaviours un-
der different communication assumptions. Here formal notations like process
algebras, temporal logics and automata-based formalisms are often used [7].
We discuss possible protocol formalizations in Section 2.

We have recently worked on analysing protocols using model checking tech-
niques. The first result was an analysis of the atomic transaction protocol [17],
heavily inspired by its corresponding TLA encoding [8]. Among other points,
this work demonstrated that message exchange through asynchronous media is
hard to model via handshake synchronization between automata. We used the
experience in a more detailed study of the BAwCC coordination protocol [18]
and found a fault in the protocol design [19].

During this work we have seen that it is far from simple to prepare the
analysis; many hours are spent on understanding the protocol and on encod-
ing state/transition tables, messages and communication media into a format
accepted by a model checking tool. In particular the encoding part is a tedious
and error-prone process, when done manually. For instance, the encoding of
the BAwCC protocol into the model checker UPPAAL [21] presented in [18]
ends up with 800 lines of C-code and it took at least one person month to do
the encoding and check it thoroughly to remove translation bugs. This process
can to a large extent be automated, and the main contributions of this paper
are a tool chain and abstraction techniques, presented in Section 3, that were
developed for that purpose. The components of the tool chain are detailed in
Section 4.

As a further contribution, the tool chain is used to analyse the Subser-
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vice Termination and Alternating Bit Protocols, the first one being used as a
running example. More importantly, we have applied the tool chain to some
recently studied web services protocols as well as to the BAwPC protocol [14]
that has not been previously verified. The automatic approach showed a large
degree of flexibility and the verification results are summarized in Section 5.
We observe that it is now a matter of hours to conduct an experiment with a
proposed protocol. It should also be feasible for protocol developers to use our
tool without any deep knowledge of the particular model checker we employ
in our tool chain. This perspective and future work are discussed in Section 6.
Related Work. Reachability analysis is a well-known technique for the
analysis of small communication protocols (see e.g. [22,1]). An approach most
related to our work was presented in [12]. Here the authors perform a static
analysis of three-way handshake connection establishment protocol and the
alternating bit protocol via dataflow static analysis using the tool FLAVERS.
They model a communication medium as a finite state automaton but con-
sider only limited notions of lossiness, media of fixed sizes and do not suggest
any abstraction techniques. In our model checking approach, we are able to
argue about correctness also for unbounded communication channels and pro-
vide an automatic encoding of the communication medium in a more compact
way. Even though the verification problems for unbounded communication
buffers are in general undecidable [4], partial decidability results exist for
lossy communication channels [6], however with nonprimitive recursive com-
plexity [20] which puts them among the hardest decidable problems. In our
approach we provide a practical solution that allows to analyze complex proto-
cols like the ones from WS-Business activity in a matter of seconds. Recently
Lohmann [9] surveys possible communication models and divides them into (i)
ordered /unordered, (ii) bounded/unbounded and (iii) single/multiple buffer
communication. For bounded media different nonblocking sending strategies
are discussed as well. In our paper we focus both on ordered and unordered as
well as single and multiple buffer communication strategies, but our main goal
is to argue about the behaviour of protocols with unbounded communication
via the use of model checking techniques that however allow us to verify only
bounded media. Moreover we consider unreliable communication policies.

2 Protocol Modelling

Web services protocols are usually described by means of state/transition ta-
bles (see e.g. [14]) that specify the behaviours of the protocol roles on inbound
events (received messages) and on outbound events (sent messages). A small
example of such a table describing a Subservice Termination Protocol (STP)
is presented in Figure 1. The protocol contains three roles A, B and C, all
of them are initially in their Active states. Once the role A executes the out-
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ROLE A
MESSAGES \STATES | Active AwaitingB Ended
OUTBOUND | exitB goto Active
INBOUND preparingB goto AwaitingB goto AwaitingB | goto Invalid
INBOUND exitedB goto Ended goto Ended
ROLE B
MESSAGES \STATES | Active AwaitingC Ended
OUTBOUND | preparingB goto AwaitingC
OUTBOUND | exitC goto AwaitingC
OUTBOUND | exitedB goto Ended
INBOUND exitB send preparingB
goto AwaitingC
INBOUND exitedC send exitedB
goto Ended
ROLE C
MESSAGES \STATES | Active Ended
OUTBOUND | exitedC goto Ended
INBOUND exitC send exitedC
goto Ended

Fig. 1. State/Transition Table of Subservice Termination Protocol (STP)

bound event exitB, it waits on confirmation from B that it is preparing for
termination and once B is exited, it will reach the Ended state. Similarly,
the role B waits for the exitedC' event from role C before it can terminate.
Moreover, once the role A receives the message exitedB from B and enters
its Ended state, the arrival of the message preparingB will lead to an Invalid
state as the messages arrived in a wrong order. The protocol moreover com-
pensates for the possibility of messages being lost by repeatedly retransmitting
all outbound events.

2.1 Abstract Protocol Model

As our aim is to provide a tool supported analysis of web services protocols like
the STP example, we need to formalize the notion of a protocol. We shall use
an automata-based approach as it is convenient for our purposes, but as a part
of our tool chain we provide a front end that accepts state/transition tables
created in a spreadsheet application and translates them into our automata
model, essentially a conventional Mealy machine.

Definition 2.1 An abstract protocol model is a pair (Msgs, Roles) where Msgs
is a finite set of messages with ¢ € Msgs being the empty message and Roles
is a finite set of roles such that for every role A € Roles we have its description
Dy = (Sa,—4) where Sy is a finite set of states and — 4 C S4 x Msgs X
Msgs x S4 is the set of the transitions of the role A.

Whenever (s, m,m’,s") €— 4 we shall write s MA s’ or simply s mm
if the role A is clear from the context. The meaning is that the role A in its
current state s is ready to receive a message m and after that it sends the
message m’ and changes its state to 8. The messages m and m’ can be empty,
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Fig. 2. Formal Specification of the STP Protocol

P

meaning that the transition can happen either without receiving any message
or without sending any message. If both m and m’ are empty, this represents
an internal transition.

A formal automata-based model of the STP protocol is depicted in Fig-
ure 2. One can easily verify that this abstract protocol model describes the
same behaviour as the state/transition tables in Figure 1.

2.2 Communication Policy

In order to define the semantics of the abstract protocol model, we need to
discuss the communication policies. We shall discuss asynchronous commu-
nication policies with different reliability requirements on the communication
medium. We consider e.g. FIFO (First In First Out) communication chan-
nels representing a perfect order-preserving communication or, as the other
extreme, unreliable (lossy and duplicating) communication policy where mes-
sages can be reordered. We can abstract the possible medium implementation
by its interface.

Definition 2.2 A communication medium is a data structure Medium pro-
viding the following three operations:

e send : Medium x Msgs — Medium,

o available : Medium x Msgs — {true, false}, and

* receive : Medium X Msgs — Medium.

Given a current medium med € Medium and a message m € Msgs, the op-
eration med.send(m) updates the communication medium with the message
m that was sent by one of the roles, med.available(m) answers whether the

message m is available for receiving (without modifying the medium) and fi-
nally med.receive(m) receives the message m and updates the communication
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medium accordingly. The empty message ¢ is always available and sending or
receiving the message ¢ has no effect on the medium.

We provide a few examples of possible
medium implementations for some of the clas- unrehifg B AG)
sical communication policies. For the per-
fect FIFO policy, we model the medium / STUTT-FIFO

as a queue. The operation send(m) sim- BAG  (unreliable FIFO)
ply enqueues m at the end of the queue, \ /
available(m) checks whether m is at the head A

of the queue and receive(m) removes the mes-

sage m from the front of the queue. Similarly

for order-preserving but lossy and duplicating policy (called STUTT-FIFO
for stuttering FIFO), the call send(m) adds the message m at the end of the
queue only if it is not already present there (if the last sent message was m then
sending m does not change the queue). When a message m is received then an
arbitrary number of messages before m can be dequeued (lossiness) but the
message itself stays in the queue (duplication). As another example, a perfect
medium, which can however reorder messages, can be modelled as a multiset
(we call it BAG). Mathematically, the medium can be represented as a func-
tion f from the set of messages Msgs to nonnegative integers. The operation
send(m) is then implemented as f(m) := f(m) + 1, available(m) is simply re-
turning f(m) > 0 and receive(m) is equivalent to f(m) := f(m) — 1. Finally,
an unreliable medium with reordering can be represented as a set SET of mes-
sages that have been already sent. Now send(m) means SET := SET U {m},
availability is checking the presence of the message in SET and receive does
not modify SET, this models duplication of messages.

2.8 Semantics of Abstract Protocol Model

Let us assume a given communication policy. The semantics of an abstract
protocol model (Msgs, Roles) where Roles = {Aj, Ay, ..., A,} is given as
transition system with states (configurations) of the form (sq, sa, .. ., S, med)
where s; € Sy, for all 7, 1 <7 < n, are the current states of all roles and med €
Medium represents the current content of the communication medium. The

.. / /
transitions are defined by (s1,...,8i,..., S, med) = (S1,...,8}, ..., Sy, med’)

whenever s; m 4, S; is a transition of the role A; such that med.available(m)
is true and med’ = (med.receive(m)).send(m’). By =* we denote the reflexive
and transitive closure of =-.

Consider now our running example from Figure 2. Clearly, with FIFO pol-
icy the communication medium this protocol is unbounded due to the possibil-
ity of unbounded message retransmission. Also STUTT-FIFO is unbounded
due to e.g. the alternating resubmission of the messages exitedB and exitedC'
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in the ended states. Due to the resubmission of messages also BAG makes the
medium of our example protocol unbounded. On the other hand, for SET the
state-space remains finite and we can construct it algorithmically.

2.4 Analysis of Abstract Protocol Models

In the analysis of protocols we are interested in state reachability problems.
State Reachability Problem: given a target state s of a role A; and the

initial configuration of the protocol ¢® = (59,59, ...,5% med")) where med"

S
contains no messages, we ask whether there is a reachable protocol configu-
ration ¢ = (S1,...,8i_1,8, Si41, - -, Sn, med) such that ¢ =* ¢ for some states
S1y--+38i—1,Sit1, - -+, Sp and some medium configuration med.

The state reachability problem can provide safety guarantees about the
protocol behaviour. Considering our example from Figure 2 with the SET
communication policy, it is possible for role A to reach an invalid state. This
can be interpreted as an error in the protocol design as the protocol is not
immune to reordering of messages. On the other hand, we may want to verify
that for order-preserving communication policies, the protocol is safe (does
not enter any invalid state). However, this is impossible to do in a fully auto-
matic way as the model with FIFO communication has a full Turing power [4]
and the corresponding transition system cannot be enumerated as it has in
general infinitely many reachable configurations. There are similar problems
with infinite state-spaces for the media STUTT-FIFO and BAG. For BAG
the state reachability problem can be shown equivalent to the EXPSPACE-
complete coverability problem on Petri nets (see e.g. [5]). In this paper we
shall suggest different techniques that will allow us to efficiently answer the
state reachability problem on a practically interesting set of protocol models.

Returning to the hierarchy of communication media, it is easy to see that
if we show that a state is not reachable under the SET policy, it will not
be reachable in any other policy below it. On the other hand, if a state is
reachable in FIFO communication, then it will be reachable (with exactly the
same trace) also in any communication policy above it.

We shall conclude this section with the discussion of some instances of the
state reachability problem relevant for the verification of WS protocols. We
assume that all roles contain at least three states called Active, Ended, Invalid
representing the state where each role starts, where it ends (both successfully
or with a failure) and finally a state representing inconsistency in the protocol
design. Such states are often present in the standard specification documents
for web services like WS-BA [14]. The following questions will be of interest.

* Boundedness: We ask whether starting with all roles in their Active states
and the empty medium with a given (finite) capacity, is it the case that for
all executions the medium does not exceed its capacity?
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» Correctness: We ask whether starting with all roles in their Active states
and the empty communication medium, do all roles avoid entering their
Invalid states in all possible executions?

e Termination: We ask whether starting with all roles in their Active states
and the empty communication medium, is there an execution where all roles
reach their Ended states?

* Deadlock-Freeness: We ask whether starting with all roles in their Active
states and the empty medium, is there a possible continuation from any
reachable configuration but the one where all roles are in their Ended states?

The aim is to design protocols that are correct (cannot reach invalid states),
can terminate and have no deadlocks. We call such protocols safe. As already
discussed, most protocols that communicate over FIFO-like channels are not
bounded. In the next section we discuss possible approaches that will allow us
to prove that the protocol in question is safe even for an unbounded medium.

3 Abstractions of Communication Media

Let us consider a situation where a given protocol is sensitive to the order of
message arrivals (and hence cannot be proved safe with the SET medium), but
at the same time we wish to automatically establish its safety with respect to
order-preserving communication policies like FIFO or STUTT-FIFO. We shall
now suggest two abstraction strategies to tackle the problem that FIFO and
STUTT-FIFO channels are in general unbounded. Both strategies provide
an over-approximation of the communication medium, meaning that if the
protocol is proved correct under the abstracted communication policy, it will
be correct also under FIFO and STUTT-FIFO.

The main reason for introducing the abstractions is to guarantee that the
state-space of the corresponding transition system becomes bounded and auto-
matic analysis can be performed. As the problem is in general undecidable [4]
and model checking of protocols communicating over FIFO channels is hence
impossible, the proposed abstractions are not universal. On some protocols,
the abstractions may not guarantee boundedness of the medium. On others
the abstractions may be too coarse and thus they may not allow us to verify
safety of the protocol, even though it is actually safe for the perfect FIFO
communication. Nevertheless, as we demonstrate in our case studies provided
in Section 5, the proposed abstractions are sufficient to establish safety of
several well-known WS protocols.

3.1 Multiple Channel Optimization

Under the perfect FIFO or STUTT-FIFO communication policy, one can think
of each sent message as being time-stamped. The property of the medium is
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that it delivers the messages in the order in which they were time-stamped.
In other words, the global order of messages is preserved and the medium can
be seen as one universal FIFO or STUTT-FIFO channel.

In our first abstraction, called multiple channel optimization, we will relax
the global order-preserving requirement and introduce several independent
communication channels such that only messages sent via the same channel
preserve their relative ordering, but two different channel do not synchronize
in any way. We may possibly create a separate channel for each message which
would in result give us either a communication policy equivalent to BAG (when
applied to FIFO) or SET (when applied to STUTT-FIFO). This will clearly
not help us with the automatic analysis as we apply the abstractions only to
protocols that are not correct under the BAG or SET communication policies.
Hence we instead introduce a more refined multiple channel optimization.

The idea is that for each message m that appears in the proto-
col description, we will compute the function recipients(m) which con-
tains all roles that can possibly receive the message m. On our
running STP protocol example from Figure 2 we get the following:
recipients(ezitB) = {B}, recipients(preparingB) = {A}, recipients(ezitC') =
{C}, recipients(exitedB) = { A}, recipients(exitedC') = {B}. In the STP pro-
tocol each message has exactly one recipient, hence the sets are singletons.
In general scenarios that include broadcast or multi-party communication, a
message can have several recipients.

Formally, for a given protocol (Msgs, Roles) where each role A € Roles has
its description (Sa, —4) we define for each m € Msgs \ {¢o} its recipients:
recipients(m) = {A € Roles | (s,m,m’,s") €—4, s,8' € Sa, m’ € Msgs}.
Let channels = {recipients(m) | m € Msgs} serve as names of newly intro-
duced communication channels. Now every time a message m is sent, it arrives
to the channel recipients(m) and whenever a role checks the availability of a
message, it does so on the channel recipients(m). As a result, messages that
arrive to the same channel preserve their relative order but messages in two
different channels are unordered.

The multiple channel optimization process described above can be run in a
fully automatic way (as implemented in our tool) and it has proved particularly
useful to verify protocols like Business Agreement with Coordinator Comple-
tion protocol from the WS-Business Activity coordination framework [14].

3.2 Unordered Messages

We shall now discuss another abstraction technique, motivated by the fact that
the multiple channel optimization may not be sufficient to achieve bounded-
ness of the communication medium as it can be seen e.g. in our STP protocol
from Figure 2. The reason here is that the role B can receive the messages

9



MARQUES ET. AL.

exitB and exitedC' and both these messages can be repeatedly retransmitted in
an arbitrary order, causing the unboundedness of the FIFO and STUTT-FIFO
medium, even with multiple channel optimization.

Nevertheless, the protocol is still correct (as also formally verified in Sec-
tion 5) in the sense that there are no invalid states reachable as long as mes-
sages cannot be reordered. In order to show this, we may notice that for
example the ordering of the message exitB relative to the other messages does
not seem to be relevant. We will mark it (using the symbol * in our tool im-
plementation) as a message where it is not necessary to preserve its ordering.
Formally, this means that we introduce an additional communication channel
behaving as a SET medium such that all marked messages are sent /received
to/from this channel. If all messages get marked then we get the SET com-
munication medium. As showed later, marking the single message exitB is
sufficient to prove the boundedness of the medium, while at the same time
allowing us to prove that no invalid states can be reached.

One issue with this abstraction is the selection of messages for marking,
as it is up to the designer of the protocol to mark unordered messages. In
principle one may automate the process by exploring all combinations of
marked /unmarked messages, however, for larger protocols this may not be
computationally feasible due to exponentially many such combinations. The
development of possible heuristics so that the markings of messages that are
more likely to work (provide a bounded medium but still avoid the reachability
of invalid states) are enumerated first is left for future research.

4 Automatic Analysis and Tool Support

We shall now outline a solution to the state reachability problem for com-
munication protocols. The answer to this problem is provided by automatic
translation of the state/transition tables into an intermediate XML format (de-
noted as part (i) in Figure 3), followed by a translation to networks of timed
automata suitable for a direct verification in the model checker UPPAAL [3,21]
(denoted as part (ii) in Figure 3).

As the reader can see, we created an intermediate XML representation
of the state tables. The main motivation is that the translation (i) from
state/transition tables to its XML representation can be replaced by another
front end allowing us for example to describe a protocol with some domain-
specific language and to translate it automatically into the XML format. This
provides a better modularity of our proposed tool chain. The translation
(i) is to a large extent a syntactic reformulation of the tables with added
explicit definitions of states and messages that allow us to check for typos
in the state/transition tables. This has proved useful during the creation of
state/tables of nontrivial size in our applications.
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a) State/Transition Table b) XML Protocol Specification

Role A View <role name="A">

Inbound (1) e .
Events States <rule id="rule_s_m">
- s . <pre>

<current_state> s </current_state>

. . . ... <received_message> m </received_message>

m L. send m/’ - </pre>

goto s’ <pOSt>
<send_message>m’ </send_message>
<next_state> s’ </next_state>

</post>

</rule>

(ii) </role>

c) Network of UPPAAL Concurrent Automata

int stA, int[1,capacity] bag and bool overflow are global variables
¢ ) guard_sm()

\\ Transition guard for inbound event m in state s

bool guard_s_m() { return (stA == s && med.available(m) }

\\ Transition action for inbound event m in state s
void action_s_m() { med.receive(m); stA==s’; med.send(m’) }

Available Message for BAG Receive Message for BAG Send Message for BAG

action_sm()

bool available(Msgs m) bool receive (Msgs m) void send(Msgs m)

{ return (bag[m]>0) } { bag[ml--} { if (baglm] < capacity)
bag[m]++;

UPPAAL Queries: else overflow:= true }

Boundedness: A[] !'overflow

Correctness: A[] (stAl '=Al1_Invalid && ... && stAn != An_Invalid) || overflow
Termination: E<> (stAl == A1 Ended && ... && stAn == An_Ended) && !'overflow
Deadlock-Free: A[] 'deadlock || (stAl == Al _Ended && ... && stAn == An_Ended && !'overflow)

Fig. 3. Process of Automatic Analysis of WS-Protocols with the Medium BAG

In the second part of the translation, the XML description is further en-
coded into networks of communicating finite automata in the UPPAAL [21]
style. UPPAAL is a tool for modelling, simulation and verification of networks
of finite automata communicating via handshake and via shared variables. It
allows the user to include a restricted C-like syntax for describing guards
and updates of transitions and one of the main UPPAAL features is also the
explicit treatment of timing information by using real-valued clocks. In the
present paper we do not exploit the timing aspects but this will be considered
in our future work. We refer the reader to [3] for a detailed introduction into
UPPAAL modelling language.

In part (ii) of our translation each pre tag is converted into a transition
guard (written as a function in C-like syntax accepted by UPPAAL) and each
post tag is translated to an action (again represented in C-like syntax) that is
performed should the transition be executed. The transition forms a loop for
every rule of the given role as the data is stored in global variables. The states
and message names are declared as global constants and global variables keep
track of the states of each role (variable stA for role A in our example) as well
as of the current content of the communication medium. In our example we
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chose to demonstrate the obvious implementation of the communication policy
BAG. Note that we assume a given capacity of the bag data structure (limited
by the constant capacity). Should the protocol require more messages in
transit, the global flag overflow is set to true. As UPPAAL allows a large
set of C-constructs in its syntax, the more advanced media like FIFO and
STUTT-FIFO (including the abstractions) are implemented in the expected
way as in any other imperative programming language. The details can be
found in our publicly available tool chain.

Finally, in Figure 3, we describe how our protocol related questions of
boundedness, correctness, termination and deadlock-freeness are formulated
in the UPPAAL query language (assuming the role names A1, A2, ..., An).
The queries are formulated in a subset of CTL logic used in UPPAAL (for
more info see [3]). Intuitively, the path quantification A[] stands for “for all
reachable configurations holds that” and E<> stands for “there is a reachable
configuration such that”.

Tool Details

Translations (i) and (ii) from Figure 3 are implemented in the open source tool
csv2uppaal available at [11]. The input state/transition tables are created in
standard spreadsheet editors like OpenOffice and saved as csv files (textual
representation of the tables). The csv files are then parsed using an awk script
that generates the intermediate protocol description in the XML format with
elements representing the messages, roles and their states and transition rules
with pre and post conditions. The final part of the tool-chain is written in
Ruby and generates files directly readable by UPPAAL (concurrent automata
descriptions and a query file). Finally, in command line mode, the tool calls the
UPPAAL verification engine to verify the properties of boundedness, correct-
ness, termination and deadlock-freeness. For Mac OS we provide additionally
also a graphical user interface as shown in the appendix. The outcome of the
verification is the statistics with details about the protocol, medium, roles and
messages, the verification results and possibly execution traces if relevant for
the verified properties. The traces are printed in a human readable form. The
use of the tool chain requires no expertise with the model checker UPPAAL
and is accessible to WS protocol designers without any particular training
in formal verification. On the other hand the advanced users may open the
generated files in the UPPAAL GUI, experiment with simulating the protocol
and ask more advanced queries that are protocol specific. For example in our
running STP protocol from Figure 2 we verified an additional property saying
that role A can enter the state Ended only after the roles B and C' already
reached their Ended states. This query is formulated as

A[] (stA!=A_Ended || (stB==B_Ended && stC==C_Ended))
12
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BAwCC BAwPC
Buffer Type Properties Org. Enh. Org. Enh. STP ABP
Boundedness no no no no no no
BAG Correctness NO NO NO yes NO NO
Boundedness YES YES YES YES YES YES
SET Correctness NO NO NO YES NO NO
Boundedness no no no no no no
FIFO Correctness yes? yes yes? yes yes yes
Boundedness no no no no no no
STUTT-FIFO Correctness NO yes NO yes yes yes
multiple channel Boundedness | no YES no YES no YES
STUTT-FIFO Correctness NO YES NO YES yes YES
multiple channel Boundedness | YES YES YES YES YES | YES
reorder STUTT-FIFO | Correctness NO YES NO YES YES YES

Fig. 4. Summary of Verification Results (Org. means original, Enh. means enhanced)

and UPPAAL confirms that it holds.

5 Applications

In order to investigate the applicability of our proposed framework, we carried
out experiments on case studies ranging from well-known academic examples
like Alternating Bit Protocol (ABP) [2,10] and Subservice Termination Proto-
col (STP) described in this paper, to larger-size protocols from WS-Business
Activity specification [14], namely Business Agreement with Coordination
Completion (BAwCC) and Business Agreement with Participant Completion
(BAwPC). The appendix presents the full details.

State/transition tables were described in OpenOffice as spreadsheets and
then automatically verified using our csv2uppaal tool. The verification re-
sults are presented in Figure 4. As all considered protocols were deadlock-free
and terminating (apart from ABP where termination is not desirable), we list
only the answers for boundedness of the medium and correctness of the pro-
tocols (absence of invalid states). The answers “YES” and “NO” in capital
letters mean that the tool returned a conclusive answer on the instances in
question. The answer “yes” stands for the fact that even though the tool
on this concrete medium was not bounded, we were able to conclude the an-
swer using our abstraction techniques (in bold font are marked the prominent
positive results that imply correctness for all other less-abstract media). Fi-
nally, the answer “no” on boundedness stands for the fact that for any chosen
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medium capacity (where the verification terminated within a reasonable time
limit) the answer was negative. As boundedness is an undecidable problem,
a more precise answer cannot be obtained automatically in general. However,
a manual examination of error traces revealed that for all our instances the
medium was really unbounded.

The ABP was proved correct for order-preserving communication media
by considering the STUTT-FIFO with multiple channel abstraction. For un-
ordered asynchronous communication the protocol is (as expected) not correct.
Similarly the STP was proved correct for all order-preserving communica-
tions by marking the message ezitB as unordered and using multiple channel
STUTT-FIFO communication.

Both in BAwCC and BAwPC protocols we discovered an error for all con-
sidered communication media except for perfect FIFO, where the correctness
seems to be valid, though we were not able to prove it in automatic way,
hence the answers “yes?”. Example of a trace leading to an invalid state is
given in the appendix and it has been communicated to the OASIS body.
The main reason for the problems is a confusion on retransmission of mes-
sages in the ended states. We suggested fixes to the protocols and designed
enhanced versions of both protocols that are presented in the appendix. The
enhanced BAwPC protocol now turned out to be correct for the most general
SET communication (and hence also for any less abstract one) while the en-
hanced version of BAwCC still contains traces leading to invalid states. The
issue here is more subtle and it has been announced on the OASIS discus-
sion forum [16] and a correction is currently under development. Using our
automatic analysis we were able to identify that the issue is connected with
reordering of messages and not with the lossiness of the medium (the protocol
is incorrect even for BAG).

6 Conclusion

We presented an automatic, tool-supported framework for modelling and ana-
lysis of communication protocols with a particular focus on web services proto-
cols. A particular strength of our solution is the possibility to choose different
models of communication media and various abstractions in order to prove
protocol correctness. The approach was successfully tested on e.g. protocols
from WS-BA, where in one case we confirmed the presence of a fundamental
problem in the protocol design and in the other one we suggested an improve-
ment in the specification sufficient to automatically validate its correctness.
Our tool chain is modular as the state/transition tables are first trans-
lated to an intermediate XML format that is further translated to UPPAAL
automata. In the future work we plan to provide different front ends that will
accept other popular formats for describing protocols, including parameteri-
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zation, simple data structures, and timing aspects.
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Fig. A.1. ABP: Sender

A Appendix

A.1 Alternating Bit Protocol

The Alternating Bit Protocol [2] [10] (ABP for short), is a simple data-link
layer protocol. The protocol involves three roles: A Sender, a Receiver and the
medium which is used to send and receive data and acknowledgments between
the sender and the receiver. The operation of the protocol is quite simple, ini-
tially the sender sends a bit (0 or 1) to the medium, the medium receives the
bit and sends to the receiver. The receiver receives a bit and sends an acknowl-
edgment back to the medium. The medium then sends the acknowledgment
to the sender. The sender after receiving the acknowledgment, flips the bit
and starts all over again. There are possibilities that the bits can be lost by
the medium. Figures A.1 and A.2 show the abstract protocol models of the
sender and the receiver, respectively. The sent messages are prefixed with ‘!’
and the received ones with ‘?”. The graphs were taken directly from [7] and
the receiver was equipped with an invalid state that is entered if the sender
and receiver get out of synchrony.

A.2  WS-Business Activity

The WS-BA specification [14] has been developed to overcome the problems of
traditional transaction processing systems where the transactions only spans
for very short time and suffer from resources locking. WS-BA is part of Web
Services Transaction Framework (WSTF) and is specially designed to support
long-running business transactions in order to achieve a consistent agreement
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Fig. A.2. ABP: Receiver

on the outcome of these transactions. Following WS-Coordination framework,
it involves two coordination types which are used for coordinating activities
among distributed systems. These coordination types include: Atomic Out-
come, in which all the parties involved in the transaction always reach the same
outcome i.e. either closed or canceled/compensated and Mixed Outcome, in
which some of the participants can reach a cancel or a compensate decision
and others can reach a closed decision. Each of these coordination types
can be used in two coordination protocols supported by WS-BA specification.
These coordination protocols include: Business Agreement with Coordination
Completion(BAwCC) and Business Agreement with Participant Completion
(BAwWPC).

A participant registered for BAwCC completion protocol relies on its co-
ordinator to tell it when it has received all requests to perform its work with
a business activity. On the other hand a participant registered for BAwPC
does not rely on its coordinator and knows when it has completed all its work
for a business activity.

WS-BA specification describes the behaviour of the underlying protocols
using the state/transition diagrams accompanied with English language de-
scription. Figure A.4 and Figure A.5 show the abstract behaviour of the
BAwCC and BAwPC protocols respectively between a coordinator and a par-
ticipant.
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Fig. A.3. Error Trace in BAwPC Leading to Invalid State

We analyze correctness of BAwPC and BAwCC protocols based on the
reply we received from the designers of the protocol via their discussion fo-
rum [19]. Validation is performed with a simple reachability property, which
ensures that the protocol never reaches a situation where either the transac-
tion coordinator or the participant enter invalid states (only upon receipt of
messages) and at the same time there is no buffer overflow. Initially, we ver-
ified this property under SET communication policy, however, the property
turned out to be false for both the protocol types. An error trace in BAwPC
which leads to the Invalid state is presented in Figure A.3.

A careful look at error traces suggests that the problem happens because
once the coordinator or the participant enters Invalid state, it is still possible
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for them to send different types of messages other than the messages which
led them to Invalid states. This causes a confusion at the coordinator or the
participant side when they are in states in which these messages are are not
intended to be received and therefore, the protocol violates correct operation
by reaching into Invalid states.

Therefore, based on our analysis, we provide some fixes to the orig-
inal protocols by introducing three additional ended states for each role.
State/transition tables of our enhanced protocols are given in this appendix
later on.

After these fixes, we verified the same validity property under SET commu-
nication policy and proved that BAwPC protocol achieves correct operation
by not reaching into the Invalid states. However, BAwCC protocol type did
not satisfy this property even after fixes. After looking at error traces we
found that the problem happens when the messages are received in a different
order in which they were sent. On the other hand the enhanced BAwCC pro-
tocol is proved to be correct under FIFO, LOSSY-FIFO and STUTT-FIFO
communication policies using our abstractions.

For completeness we include a short description of both protocols.

A.2.1 Business Agreement with Coordination Completion

A state/transition diagram for BAwCC is shown in Figure A.4. Note that the
figure depicts a combined view and the concrete coordinator and participant
states are abstracted away. The complete transition tables are listed in the
appendix.

A participant registered for this protocol is informed by its coordinator
that it has received all requests to perform its work and no more work will
be required. In this version of the protocol the coordinator decides when an
activity is terminated, so completion notification comes from the coordinator:
It sends a Complete message to the participant to inform it that it will not
receive any new requests within the current business activity and it is time
to complete the processing. The Complete message is followed by the Com-
pleted message by the participant, provided it can successfully finish its work.
This protocol also introduces a new Completing state between Active and Com-
pleted states. Once the coordinator reaches the Completed state, it can reply
with either a Close or a Compensate message. A Close message informs the
participant that the activity has completed successfully. A participant then
sends a Closed notification and forgets about the activity. Upon receipt of a
Closed notification the coordinator knows that the participant has successfully
completed its work and forgets about the participant’s state.

A Compensate message, on the other hand, instructs the participant to
undo the completed work and to restore the recorded data to its initial state.
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Fig. A.4. Business Agreement with Coordinator Completion

A participant in response can either send a Compensated or a Fail notifica-
tion. The Compensated message informs the coordinator that the participant
has successfully compensated its work for the business activity, the partici-
pant then forgets about the activity and the coordinator forgets about the
participant. Upon receipt of a Fail message, the coordinator knows that the
participant has encountered a problem and has failed during processing of the
activity. The coordinator then replies with a Failed message and forgets about
the state of the participant. The participant in turn also forgets about the
activity. A participant can also send CannotComplete or Exit messages while
being in Active, or Completing states. A CannotComplete notification informs
the coordinator that the participant can not successfully complete its work
and any pending work will be discarded and completed work will be canceled.
The coordinator replies with a NotCompleted message and forgets about the
state of the participant. The participant also forgets about the activity in
turn. In case of an Exit message the coordinator knows that the participant
will no longer engage in the business activity and the pending work will be dis-
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Fig. A.5. Business Agreement with Participant Completion

carded and any work performed will be canceled. The coordinator will reply
with the Exited message and will forget about the participant. The partici-
pant will also forget about the activity. In Active and Completing states the
coordinator can end a transaction by sending a Cancel message. A participant
can either reply with a Canceled or a Fail notification. A Canceled message
informs the coordinator that the work has been successfully canceled and then
the participant forgets about the activity.

A.2.2  Business Agreement with Participant Completion

In this type of protocol, the participant knows when it has completed all its
work for a business activity and therefore, it sends a Completed notification to
the coordinator to signal that it has successfully completed its work. Once the
coordinator receives Completed notification then it proceeds to the Completed
state. The coordinator in Completed state can reply with either a Close or a
Compensate message. A Close message informs the participant that the activ-
ity has completed successfully. A participant then sends a Closed notification
and forgets about the activity. Upon receipt of a Closed notification the co-
ordinator knows that the participant has successfully completed its work and
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forgets about the participant’s state.

A Compensate message, on the other hand, instructs the participant to
undo the completed work and to restore the recorded data to its initial state.
A participant in response can either send a Compensated or a Fail notifica-
tion. The Compensated message informs the coordinator that the participant
has successfully compensated its work for the business activity, the partici-
pant then forgets about the activity and the coordinator forgets about the
participant. Upon receipt of a Fail message, the coordinator knows that the
participant has encountered a problem and has failed during processing of the
activity. The coordinator then replies with a Failed message and forgets about
the state of the participant. The participant in turn also forgets about the
activity. A participant can also send CannotComplete or Exit messages while
being in Active state. A CannotComplete notification informs the coordinator
that the participant can not successfully complete its work. The coordinator
replies with a NotCompleted message and forgets about the state of the par-
ticipant. The participant also forgets about the activity in turn. In case of an
Exit message the coordinator knows that the participant will no longer engage
in the business activity. The coordinator will reply with the Exited message
and will forget about the participant. The participant will also forget about
the activity. In Active state the coordinator can end a transaction by sending
a Cancel message. A participant can either reply with a Canceled or a Fail
notification. A Canceled message informs the coordinator that the work has
been successfully canceled and then the participant forgets about the activity.
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Fig. A.6. Screenshot of csv2uppaal GUI on Mac OS X

24



State/Transition Tables for WS-BA Protocols

25



Burjesuodwo))
Sunixy -Surreq w-Surrreg Burjyesuaduwo)) Surso[D pajerdwo) Surjerdwio) Burpeoue) OATIOY
pepuy popuy
23018 210318 21038 210318 21018 210318 23018 23018 23018
aaouby pyvaus 186.40,] pyvauy puyvauy pyvauy pyvauy pyvauy puvauy pyvaus pyvaus porejdwio)10N
Surjesusdwo))
BurjerdwoHroN -3urreq w-Surrreq Buryesuedwo)) Bursorp porerdwoy Surerdwoy Burpeoue) 9ATIOY
pepuy pepuy
21038 21038 21038 21018 21018 21018 23018 21018 21018
a.40ub] 12bu0,] pyvauy pypauy pyvauy pyvauy pyvauy pyvauy pyvauy pyvauy pyvauy PaHxXH
Sunyxy SunjerduroHjoN Buryesuadwo)) Bursorp pojordwo)) Surnjerduron Bureour) 9ATOY
pPepud pepud popud
21018 21018 21018 21018 21018 21018 21018 21018
asouby pyvaus pyvaus 126407 12640, pyvaus pyvaus pyvaus pyvaus pyvaus pyvaus porreq
Buryesuadwio))
pepuy Sunixyg BurjerdwoHloN -Surreq «-Surrreq Surso[p Surjerdwo) Burpeoue) 9AIOY
Burjesuodwo))
payvsuaduio) 21018 21018 oA 21038 21018 23018 21018 21018
puag pyvaus puyvauy puasay puyvauy asouby pyvaus Suryesuaduro)) puvaus pyvaus pyvaus ajesuadwio)
Buryesusdwo))
popuyg Sunyixy BurjerdwojoN -Burreg w-Surrreq Burjesuedwo)) Surjerdwo) Burpeoue) 9ATIOY
Bursorp
paso)n 21018 23018 21038 23018 21018 23018 21018 21018
puag pyvaus pyvauy pyvauy pyvauy pyvauy asouby Surso[p pyvaus pyvaus pyvaus aso[D
pepuy Surixy BurnjerduwionjoN Buryesusadwio) w-Surrre pojerdwo)
-Surreg Buryesuedwo)) Sursorp Surjerdwoy Burpeoue)
10,7 1T 2191dwonouun) 1207 pagapdwo)
puag puUsIY puasay auouby puasay auouby auouby puasay auouby auouby Surjerdwo)) orodwo)
popuy Sunyixy BurjerdwoHroN Burjesuedwo)) w-Surreq porerdwoy
-3urreg Buryesuadwo)) Bursor) Bureour)
PagaIuUDy) 1nTH 279)dwonr0uuDy) 120,] pagapdwoy)
puag pPuUISIY puasayy auouby puasayy auouby auouby puasay Surpeour) auouby Burpeoue) [9oue)
(8urjeidwo)n
‘Sureoue)
(Surgesadwo)) ‘aA110V)
pepuyg Suryxyg SurjeidwonjoN Surreq Surreqg Suryesuadwo) Surso[D pojrejdwo) Surjejdwo)n Sureoue) 9AIOY ELUEYNG |
sojelg punoquy

(moarp juediyred)

[00030ad uorjsjduwroHuoIjeuIpIoODYIIAA yUsWILxIS yssaursng

26



Surixyg SurjerdwonjoN wodurreq Bursorp pojerdwon Surjerdwio) Bureoue) QAT
popuyd popuy
21038 21038 21038 21038 21038 21038 21038 21015
pyvaus pyvauy prvauy 12640, prpauf pyvauy prpauf pyvauy prvauy pejesuadwio)
Suryixyg BurjewonjoN wo3urreq Buryesuaduwo)) pojerdwo) Surjerdwo) Bureoue) QAT
popud pepuy
2118 21018 21018 2118 21718 21018 21718 21018
prvauy prpauy pyvauy prpauy 12640,] pyvauy prpauf pyvauy prvauf peso[D
Suryixyg FurjewoH 30N w-surreq Buryesuaduwo)) Burso[p pojerdwo) Surjerdwo) QATIOY
popud popuyd
21018 21018 21018 21018 21018 21018 21018 21018
pyvauy prpauy pyvauy prpauf prpauy pyvauy prpauf 19640, prvauy poeoue)
papuy Suryixyg w-3urreq Buryesuaduwo)) Burso[p pojerdwoy Surpeoue)
2138 2138 21038 21038 21038 21038 21038
prvauy prvauf SurpeduwoIoN pyvauy prpauy prpauy pyauy Surjeiduwo)1oN pyvauy BurjedwoHloN ajejdwiopjouue)
papuy Suryixyg SurjeduwioH)oN Bursorp pajerdwoy
29018 21018 27018 Buryesuadwo)) 29018 29018 Surjerdwio)) Bureoue) OAIOY
pyvauy pyvauy pyvauy s-Buire -Suifreg pyvauy pyvauy -Suifred -Burqreq -Suiqre red
pepuy Suryxyg SurjerdwonjoN w-surreq Buryesuaduwo)) Burso[p Surpeoue) QAT
21018 213G 21018 21018 21018 21018 21018 213G
prvauf prvauf prpauy prvauy prvauf prpauy pojerdwopn pojerdwon pyvauy prvauy pejeidwo)
papuy SurjeduwioHjoN w-surreq Buryesuaduwo)) Bursorp pojerdwo) Surpeoue)
21018 29018 29018 29018 29018 21018 29018
pyvauy Surxy pyvauy pyvauy pyvauy pyvauy pyvauy Furxgy pyvauy Burxgy HXH
(8uryesus
-durop) ‘Surjeidwo)
‘Surpeoue) ‘eArjoy)
pPepum Surjixyg Surjeidwo)3oN Surreq Surjesusdwo) Surso[D peojejdwo) Surjejdwo) Surpeoue) QA1 SjueAy]
sojelg punoqinQ

(mo1A juedioryred)

[02030ad uo139]dWOHUOIFRUIPIOODYIIAA JUSWISRIS yssauisng

27



Burjesuedwio) Surjerdwo) DATIOY
Sunxy Surjerdwo)1oN -3urreq w-Surrreq Fuiso[p pojerdwon Surjerdwo) -Surpeour) -Surpeour) QAIOY
popuy peopuy
21018 210318 210318 210318 21018 210318 21018 21018 23018 21038 Po3
aaouby pyvaus pyvauy pyvaus pyvauy 19640,7 pyvaus pyvauy pyvaus pyvaus pyvauy puyvauy -esuadwo)
Buryesusdwo)) Surjerduro) QAIOY
Sunixy SurjerdwojoN -Burre w-Surreq Burjesuodwo)) pojerdwoyn Surjerdwo)) -Sureour) -3ureoue)) QA1IOY
pepud pepud
21018 210318 210318 210318 21018 210318 21018 21018 23018 23018
auouby pyvaus pyvauy pyvauy pyvauy pyvaus 19640,7 pyvauy pyvaus pyvaus pyvaus pyvauy paso[D
Burjesuedwo))
Suyxy SurjerdwonjoN -Surreq w-Surreq Buryesuaduwo)) Surso[D porerdwo)n Surjerdwo)) QAT
popuy pepuy popuy
23018 210318 210318 210318 210318 23018 210318 21018 21038
aaouby pyvaus pyvauy pyvauy puyvauy pyvauy pyvauy pyvauy pyvauy 126.40,] 126.40,] puyvauy pa[eocue)
Buryesusadwo))
pepuy Suryixyy -Surreg w-Surreq Buryesuadwo)) Bursorp porerdwoyn
SunjeidwioHjoN
paga)duwio)10 N 21018 21018 210718 21018 21018 21018 ajerduw
puUISIY prypaus auouby pyvauy pyvaug prvauy prpaus pyvaug SurjerdwiojoN SurjerdwojoN BurjerdwojoN BurjerdwojoN -oDjouue)
pepuy Surnyxy SurjerdworoN Burjesuedwo)) Bursorp porerdwoyn
-Surreq w-SuIIe]
P20 21018 210318 Furyesuedwop 21018 210318 Surjerdwo)n Jureoue) Jureoue) QA1
puasay pyvauf pupaus auouby auouby -Surrreq pyvaug pypvaus -surreq -surreq -Surrreq -Surrreq red
SAIPY
pepuy Sunixy SunjedwioHjoN Buryesuadwo)) w-suireq Buryesuadwo)) Bursor) -3ureoue)) QAT
-Sur[req pajerdwon
21018 21018 21018 210suadwoy) 2501D 21018 21018
asouby pyvaus pyvaufs asouby pyvauy puasay puasay asouby pajerdwo) pajerdwo) pyvaus pyvaus pejedwon
Buryesuadwo))
pepuy SurjerdworoN -Surreq w-Surrreq Buryesuadwo)) Burso[p pojerdwopn
Sunxy
parry 210318 210318 210318 210318 210318 210318
puasay a10ubf pyvauy pyvauy pyvauy pyvauy pyvauy pyvauy Sunixy Sunxy Sunxy Surxy HXH
(S8urjsjdwo)n
‘Surpeoue)
(Surjesedwop) ‘eA139V) (Burgerdwop) (ea190V)
popuy Suryxyg Surjeiduro)H 0N Surreqg Surreq Suryesuadwo) Sutso[D pojrejdwo) Surjeiduwo) Sureoue) Surjsoue) 2A110Y ELLEYNG |
sajels punoqujy

(marA 10reUIpIOO)))

[090304d uo138[dWOHUOIJBRUIPIOODYFIA JUSWSLIS ySsaulsng

28



Surrxy w-Surreg Burjyesuaduwo)) Sursor) parerdwoy Surjerduro) x-Sureoue) QAT
pepuy popuy
23018 21018 210318 210318 210318 23018 21018 210318
prvauy 196407 puyvauy pyvauy pyvauy pyvauy prvauy pyvauy pyvauy poajerdwo 10N
SurjewoH10N w-Surreq Burjesuedwo)) Sursorp polerdwoy Surnjerdwo) x-8ureoue) QA1IOY
pepuy pepuy
21018 21018 210318 210318 210318 23018 21018 210318
12640, ppauy pyvauy pyvauy pyvauy pyvauy pyvauy pyvauy pyvauf PoaMXxXH
Suryixy Surje[wioHjoN Buryesuadwo)) Bursorp pojeordwo) Surjerdwio) K-3uleoue) QAT
popud pepud
23018 210318 210318 210318 210318 23018 21018 21038
pyvaus pyvaus 126407 pyvaus pyvaus pyvaus pyvaus pyvaus pyvauy Perred
pepuy Sunxy Surjeduwo)1oN w-Surreg Surso[) Surjerdwo) x-8ureoue) QA1OY
23018 23018 210318 210318 210318 23018 210318 210318
pyvaus pyvaus pyvauy puyvauy Suryesuaduwo)) pyvauy Suryesuaduwo)) pyvaus pyvaus pyvauy ajesuadwo)
popuy Suryixyy SurjerdwojoN w-surreq Burjesuodwo)) Surjerdwo) x-Sureoue) QATIOY
23018 21018 21018 21018 210318 21018 21018 29018
pyvaus pyvaus pyvaus pyvauy pyvaus Surso[p SutsorD pyvaus pyvauy pyvaus aso[D
popuy Surrxy Surjeduwo)joN w-Surreg Burjyesuadwo)) Surso[) pojerdwopn x-Suieoue)
23018 23018 210318 21018 210318 210318 210318 21018
prvauy prvauy pyvauy puyvauy puvauy pyvauy pyvauy Surnjerduwo)) pyvauy Surjerdwo) ajerdwo)n
popury Suryrxgy SurjerdworoN w-Surreq Buryesuedwo)) Sursorp polerdwoy
21015 29018 21018 21018 29018 EYLETS 29018 Burjerduwon PAIY
pyvaus pyvaus pyvaus pyvauy pyvaus pyvaus pyvauy -Surpeoue)) w-Sureoue) -Surpeoue) 190UE)
(8urjesus
-dwop ‘Surjejdwo)n (8urjerdwo))
‘Burpeoue) ‘@A139V) (‘oa13ov)
pepui Suryxyg Surjeidwo 10N Surreq Suryesusadwo) Surso[D peojrejdwo) Surjeidwo)n Surjeoue) 2A110Y ELLEYNG |
sojelsg punoqinQ

(ma1A x03eUIpPIOO)))

[00030ad uorjsjduwroHuoIjeuIpIoODYIIAA yUsWILxIS yssaursng

29



Suryesuadwo))
pojesueduwio)) peso[D pereoue) Sunxyg -Surreq «-Surrreq Surpesusdwo)) Sursop) pajerdwoyn Surjerdwo) Surpeoue) QA1
peopuy -pepuld “pPepuUH “popuy pepuy
210318 23018 21018 23018 21038 23018 21018 210318 210318
aaouby asouby auouby aaouby pyvauy 19640,1 pyvaus pyvaus puvauy puyvauy pyvauy pyvaus pyvaus pyvauy poajeidwo 0N
Surpesuadwo)
pojesuaduro)) poasorD po[eoue) BurjerdwojoN -Surreq w-surreq Surjyesuedwo) Sursor) pojerdwo)) Surjerdwo) Surpeoue) QATIOY
pPepud “PepuUd “PePUH “PePUH pepuy
pyvauy 21018 21018 23018 23018 23018 21018 210318 210318
asouby asouby asouby auouby 19640,7 pyvaus pyvaus pyvaus pyvaus pyvauy pyvauy pyvaus pyvaus pyvauy PoMNXH
pojesuadwio)) posorD po[eoue) Sunyxy Burjerdwo)joN Jurjesuedwo)) Sursor) pojerdwo)) Surjerdwo) Surpeoue) QATOY
pPepud R “PePUH “PePUH popud pepud
210318 21018 23018 23018 23018 21018 210318 210318
auouby auouby auouby asouby pyvauy prauy 12b.40,] 12640, prvauf prvaug prvauy prpauy pryvauy pyvauy porreq
pojesuadwio)) Surpesuadwo)
-pepuy poso[D po[eour) Fuiyixy BurjerdwoH1oN -Surireq «-Suireq Surso) Surjerdwo)) Surpeoue) QAT
popuyg -popuyg -popuy Surjesuedwo)
parvsuaduio) 210318 21018 ity 23018 21038 21018 210318 210318
auouby puag auouby asouby pyvauy prvaus PuUasaY puvaus auouby pyvauy Surpesusdwo) pyvaus pyvauy pyvauy ajesuadwio)
peso1D Surjyesuadwio)
poresuadwo)) -popuyg pojeoue) Sunyxgy Surjedwo)joN -Surreq «-Surreq Surjesuodwo)) Surjerdwo)) Surpeoue) QA1OY
pepuy -popuyg -popuy SursorD
P20l 210318 21018 23018 21018 23018 21018 210318 210318
aaouby asouby puag auouby pyvauy pyvaus pyvaus pyvaus pyvaus au0uby SursorD pyvaus pyvauys pyvauy aso[D
pojesuaduwo)) paso[D paedue))
-pepuyg -pepuyg -pepuy Sunyxy BurnjerduronjoN Suryesuadwo)) w-surpreq pojerduron
pepuy -Surreq Surpesusdwo)) Sursop) Surjerdwo) Surpeoue)
od od oA nry a991dwongouun) oA pagapdwo)
auouby puag puag puag puasayy puasaY asouby puasay auouby auouby puUasIY auouby auouby Burjerdwoy) aroidwio)
pareoue)
poresusdwo)) peso[D -pepuy Sunxyg Surpedwo1oN Surpesuadwo)) «-Surrreq pajerdwoy
popuyg -popuyg -popuyg -Surreq Buryesuadwio)) Sursor) Sureoue)
PagaIUDy) 1 2797dwonr0uuUD,) 120, pagajdwoy)
auouby auouby asouby puag puasayy puUaSIY auouby puUaSIY asouby asouby puasayy Burpeoue) auouby Surpeoue) [eoue)
(8uryeidwo)
‘Surjeoue)
pojesuadwio) paso[D pa[edue) (S8uryesedwo)) ‘aA13oV)
pPepuyg -pepuyg -pepuyg -pepuy Sunyixyg SurjejdwionjoN Surreg Surreg Surjyesuedwo) Sursorp pojerdwo) Surjejdwiop Surjeoue) QALY sjuaay
sajels punoqujy

(mo1A juedroryred)

[02030ad uo139]dUWIOHUOIIEUIPIOOD YA JUSWSISySsaulsng pasueyuy

30



paso[D pareoue))
pepuy pojesuadwio)) -pepuy -pepuy Suryixy Sunjeidwio)joN w-Surreg pejesueduio)) Sursor) pejerdwo) Surjerdwo)) Surpeour) 9A1OY
-pepud -pPepud
23018 23018 21018 23018 210318 23018 210318 21038 21018 21038 210318 poje
puyvauy pyvauy pyvauy puvauy pyvauy puyvauy 196407 pyvauy puyvauy pyvauy puyvauy pyvauy -suoadwo)
pajyesuaduwio) pareoue)
popuy -pepuy paso1) -pepuy Suryrxgy SurjewoH10N w-Surreq Burjesuedwo)) pasorD pajerdwoyn Surjerdwo) Surpeoue)) QA110Y
-popuy -pepuyg
29018 23018 21018 23018 21018 21018 210318 29018 21018 21038 21018
pyvauy pyvauy pyvauy pyvauy pyvauy pyvauy pyvauy 12604 pyvauy pyvauy pyvauy pyvauy Pasorp
pajresuaduwo)) paso[D
popuy -popuy -popuy pereoue) Suryixy Surje[uwioHjoN w-dutreq Buryesuadwo)) Bursorp pojerdwo) Surnjerdwio) poresue)) QAIOY
et “PePUH
21018 21018 21018 21018 21018 21018 21018 21018 21018 21018 21018
pyvaus pyvaus pyvaus pyvaus pyvaus pyvaus pyvaus pyvaus pyvaus pyvaus 12640, pyvaus peedue)
pajyesuaduwo)) poaso[D pareoue)
popuy -pepuy -pepuy -pepuy Sunxy «-Surreg Buryesusdwo)) Surso[) poserdwoyn Surpeoue))
21038 23018 21018 210318 23018 210318 210318 210318 21038 21038 Surger ajordw
puvauy pyvaus pyvaus pyvauy pyvaus SurjerdwojoN puyvauy pyvaus pyvauy puyvauy SurjerdwojoN pyvauy -duwro)10N -opjouue)
pajyesuadwio) peso[D pareoue)
popuy -popuy -popuy -popuy Suryixyy SurjerdwojoN Sursorp pojerdwo))
21018 21028 21018 21018 21018 21018 Suryesuaduwo)) 21018 21018 Surjerdwo)) Sureoue)) QATIOY
pyvauy pyvauyp pyvaur pypauy pyvauyp pypauy A SuIIe] -Surqreq pyvauy pyvauy Surpreg -Surqreq -Surqreq ed
pajyesuaduro)) paso[D paredue))
pepuy -pepud -pepuy -pepuy Suyxyg Surjeduwo)1oN w-Surreg Burjyesuaduwo)) Surso[) Surpeoue)) OATIOY
23018 23018 21018 21018 23018 210318 21018 210318 210318 21038 210318
puvauy prvauy pyvaus pyvauy puvauy pyvauy puyvauy puvauy pyvauy pajerduwion pajerdwo) puyvauy pyvauy poajerdwo)
pajyesuaduwio) paso[D pareoue)
popuy -popuy -popury -pepuy SurjerdworoN w-Surreq Buryesuedwo)) Sursorp pajerdwoyn Surpeour))
29018 23018 21018 21018 21018 21018 210318 210318 29018 29018
pyvauy pyvauy pyvauy pyvauy Surxy pyvauy pyvauy pyvauy pyauy pyvauy Surixy pyvauy Surixy HXH
(Surgesus
-dwop ‘Surjejdwo)n
pajesuadwio) paso[D peoreoue) ‘Sureoue)) ‘@AI1dV)
pepuyg -pepud -pepuyg -papuyg Suryxyg SurjeidwoH 10N Surreq Suryesusdwo) Surso[D pejrejdwo) Surjejdwo)n Surjeoue) 9AI110Y ELUEYNG |
sajels punoqinQ

(moarp juediyred)

[02030ad uorjsjdwioHUOIFRUIPIOODYIIAA JUSWISIS ySsaulsng pasueyuyg

31



Surjerd Surpesuadwo) Surjerdwo) 9ATIOY
pojordwonjoN pPoyIxXy porreq Fuiyixy -dwopjoN -Surreq w-3urreq Surso[) pajerduwon Burjerdwo)) -Suteoue) -Sureoue) 9ATIOY
popuy -pepud -pepud -popud popuy
210318 21018 23018 23018 210318 23018 210318 23018 23018 23018
asouby aaouby asouby auouby pyvauy pyvaus prvauy prvauy 196.40,7 pyvauy puvauy pyvauy puvauy puvauy prvaus poajesuadwio)
Suryerd Surpesuaduwo)) Surjerdwo) QATIOY
pojerdwoloN PolIxXy porreq Sunyxgy -dwop1oN -Surreg «-Surreq Burjesuedwo) pojordwo) Surjerdwo) -3ureoue) -3ureoue) 9AIIOY
popud -pPopud -pPepud -PepuHd popud
21038 21018 21018 23018 29018 23018 21018 23018 23018 21018
aaouby asouby asouby aaouby pyvauy pyvaus pyvaus pyvaus pyvauy 19640,7 pyvaus pyvaus pyvaus pyvaus pyvaus pasolD
Surnjerd Surpesuaduwo)
pojerdwojoN poxy porreq Sunyixy -duwopjoN -3urreq w-surreq Buryesuadwo)) 8ursor) pojerduro) Surnjerduro) QAT
pepud “PepuUd “PepuUd et pepud pepud
210318 23018 23018 23018 23018 210318 23018 23018 23018
ausouby asouby ausouby aaouby pyvauy pyvaus puyvauy pyvauy pyvauy puyvauy pyvauy 12640, 12640, pyvaus peredue)
pojerdwojoN Suryesuadwo))
-pepuyg poIxy perreq Sunxyg Surjerd -Suireq «-3urrreq Buryesusdwo)) Surso[n pajerdwoyn
pepuy -pepud -popud -dwopjoN
pa3a)duto )0 N 21018 29018 291018 29018 29018 291018 Buryerd Surjerd Surjerd Surjerd ajo1d
asouby puasay asouby aaouby pyvauy aaouby pyvaus puvaus pyvauy pyvauy puvaus -duwro)j1oN -duwoHjoN -woI0N -wo) 10N -wopHjouue)
parred Surgay
pojeordwo)roN PoIxXy -popuy Sunyxy -duwropj0oN Surjesuadwo)) Surso) pojerduro)
pepuyd “PepuUd -pepuy -Suifred x-Surre
PaNDT 21018 2115 Burjesuedwo) 21015 2115 Burjerdwo) Surpeoue) Surpeoue) 9AIIOY
auouby auouby auouby puUaSIY pUvauy prpauf asouby asouby -3urreg pyvaug prvauy -Burre -3urreg -3urreg -3urreq req
Suryer RINSERAY
pojerdwo) 10N poIxy parreq Suryixyg -duwiop0N Surpesuaduwo)) «-durrreq Buryesusdwo)) Surso[) -Sureoue) 9AIIOY
popuy -pepuld -pepud -popud -Suifreq pojerduro)
21018 29018 29015 21DsuUdUL0)) 25010 21018 21019
auouby auouby auouby auouby pyvauy prpauy auouby prpauy puasay puasay auouby porerdwoy pojerdwoy) prpauy prpauy pojrejdwio)
poIxy Surge Surpesuaduwo))
pojeidwoloN -popuyg porreq -dwiop1oN -Surreq «-Surreq Burjesuedwo)) Sursorp) pojerdwo)
popuy -pPopud -PepuUHd Sunxy
pa3vTi 21018 21018 23018 29018 21038 23018
asouby asouby puasay auaouby asouby pyvaus pyvaus pyvaus pyvaus pyvaus pyvaus Suryxy Suryxy Suryxy Suyxyg IXT
(8urgeiduio)
(8ury ‘Surpeoue)
poajedwo) pPouxXyg poarreq Surye -esadwo)) ‘aA110V) (8urjeidwo)) (ea170V)
pepuyg -jJoNPepPuUd -papuyg -papuyg Suryixyg -dwopjoN Surreq Surreq Suryesusdwo) Surso1p pejeidwo) Surjeidwo)n Surjeoue) Surjeoue) 9AI310Y sjyueaAs]
sojelg punoquy

(marA 103eUIpPIOO)))

100030ad uorjsjduwIoHUOIFRUIPIOODYFIAA JUSWDRITSsauIsng pasueyquy

32



Poxy porred
pepuy pejerdwonjoN -pepuy -pepuy Suiyxy pejerdwojoN w-surreq Surjesuaduwro)) Suiso[) pejerdwio)) Surjerdwo) K-Sureour) QAT
-popud “pepud
23018 23018 23018 23018 21038 23018 23018 23018 23018 21038 23018 Palol
pyvauy pyvaus prvaus pyvauy 186.40,] prvauy puvauy puyvauy puvauy pyvauy puyvauy prvauy -dwop 30N
pajerduwonijoN parreq
pepuy -pepuy polxyg -pepuy poIxyg SurjewoH10N w-Surrreq Surpesuadwo) Sursorp porerdwoy) Surjerdwo) x-Sureoue) 9A110Y
“pepud “popud
21018 21018 21018 29018 21038 23018 29018 29018 21018 21038 23018
pyvauy pyvauy pyvauy 126u0,1 pyvauy pyvauy pyvauy pyvauy pyvauy pyvauy pyvauy pyvauy POHxXH
pojerdwonjoN Poxy
pepuy -popuy -popuy porreq Sunyxy Surje[woH)joN porreq Suryesuadwo)) Sursor) pojerduro) Surnjerdwio) K-Sureour) QATIOY
“PePUH “PepPUH
21018 21018 21018 21018 21018 21018 21018 21018 21018 21018 21018
pypauy pyveup pypeu pypauy pyvauy yabaog pyvauy pyvauy pyvauy pypauy pyvauy pyveuf parred
pajerdwonjoN PoHxy porred
pepuy -pepuy -pepuy -pepuy Suiyixy BurjerdwonjoN «-Surrreq Jursorn Surjerdwo)n x-Sureoue) QA1
210318 21018 21018 21018 21018 21038 21038 21038 210318 21038 23018 aje
pyvaus pyvaus pyvaus prvaus pyvaus puvauy pyvaus Suryesuadwo)) puvauy Suryesuadwoy) pyvaus puyvauy puvaus -suadwo)
pajerdwopioN Pajrxy porred
popuyg -popuy -popuy -popuy Sunyxy BurjerdwojoN w-Surrreq Jurjesuodwo)) Surjerdwo)) x-Sureoue) 9ATIOY
21018 21018 21018 21018 21018 23018 23018 23018 21018 29018 23018
pyvaus pyvaus pyvaus pyvaus pyvaus pyvauy pyvaus pyvaus SursorD SursorD pyvauy pyvaus pyvaus aso[D
pajerdwonjoN PoHxXH porreqd
pepuy -papuy -pepuy -papuy Suiyixy BuryerdwonjoN w-Surreq Buryesuadwo) Juiso[D pajerdwon x-Sureoue)
21018 23018 21018 23018 21018 21038 210318 23018 23018 23018 21038
pyvauy pyvaus pyvaus prvaus pyvauy puyvauy puvauy pyvaus puyvauy puvauy Suryerduwo)) puyvauy Surjerduwo)) ajerdwo)
pajerduwonioN Poxy parred
pepuy -popugy -popugy -popuy Sunyxy Burjerdwo1oN w-Surreq Surpesuaduwo) Surson pojerdwo)
21018 21018 21018 21018 21018 29018 21038 23018 29018 29018 Sugerdwop) SAIPY
pyvaus pyvaus pyvaus pyvaus pyvaus pyvaus pyvaus pyvaus pyvaus pyvaus -Surpeoue)) «-Surpeoue) -Surpeoue)) 1°oue)
(8urjesus
-dwo) ‘Surysjdwo) (8urjeidwo))
pajerdwo)n PoNXH polred ‘Bureoue) ‘9AIdY) (‘eanoy)
pepuyg -JoN PopPUd -pepuyg -pepuy Suryxyg SurjejdwionjoN Surreq Surjesuadwo) Suisorp pejejdwo) Surjeidwo)n Surjeoue) 9A110Y squaAy
sajels punoqinQ
(ma1A x03eUIpPIOO)))
[02030ad uorjsjdwioHUOIFRUIPIOODYIIAA JUSWISIS ySsaulsng pasueyuyg

33



Surjesuedwo)) Burpeoue) QA11OY
Suryixy -Surreg -3urreq -Burre Suryesuadwo)) Bursor) pojerdwo)) Bureour) QATIOY
pepud pepuy
21018 21018 21018 21018 21018 21018 21018 21018 21018
auouby pyvaus 126407 pyvaus pyvaus pyvaus pyvaus pyvaus pyvaus pyvaus pyvaus pejeidwo)3oN
Buryesuadwo)) Sureour) QAT
Surjedwo)1oN -Surreq -Surreq -Surreq Suryesuadwo)) Burso[p pajerdwo) Burpeoue) 9A1IOY
pepuy pepuy
210318 210318 21018 210318 21018 21018 21018 21018 23018
auoubp $2640,1 pyvauy pyvauy pyvauy pyvauy pyvauy pyvauy pyvauy pyvauy pyvauf PoMXxXH
Suryixgy Surjedwo)1oN Suryesuadwo)) Burso[p pojerdwion Burpeoue) QAIOY
pepuy peopuy papuy pepuy
23018 21018 21018 21018 21018 21018 23018
aaouby puvaus pyvaus 106.40,7 19b40,7 10640, pyvaus pyvaus pyvaus pyvaus prvaus parreq
Buryesusdwo)) Burpeoue) QALY
popuy Suryixy SurjerdwojoN -Surreg -Surreq -Surre Bursorp Burpeoue) 9ATIOY
Buryesuadwo)) Buryesuaduwo))
PagDsuadwo) 21018 21018 od 21018 21038 21018 21018 23018
puag pyvaus pyvaus pPuasay pyvaus pyvauy auouby pyvaus pyvaus pyvaus ajesuadwo)
Burjesuedwo)) Burpeoue) QATIOY
Sunyxyg SurjerdwonjoN -Surreq -Surreq -Surqreq Buryesuaduwo)) Burpeoue) QATIOY
popury Bursorp Bursorp
P2so10 23018 21018 210318 23018 210318 23018 23018 23018
puag prvaus pyvauy pyvauy pyvaus pyvauy pyvaus adouby pyvaus puvauy aso[D
Buryesusaduwio) Bureour) QAT
Suryixgy SurjerdworoN -Surreg -Surreq -Surreg pojerdwoy
pepuy Buryesuadwo) Bursorp Bureour) Surpeour)
Paga2UD)) 1Ts aga)duton0uuUD)) 190,] 20,7 pagajdwoy)
puag PUISIAY puasay auouby puasay pPuasay aaouby aaouby puasay aaouby [eoue)
Suryesadwio) Sureoue) QA0
pepuy Suryxyg SurjeidwoHjoN -Surireq -Surreq -Surireq Suryesuadwo) SursolD pojedwo) Surjeoue) BAIOY SjusAy]
sojelsg punoquy

[020%0ad uorjejdwojueddijaeJUiI A\ yuswaaadyssoulsng

(marA juedrorjaed)

34



Surpesusdwo) Surpeoue) 9AIIOY
popuyg Surnyixgy BurjerdwoH1oN -Surreq -3urreq -Surreg Sursor) pojerdwoyn Surpeoue) 9A1I0Y
pepuy
21018 29018 23018 21018 23018 210318 29018 23018 21018
pyvauy pyvauy pyvauy pyvauy pyvauy 126101 pyauy pyvauy pyvauy pyvauy pajesuadwop
Suryesusdwoy Surpeoue) 9A1IOY
popuyg Surixyg Burjerdwo)joN -Surfreq -3urreq -Surfreq Burjesuedwo)) pejerdwopn Surieour) 9AIOY
pepuyd
21018 23018 23018 210318 23018 230318 23018 23018 21018
pyvaus pyvaus pyvaus pyvaus pyvaus pyvauy 126407 pyvauy pyvaus pyvaus pPeso[D
Suryesuadwo)) Burpeoue)) QATIOY
Sunixyg BurpedwoH1oN -Surreq -Surqreq -Surreq Buryesusdwo)) Burso[) pejerdwo) 9AI}OY
peopuy pepuy
210318 21038 23018 210318 23018 210318 210318 21038 21018
pyvauy pyvauf pyvauy pyvauy pyvauy pyauy pyvauy pyvauy $2640,1 pyvauy pa[edue)
Surpesuaduwo)) Surpeoue) 9A11OY
popuyg Sunyxy -Surreq -Burre -Surreg Burjesuedwo)) Jursorp pojerdwo)) Surpeour)
BurjerduronjoN Surjeduwo)joN
21018 21018 21018 21018 21018 210318 210318 23018 23018
pyvaus pyvaus pyvaus pyvauy pyvaus pyvauy pyvauy pyvauy pyvaus ajejdwopjouue)
pepuy Surixy BuryerdwoH3oN Surso[) pojerdwon
Surpesuaduwo)) Surpeoue) 9A1IOY Buryesuedwo)) Surpeoue) 9ATIOY
21038 2135 29018 -Surreq -Surrreq -Sutqreq -Surrreq 2135 2135 -Surrreq -Surpred
pyvauy pyvauy pyvauy pyvauy pyvauy med
Suryesuadwo) Bureoue) OAIIOY
popuyg Sunyxyy BurjerdwoHloN -Surreg -Surre -Surreg Burjesuedwo)) Sursor) Surpeoue)
pojerdwo) pojerdwo)
21018 21018 29018 23018 21018 23018 210318 210318 23018
pyvauy pyvauy pyvauy pyvauy pyvauy pyvauy pyvauy pyvauy pyvauy pajerdwopn
Surpesuaduwo) Surpeoue) 9A1I0Y
popuyg BurnjerduroHjoN -3urreq -Burreg -Surreq Buryesuadwo)) 8uiso) pojerdwo) Surpeour)
Sunxy Sunxy
23018 23018 23018 230318 23018 230318 230318 23018 23018
pyvauy pyvaus pyvaus pyvaus pyvaus pyvauy pyvaus pyvauy pyvaus X
Suryesedwio) Surjeoue) 9AI130Y
pepuyg Surjixyg Surjejdwo)joN -3urireq -Surreq -3urireq Surjesuadwo) Sursorp pejejdwo) Surpeosue) 9AIOY SjueAy
sojelg punoqinQ

(mo1A juediorjaed)

[02030ad uorjedwioyjuedorjreJUiip juswoaadyssauisng

35



Buryesuaduwro)) Surpeour) 9A1OY
Suryxgy SurjerduwoloN -Surreq -Surreg -Surreq Sursop pojerdwo) Surpeoue) QA1OY
pepuy pepuy
29018 21018 21018 23018 21018 23018 21018 29018 21038
auouby pyvauys pyvaus pyvaus pyvaus pyvaus 196.40,1 pyvaus pyvaus pyvaus pyvauy poajesuadwio)
Buryesuadwo)) Surpeoue) QA1
Sunyixyg Surjeidwio)joN -Burre -Surreq -Burre Surjesuadwo)) pojerduro)) Surpeour) QAT
pepud pepud
21018 21018 21018 21018 21018 21018 21018 21018 21018
asouby pyvauy pyvaus pyvaus pyvaus pyvaus pyvaus 12640, pyvaus pyvaus pyvaus peso[D
Buryesuadwo)) Surpeour) 9ATIOY
Sunixyg Surpeduwro)1oN -Surqreg -Surreq -Surqreq Surpesuadwo)) Surso[p pajerdwo)) QAIOY
pepuy pepuy
21038 21018 210318 23018 210318 23018 23018 21018 210318
auouby puyvauy pyvaus pyvaus puvauy pyvaus pyvaus puvaus pyvaus 72b.40,1 pyvauy poredue)
Buryesusdwo)) Surpeoue)) 9A1IOY
popuy Sunyxy -Burre -Surreq -Burre Surpesuadwo) Surson pojordwo)
Surjeduwo)oN BurperdwroH3oN Burjerdwo)joN
pagajdwon1oN 21018 21018 21028 21018 21018 21028 21018
PU2sAY pyvauy auouby pyvaus pyvaus pyvaus pyvaus pyvaus pyvaus ajedwopjouue)
popuy Suryixyg Surjeduwo)joN Buryesuaduwo)) Surpeoue)) OATIOY Surso) pajerdwo))
-Surre -Surreg -Burre Surpesuaduwo) Surpeoue) QAIOY
pa1A 210318 21018 -Sutqre 23018 21018 -Suiqreq -Surqreq
puasayy puyvauy pyvauy asouby auouby aaouby prvauy pyvaus req
Surpeoue)) OATIOY
Surnyxgy SurjerduwojoN Buryesuodwo)) -Surreg -Burre Surpesuaduwo) Sursop
popuy -Burre pojerduo) pojerduro) pojerdwo)
21018 21018 21018 21018 a1msuadutoy) 250D
auouby pyvauy pyvaus asouby auouby pyvaus pUaSIY PUISIAY aaouby pajeduwon
Buryesuadwo)) Surpeoue) QA1
popuy Surjeidwio)joN -Burre -3urreg -Burre Suryesuadwo)) Sursor) pojerduo)
Surnxy Surxy SunIxy
PaTH 23018 23018 23018 23018 23018 23018 23018
PuU2say asouby pyvaus pyvaus pyvaus pyvaus pyvaus pyvaus pyvaus X
Surjesedwio) Surjeoue) aAIOY
pepumd Surjixyg Surjeidwo)joN -Surreq -Surireq -Surreq Surjesuadwo) Sursorp pajejdwo) Surpeosue) QA1 SjueAy]
seojelsg punoqujy

(marA aojzeurpioo))

[02030ad uorjedwioyjuedorjreJUiip juswoaadyssauisng

36



Burjesusdwo)) Burpeoue) QA1
Suryixyy -Surreg -Surreq -Surreg Surjesuadwo)) Bursorp pojerdwo) Burpeoue) 9ATIOY
pepuy pepuy
21018 23018 21018 29018 21018 21018 21018 21018 21018
pyvaus 19640,7 pyvauy pyvaus pyvauy pyvaus pyvaus pyvaus pyvaus pyvaus pajerdwo)joN
Surjesuodwo)) Burpeoue) QATIOY
SurjerdwonjoN -Surreq -Surreq -Surqreq Suryesuadwo)) BursorD pajerdwo)) Burpeoue) 9ATIOY
pepuy pepuy
210318 21038 23018 21038 21018 23018 21018 21018 23018
$2040,] pyvauy pyvauy pyvauy pyvauy pyvauy pyvauy pyvauy pyvauy pyvauy POMXH
Suryixgy SurjerdworoN Suryesuadwo)) Bursorp pojerdwoy Burpeoue) 9A1OY
pepuy pepuy pepuy pepuy
23018 21018 21018 21018 21018 21018 23018
pypauy pyvauy 1abu0 12ba0,] 1abu0 pyvauy pyvauy pvauy pyvauy pyvauf parred
Suryesuedwo)) Burpeoue) QA11OY
pepuy Suryixy Sunjeidwio)joN -3urreg -3urreq -3urreg Bursor) Bureour) QATIOY
Surpesuadwo)) Suryesuadwo))
23018 23018 230318 23018 21018 23018 21018 21018 23018
pyvaus pyvaus pyvaus pyvauy pyvaus pyvaus pyvaus pyvaus pyvaus ajesuadwo)
Buryesuadwio)) Bureour) QAT
pepuy Sunixyg Surjedwo)1oN -Surreq -Surreq -Surreq Suryesuadwo)) Burpeoue) 9A110Y
Bursorp Bursorp
23018 21018 210318 21038 21018 21038 21018 21018 23018
pyvauy pyvauy pyvauy pyvauy pyvauy pyvauy pyvauy pyvauy pyvauy |9so1D
Suryesusdwo)) Burpeoue) QA1OY
popuy Suryixyy SurjerdwoHjoN -Surreg -Surreg -Burreg Burjesuadwo)) Bursorp pojordwo)
Jureoue) Jureoue)
21018 21018 21018 23018 21018 23018 21018 21018 21018
pyvaus pyvaus pyvauy pyvauy pyvaus pyvauy pyvaus pyvaus pyvaus [eoue)
Surjesedwiop Sureoue) 2A110Y
pepuyg Surjixyg Surjejduwio)joN -Surreg -Surireq -Surreg Surjesuadwo) Surso1) pajejdwo) Surjeoue) OAI3OY SJUOAT
sojelg punoqinQo

(ma1A J03RUIPIOO)))

[020%0ad uorjejdwopjueddijaeJUIIA\ YU WIS yssoulsng

37



Buryesuedwo)) Surpeoue) QA1
pojesuadwio)) poasor) poredoue)) Sunyixy -Burre -Surreq -Burre Surjesuadwo)) Sursor) pojerduro) Surpeour) OAIOY
popud “PePUH “PepuUd “PePUH pepud
21018 21018 21018 21018 21018 21018 21018 21018 21018
asouby auouby asouby auouby pyvaus 12640,7 pyvaus pyvaus pyvaus pyvaus pyvaus pyvaus pyvaus pyvauy pejeiduiopjoN
Buryesuadwo)) Surpeour) 9A1IOY
pajesuaduwo) paso[D pa[eoue) BurjerdwonjoN -3urireq -Surreq -3urreq Buryesusdwo) Juiso[n pojerdwo)n Jureoue) QA1
popuy “PepPUH -pepuld -popuy pepuy
21018 210318 23018 210318 23018 23018 23018 23018 210318
aaouby auouby asouby aaouby 106.40,7 pyvaus pyvaus puvaus pyvaus pyvaus puvaus pyvaus puvaus puyvauy pPaIIxy
pajesuaduwo) paso[D pa[eoue) Furxyg BurjerdwonjoN Buryesusdwo) Juiso[n pojerdwo)n Jureoue) QA1
popuy R -pepuld -popuy peopuy pepuy peopuy
21038 21038 23018 23018 23018 23018 210318
aaouby auouby asouby auouby puyvauy pyvaus 19640,7 126.40,] 19640,7 pyvaus pyvaus puvaus puvaus pyvauy polreq
pajesuaduwo) Furyesuedwop Jureoue) EYNGE v
-popuyg poso[D po[eoue) Sunyxy Surjeidwo)roN -Burre -Surreq -Burre Surson Surpeour) QATIOY
pepuy -pepuy -pepuy Surpesuaduwo)) Surpesuaduwo))
pagpsuaduio) 23018 21018 "od 23018 21018 23018 23018 23018
asouby puag asouby auouby pyvauy pyvaus puasay pyvaus pyvaus auouby pyvaus pyvaus pyvauy ajesuadwo)
posorD Burjesuedwo)) Surpeour) QAIOY
pejesusdwio) -pepuy po[eoue) Surixyg Surjeduwo)joN -Surqre,q -Surreq -Surqre,q Surpesuaduwo)) Surpeoue)) QAT
popuy -pepuy -pepud ButsorD BuisorD
Paso)D 210315 21018 21018 21018 21018 21018 21018 21018
aaouby auouby puag auouby puyvauy pyvaus pyvauy puvauy pyvauy prvauy auouby pyvaus pyvauy aso[D
poredue)) Burjyesusdwo)) Surpeoue)) 9AIOY
pojesuadwo)) pasorD -popuy Suryxgy SurjerduwrojoN -Burre -Surreg -Burre pojerdwoy)
pepuy -popuyg -popuyg Suryesuadwo)) Sursor) Surpeour) Surpeour)
Paga2UDy) 215 27a7dwionr0uuUD) 120,7 720,] pajzajdwoy)
auouby as0uby auouby puag puasayy pPuUISIY auouby puUasaY puUISIY asouby asouby puUaSIY asouby [9oue)
pajesuaduwo) pesorD pa[eoue) Suryesadwo) Surjeoue) 9AI}OY
pepumg -pepuy -pepuyg -pepuy Sunyixyg SurjeidwoH 310N -Surreqg -Surireq -Surreq Surjesusdwo) Sursoip pojejdwio) Surjeoue) BAIOY sjuaAy]
sojelsg punoquy

100030ad uorjsjdwiopjuedIdijregyii | Juswaaalyssauisng pasueyuiy

(marA juedrorjaed)

38



peso[D poredue)) Suryesuadwio) Surpeoue)) 9AIOY
pepuy poresuadwo)) -pepuy -pepuy Sunyxy BurjedwoH1oN -Surreq -3urreq -Surreq gporesuadwioy Sursor) porerdwo) Surpeoue) 9A1IOY
-pepud -pPepud
21018 21038 29018 21018 23018 21018 210318 23018 210318 23018 23018 21018
pyvauy pyvauy pyvauy pyvauy pyvauy pyvauy pyvauy pyvauy 1260, pyvauy pyvaug pyvauy pyvauy pajesuadwopn
poresuadwo)) pojeoue) Surpesuadwo)) Surpeoue) 9A1IOY
pepuy -pepuy paso[D -pepuy Sunixyg Burjerdwo)joN -Surfreq -3urreq -Suifreq Burjesuedwio) pasorD pojerdwo)) Surpeour) 9A1OY
“PepPUH “Pepud
21018 21018 23018 21018 23018 21018 210318 23018 21038 23018 23018 21018
pyvaus pyvaus pyvaus pyvaus pyvaus pyvaus pyvaus pyvaus pyvaufs 126407 pyvaus pyvaus pyvaus pPeso[D
pojresadwo)) poasor) Suryesuadwo)) Sureoue)) QAT
pepuy -pepuyg -pepuy poa[eoue) Suiyixy BurjerdwonjoN -Surqreq -3urreq -Surqreq Furyesuedwon Sursorn pajerdwon pa[ecue) A0y
“PopPUH -popuy
210318 210318 210318 210318 23018 21018 210318 21018 210318 210318 21038 210318
pyvauy pyvauy pyvauy pyvauy pyvauy pyvauy pypauy pyvauy pyvauy pypauy pyvauy $2640,1 pyvauy pa[edue)
pajesuadwo)) paso[D pa[eoue) Suryesuadwon Bureoue) EINGEA
popuyg -popuy -popuyg -popuyg Sunyxy -Surreq -Burre -Surreq Burjesuodwio)) Jursorp pojerdwo)) Surpeoue)
BurjerdwoH3oN Surjeduwo)joN
21018 21018 21038 23018 21018 21018 210318 21018 23018 21038 23018 21015
pyvaus pyvaus pyvauy pyvaus pyvaus pyvaus pyvauy pyvaus pyvauy pyvauy pyvaus pyvaus ajeidwopjouue)
pojesuaduwo)) pasoD paredue))
pepuy -pepuy -pepuy -pepuy Sunixyg BurjerdwionjoN Surso[) pejerdwio))
Surpesuaduwo)) Surpeoue) 9A1IOY Buryesuedwo)) Surpeoue) 9A1IOY
21038 2135 21035 21018 2135 21018 -Surreq -Surrreq -Sutfreq -Surrreq 2135 29018 -Surrreq -Sutqred
pyvauy pyvauy pyvauy pyvauy pyvauy pyvauy pypauy pyvauy red
pajesuadwo)) paso[D pa[eoue) Suryesuadwo) Surpeoue) 2A1OY
popuy -popuy -popuyg -popuyg Sunxy BurjerdwoHroN -Surreq -Surreg -Surreq Burjesuedwo)) Sursorp) Surpeoue)
pojerduro) pojerdwo))
21018 21018 21038 23018 21018 23018 23018 210318 21018 21038 21038 21018
pyvauy pyvauy pyvauy puvauy pyvauy pyvauy pyvauy pyvauf pyvauy pyvauy pyvauf pyvauy pajerdwopn
poresuadwo)) paso[D pojeoue) Surpesuadwo)) Surpeoue) 9AIIOY
pepuy -pepuy -popuyg -popuyg BurjerduroHjoN -3urreq -Burreg -3urreg Buryesuadwio)) Suiso) pojerduro) Surpeour)
Bunxy Sunxy
23018 21018 210318 23018 23018 23018 230318 23018 21038 230318 23018 21015
pypauy pypauy pyvauy pyvauy pyvauy pypeuy prpauy pyveuf pyvauy pyvauy pyvauy prvauy XA
pejesuadwo) paso[D paeoue) Suryesedwo) Surjeoue) QA1
pepuyg -pepuyg -pepuyg -pepuy Surjixyg Surjejdwo)joN -3urireq -Surreq -3urireq Surjesuadwo) Sursorp pejejdwo) Surpeosue) 9AIOY SjueAy
sojelg punoqinQo

(mo1A juediorjaed)

[020030ad uorjeidwio)jueddijreJUii A\ JUsWEaIS yssaulisngpasueyuyg

39



Surpesusdwo) Surpeoue) 9AIOY
porerdwo1oN polrxyg parreq Surnyxgy BurjerdwoHloN -Surreq -3urreq -Surreg Sursorp pejerdwoyn Burpeoue) 9A1I0Y
pepuy -pepud “pepud -pepuy pepuy
21018 29018 23018 21018 21018 210318 29018 21018 21018
aaouby aaouby aaouby aaouby pyvaus pyvauys pyvaus pyvaus pyvaus 19640,7 pyvauy pyvauy pyvaus pyvaus pajesuadwo)
Suryesuedwoy Surpeoue) 9A1I0Y
pojerduwionjoN poxy porreqg Sunyxy BurnjerduroHjoN -3urreq -Burre -Surreg Buryesuadwo)) pojerdwo) Sureour) 9ATIOY
pepud “PePUH “PePUH “PePUH pepud
21018 21018 21018 21018 21018 21018 21018 21018 21018
asouby asouby asouby asouby pyvaus pyvaus pyvaus pyvaus pyvaus pyvaus 126407 pyvaus pyvaus pyvaus pPeso[D
Suryesuadwo) Bureoue)) QATIOY
pajerdwonjoN pouxy perred Suiyixy BurgerdwonjoN -Surreq -3uireq -Surreq Furyesuedwoy Bursorp pejerdwo) A1y
popuy -popuy -popuH “popuy peopuy
210318 21038 23018 210318 21018 210318 210318 21038 21018
aaouby aaouby aaouby auouby pyvaus puvauy pyvaus pyvaus pyvaus pyvauy pyvaus pyoauy 12610, pyvaus peleoue)
pajerdwionjoN Suryesusdwo) Sureoue) 2A1OY
-popuy porreq PoyxXy Sunyxy -Surreq -Burre -Surreq Burjesuodwo)) Jursorp pojordwo))
pepuy -pepuy -pepuy BunjerduwronjoN Surjeduwo)1oN Surjeduwo)joN
paga)duio)10 N 21018 210185 21018 21018 21018 21018 21018
asouby puasay auouby auouby pyvaus auouby pyvaus pyvaus pyvaus pyvauy pyvauy pyvauy ajejdwopjouue)
porred
pejerdwonjoN poxy -pepuy Surixy BurjerduwronjoN Surpesuaduwo)) Bureoue) 9AIOY Surso[) pejerdwo)
popuyg -popugy -popury -Surreq -Surre -Surreg Buryesuedwo)) Burpeoue) 9ATIOY
Pa1IDg 21038 29018 -Surrreq 21035 2135 -Surrreq -Surpred
aaouby aaouby aaouby puUasaY pyvauy puyvauy asouby asouby auouby pyvauy puyvauy req
Bureoue) 9AIOY
porerdwo)1oN PoIxXy porreg Sunyxyy BurjerdwoHloN Surpesuaduwo) -Surreg -Surreq Buryesuedwo)) Sursorp
popuy -popuy -popuy -popuy -Surreq poajordwon pojarduony pojorduro)y
21018 21018 21018 21018 210suaduLo)) 250D
auouby auouby auouby asouby prpauy prvauy asouby auouby prwauy puasayy puasayy au0uby pajejdwo)
PoIxXy Surpesuaduwo) Surpeoue) 9A10Y
pojerduronjoN -pepuy porreq BurnjerduroHjoN -Surreq -Burre -3urreq Buryesuadwo)) Bursorp pojerdwo)
pepuy -pepuy -popuy Surixgy Sunxy Sunxy
papiry 23018 23018 230318 23018 230318 230318 23018
asouby asouby puasay asouby asouby pyvaus pyvaus pyvauy pyvaus pyvauy pyvaus pyvaus X
pojerdwo)roN pPoyxy porreq Suryesedwio) Surjeoue) QA1
pepuyg -pepuyg -pepuyg -pepuyg Suijixyg Surjejdwo)HjoN -3urireq -Surreq -3urireq Surjesuadwo) Surso[p) pejejdwio) Surpeoue) 9AIOY SjueAy
seojelsg punoquy

(marA aojzeurpioo))

[020030ad uorjeidwio)jueddijreJUii A\ JUsWEaIS yssaulisngpasueyuyg

40



poxy perreqd Juryesuaduwon Sureoue) 2A10Y
popuyg pojerdwo10N -popuy -popuy Sunyxy pojredwo)joN -Surreg -Burreg -Surreq Burjesuodwo)) Sursorn) pojerdwo)) Surpeour) QA1OY
-PepPUHd “PePUH
210318 21018 21018 21018 21018 23018 29018 23018 23018 29018 21018
pyvauy pyvaus pyvaus pyvauy 126.40,] pyvaus pyvauy pyvauy pyvauy pyvauy pyvauy pyvaus pejeidwonjoN
pojerdwo10N porreq Surjesuadwo)) Surpeour) 9ATIOY
pepuy -pepuy -pepuy poyIxy Burjerdwo)joN -Surre,q -Surreq -Surre,q Surjesusdwo)) Surso[) pojrerdwon Surpeoue)) OATIOY
PoxXH -pepud
210318 21018 -PepuUHd 21018 23018 21018 210318 23018 21038 210318 21038 21038 21018
pypauy pyvauy pyvauy 12640,1 pyvauy pypeuy pypauy pyvauy pyvauy pyvauy prvauy pypauy pyvauy PaIxXy
peajerdwonjoN Poxy
popuyg -pepuy -pepuy porreq Sunyxgy Burjedwo1oN porreg parreq porreq Surjesuedwo)) Surso[p) pojerdwoyn Surpeoue)) 9A1IOY
-pepud -pepud -pPepud “pepud
210318 21018 21018 21018 23018 29018 21038 29018 21038 21018
pyauy pyvauy pyvauy pyvauy pyvauy 12bu0,] 1obu0 12ba0,] pyvauy pyvauy pyvauy pyvauy pyvauy parted
pojerdwo) 10N PoIxXH porreq Suryesuadwo)) Surpeour) 9A1IOY
popuy -pepuy -pepuy -popuy Sunxy SupperdwopnjoN -Surreq -Surrreq -Surreq SursoD Suroue) A
Suryesusdwo)) Suryesusdwo))
21018 21018 21018 21018 21018 21018 21018 21018 21018 21018 21018 21018
pyvaus pyvaus pyvaus pyvaus pyvaus pyvaus pyvaus pyvaufy pyvaus pyvaus pyvauy pyvaus ajesuadwio)
pojerduo)joN poxy perreq Suryesuadwo)) Surpeour) 9ATIOY
papuy -pepuy -pepuy -pepuy Sunxyg BurjedwoH1oN -Surreq -3urreq -Surreq Buryesusdwo)) Surpeoue)) QA1
Surson Sursorn
210318 210318 21018 21018 210318 23018 21018 210318 21018 21038 21038 21018
pyvauy pyvauy pyvauy pyvauy pyvauy pyvauy pyvauy pypauy pyvauy pyvauy pyvauy pyvauy 9so[D
pajerdwonjoN poxy perreqd Juryesuadwoy Surpeoue)) 9A1IOY
popuyg -pepuy -pepuy -pepuy Surixyg BurjerdwojoN -Surfreq -3urreq -Surfreq Surjesuodwo)) Sursorn pojordwo))
Jureoue) Fuieoue)
210318 21018 21018 21018 21018 23018 21018 29018 21018 23018 23018 210158
pyvauy pyvaus pyvaus pyvaus pyvauy pyvaus pyvaus pyvauy pyvaus pyvauy pyvauy pyvauy 1°oue)
pojredwo10N PoIIXH polreq Suryesedwio) Surjeoue) QA1
pepumg -papuyg -papuyg -pepuyg Surjixyg Surjejdwo)joN -Surireq -Surreg -Surireq Surjesuadwo) Sursorp pejejdwo) Surpeoue) 9AIOY SjuaAr]
sojelg punoqinQ

100030ad uorjejdwoDjuedidijreJUli | Juswsaaldyssaulisngpaosueyuy]

(ma1A J03RUIPIOO)))

41



	Introduction
	Protocol Modelling
	Abstract Protocol Model
	Communication Policy
	Semantics of Abstract Protocol Model
	Analysis of Abstract Protocol Models

	Abstractions of Communication Media
	Multiple Channel Optimization
	Unordered Messages

	Automatic Analysis and Tool Support
	Applications
	Conclusion
	References
	Appendix
	Alternating Bit Protocol
	WS-Business Activity


