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Abstract

We determine the complexity of second-order HyperLTL satisfiability and model-checking: Both are
as hard as truth in third-order arithmetic.

1 Introduction

The introduction of hyperlogics [2] for the specification and verification of hyperproperties [3], properties
that relate multiple system executions, has been one of the major success stories of formal verification during
the last decade. Logics like HyperLTL, the extension of LTL with trace quantification, and HyperCTL*,
the extension of CTL* with trace quantification, are natural specification languages for information-flow
properties, have a decidable model-checking problem [5], and hence found many applications.

However, while expressive enough to express common information-flow properties, they are unable to
express other important hyperproperties, e.g., common knowledge in multi-agent systems and asynchronous
properties (witnessed by a plethora of asynchronous extensions of HyperLTL). These examples all have in
common that they are second-order properties, i.e., they naturally require quantification over sets of traces
while HyperLTL only allows quantification over traces.

In light of this situation, Beutner et al. [1] introduced Hyper?LTL, HyperLTL extended with second-order
quantification of traces. They show that the logic is indeed able to capture common knowledge, asynchronous
extensions of HyperLTL, and many other applications. However, they also note that this expressiveness
comes at a steep price: model-checking Hyper?LTL is highly undecidable, i.e., ¥i-hard. Thus, their main
result is a partial model-checking algorithm for a fragment of Hyper?LTL where second-order quantification
is replaced by inflationary (deflationary) fixedpoints of HyperLTL definable operators. The algorithm over-
and underapproximates these fixedpoints and then invokes a HyperLTL model-checking algorithm on these
approximations. A prototype implementation of the algorithm is able to model-check properties capturing
common knowledge, asynchronous hyperproperties, and distributed computing.

However, one question has been left open: Just how complex is Hyper?LTL verification?

Complexity Classes for Undecidable Problems The complexity of undecidable problems is typically
captured in terms of the arithmetical and analytical hierarchy, where decision problems (encoded as subsets
of N) are classified based on their definability by formulas of higher-order arithmetic, namely by the type
of objects one can quantify over and by the number of alternations of such quantifiers. We refer to Roger’s
textbook [9] for fully formal definitions and refer to Figure 1 for a visualization. We recall the following
classes: Y0 contains the sets of natural numbers of the form

{r e N| Jzg. - ag. ¥(x,z0,...,2%)}

where quantifiers range over natural numbers and 1 is a quantifier-free arithmetic formula. Note that this
is exactly the class of recursively enumerable sets. The notation %Y signifies that there is a single block
of existential quantifiers (the subscript 1) ranging over natural numbers (type 0 objects, explaining the
superscript 0). Analogously, ¥ is induced by arithmetic formulas with existential quantification of type 1
objects (sets of natural numbers) and arbitrary (universal and existential) quantification of type 0 objects.
So, X{ is part of the first level of the arithmetical hierarchy while ¥} is part of the first level of the analytical
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Figure 1: The arithmetical hierarchy, the analytical hierarchy, and beyond.

hierarchy. In general, level 3 (level I19) of the arithmetical hierarchy is induced by formulas with at most
n alternations between existential and universal type 0 quantifiers, starting with an existential (universal)
quantifier. Similar hierarchies can be defined for arithmetic of any fixed order by limiting the alternations
of the highest-order quantifiers and allowing arbitrary lower-order quantification. In this work, the highest
order we are concerned with is three, i.e., quantification over sets of sets of natural numbers.

HyperLTL satisfiability is ©i-complete [7], HyperLTL finite-state satisfiability is ¥9-complete [4], and,
as mentioned above, Hyper?LTL model-checking is ¥}-hard [1], but no upper bounds are known.

Another yardstick is truth for order k arithmetic, i.e., the question whether a given sentence of order k
arithmetic evaluates to true. In the following, we are in particular interested in the case k = 3, i.e., we
consider formulas with arbitrary quantification over type 0 objects, type 1 objects, and type 2 objects (sets
of sets of natural numbers). Note that these formulas span the whole third hierarchy, as we allow arbitrary
nesting of existential and universal third-order quantification.

Our Contribution In this work, we determine the exact complexity of Hyper?LTL satisfiability and
model-checking, as well as some variants of satisfiability.

An important stepping stone is the investigation of the cardinality of models of Hyper?LTL. It is known
that every satisfiable HyperLTL sentence has a countable model, and that some have no finite models [6].
This restricts the order of arithmetic that can be simulated in HyperLTL and explains in particular the
Y1-completeness of HyperLTL satisfiability [7]. We show that (unsurprisingly) second-order quantification
allows to write formulas that only have uncountable models by generalizing the lower bound construction of
HyperLTL to Hyper?LTL. Note that the cardinality of the continuum is a trivial upper bound on the size of
models, as they are sets of traces.

With this tool at hand, we are able to show that Hyper?LTL satisfiability is as hard as truth in third-order
arithmetic, i.e., much harder than HyperLTL satisfiability. This in itself is not surprising, as second-order
quantification is expected to increase the complexity considerably. But what might be surprising is that the
problem is not Y3-complete, i.e., at the same position of the third hierarchy that HyperLTL satisfiability
occupies in one full hierarchy below (see Figure 1).

Furthermore, we also show that Hyper?LTL finite-state satisfiability is as hard as truth in third-order
arithmetic, and therefore as hard as general satisfiability. This should be contrasted with the situation for
HyperLTL described above, where finite-state satisfiability is ¥¢-complete (i.e., recursively enumerable) and
thus much simpler than general satisfiability, which is ¥}-complete.

Finally, our techniques for Hyper?LTL satisfiability also shed light on the complexity of Hyper?LTL
model-checking, which we show to be as hard as truth in third-order arithmetic as well, i.e., all three problems
we consider have the same complexity. Again, this has be contrasted with the situation for HyperLTL, where



Table 1: List of our results (in gray) and comparison to other logics. “T30A-complete” stands for “as hard
as truth in third-order arithmetic”.

satisfiability finite-state satisfiability —model-checking
LTL PSpPACE-complete PSPACE-complete PSPACE-complete
HyperLTL ~ Yl-complete ¥9-complete TOWER-complete
Hyper’LTL.  T30A-complete T30OA-complete T30OA-complete

model-checking is decidable, albeit TOWER-complete.

One could rightfully expect that quantification over arbitrary sets of traces is the culprit behind the
formidable complexity of Hyper?’LTL. In fact, Beutner et al. noticed that many of the applications of
Hyper?LTL described above only require limited forms of set quantification. However, we show that two
natural fragments of Hyper?LTL obtained by restricting the range of second-order quantifiers do retain the
same complexity for all three decision problems.

Table 1 lists our results and compares them to the corresponding results for LTL and HyperLTL.

2 Preliminaries

We denote the nonnegative integers by N. An alphabet is a nonempty finite set. The set of infinite words
over an alphabet Y. is denoted by ¥*. Throughout this paper, we fix a finite set AP of atomic propositions.
A trace over AP is an infinite word over the alphabet 22F. Given AP’ C AP, the AP’-projection of a
trace t(0)¢(1)t(2) - -- over AP is the trace (¢(0) N AP’)(¢(1) N AP)(¢(2) N AP’)--- over AP’

A transition system ¥ = (V, E, I, \) consists of a finite set V of vertices, a set E C V x V of (directed)
edges, a set I C V of initial vertices, and a labeling A\: V' — 2P of the vertices by sets of atomic propo-
sitions. We assume that every vertex has at least one outgoing edge. A path p through ¥ is an infinite
sequence p(0)p(1)p(2) - -+ of vertices with p(0) € I and (p(n), p(n+1)) € E for every n > 0. The trace of p is
defined as A(p) = A(p(0))A(p(1))A(p(2)) - - -. The set of traces of T is Tr(¥) = {A(p) | p is a path through T}.

2.1 Hyper’LTL

Let V1 be a set of first-order trace variables (i.e., ranging over traces) and Vs be a set of second-order
trace variables (i.e., ranging over sets of traces) such that V3 NV, = (). We typically use m (possibly
with decorations) to denote first-order variables and X (possibly with decorations) to denote second-order
variables. Also, we assume the existence of two distinguished second-order variables X, and X that refer to
the set (24F)« of all traces and the universe of discourse (a fixed set of traces, often that of a given transition
system over which the formula is evaluated, e.g., in model-checking), respectively.

Then, the formulas of Hyper?LTL are given by the grammar

pu=3X. p|VX. p|ImreX. p|VreX. p|¢
Yu=p. [ WYV [ X[ Uy

where p ranges over AP, 7 ranges over Vi, and X ranges over V,. Conjunction, implication, and equivalence
are defined as usual, and the temporal operators eventually F and always G are derived as F¢p = ¢ U
and Gy = = F . A sentence is a formula without free (first- and second-order) variables, which are
defined as usual. We measure the size of a formula by its number of distinct subformulas.

The semantics of Hyper?LTL is defined with respect to a variable assignment, a partial mapping II: V; U
Vo — (28F)w U 22*)* guch that

e if II(7) for m € V; is defined, then II(7) € (24F)% and

o if TI(X) for X €V, is defined, then II(X) € 9(2*P)%



Given a variable assignment II, a variable 7 € V;, and a trace ¢, we denote by II[r > t] the assignment

that coincides with IT everywhere but at 7, which is mapped to t. Similarly, given a variable assignment II,

a variable X € Vs, and a set T of traces we denote by II[X +— T] the assignment that coincides with II

everywhere but at X, which is mapped to T'. Furthermore, II[j, c0) denotes the variable assignment mapping

every m € V in II's domain to I(m)(§)II(7)(j + 1)I(7)(j + 2) - - -, the suffix of TI(7) starting at position j

(note that the assignment of variables X € Vs is not updated, as this is not necessary for our application).
For a variable assignment IT we define

o Il = p, if p € II(7)(0),

o T T o,

T Vo i I ¢ or IT = 1o,

II'= X if 1, 00) = ¢,

IT = 41 U 1)y if there is a j > 0 such that II[j,00) | ¥5 and for all 0 < j’ < j we have II[j’, 00) |= 91,

I = 37 € X. p if there exists a trace ¢ € II(X) such that II[7 — t] = ¢,

o I =Vr e X. ¢ if for all traces ¢t € II(X) we have II[r — t] = ¢,

e I1 = 3X. ¢ if there exists a set T' C (24F)« such that II[X +— T |= ¢, and
o Il = VX. ¢ if for all sets T C (247)% we have II[X — T |= ¢.

The variable assignment with empty domain is denoted by Ily. We say that a set T of traces satisfies a
Hyper?LTL sentence ¢, written T |= ¢, if IIg[X, — (247)%, X4 = T] |= @, i.e., if we assign the set of all
traces to X, and the set T" to the universe of discourse X4. In this case, we say that 7" is a model of ¢. A
transition system ¥ satisfies o, written T |= ¢, if Tr(%) = ¢. Slightly sloppily, we again say that ¥ satisfies
¢ in this case. Although Hyper?LTL sentences are required to be in prenex normal form, they are closed
under Boolean combinations, which can easily be seen by transforming such a formula into an equivalent
formula in prenex normal form. Thus, in examples and proofs we will often use Boolean combinations of
Hyper?LTL formulas.

Remark 1. HyperLTL is the fragment of Hyper? LTL obtained by disallowing second-order quantification and
only allowing first-order quantification of the form Am € X4 and Vw € Xy, i.e., one can only quantify over
traces from the universe of discourse. Hence, we typically simplify our notation to Im and Vr in HyperLTL
formulas.

To conclude, we highlight that second-order quantification in Hyper?LTL ranges over arbitrary sets of
traces (not necessarily from the universe of discourse) and that first-order quantification ranges over elements
in such sets, i.e., (possibly) again over arbitrary traces. To disallow this, we introduce closed-world semantics
for Hyper?LTL. Here, we only consider formulas that do not use the variable X, and change the semantics
of the set quantifiers as follows:

o II = 3X. ¢ if there exists a set T C II(X,4) such that II[X — T] = ¢, and
o II =VX. ¢ if for all sets T C II(X,4) we have II[X — T = .

We say that T' C (247)% satisfies ¢ under closed-world semantics, if IIy[ Xy + T |= ¢. Hence, under closed-
world semantics, second-order quantifiers only range over subsets of the universe of discourse. Consequently,
first-order quantifiers also range over traces from the universe of discourse.

Lemma 1. Every Hyper? LTL formula ¢ can in polynomial time be translated into a Hyper? LTL formula o'
such that for all sets T of traces we have T |= ¢ under closed-world semantics if and only if T |= ¢’ (under
standard semantics).



Proof. Second-order quantification over subsets of the universe of discourse can easily be mimicked by
guarding classical quantifiers ranging over arbitrary sets. Here, we rely on the formula Vr € X. 37’ €
X4 G /\peAP P < P/, Which expresses that every trace in X is also in Xg.

Now, given a Hyper2LTL sentence ¢, let ¢’ be the Hyper?LTL sentence obtained by recursively replacing

e each existential second-order quantifier 3X. ¢ in ¢ by 3X. (Vr € X. 31" € Xa. G A\ cap Pr <> Po)AY
and

e each universal second-order quantifier VX. 1 in ¢ by VX. (Vr € X. 3r' € X;. G /\peAP Pr < Pp) — W,

and then bringing the resulting sentence into prenex normal form, which can be done as no quantifier is
under the scope of a temporal operator. O

Thus, all complexity upper bounds for standard semantics also hold for closed-world semantics and all
lower bounds for closed-world semantics also hold for standard semantics.

2.2 Arithmetic

We consider formulas of arithmetic, i.e., predicate logic with signature (+, -, <, €), evaluated over the struc-
ture (N, +,-,<,€). A type 0 object is a natural number n € N, a type 1 object is a subset of N, and a
type 2 object is a set of subsets of N. Our benchmark is third-order arithmetic, i.e., predicate logic with
quantification over type 0, type 1, and type 2 objects. In the following, we use lower-case roman letters
(possibly with decorations) for first-order variables, upper-case roman letters (possibly with decorations) for
second-order variables, and upper-case calligraphic roman letters (possibly with decorations) for third-order
variables. Note that every fixed natural number is definable in first-order arithmetic, so we freely us them
as syntactic sugar.

Truth of third-order arithmetic is the following decision problem: given a sentence ¢ of third-order
arithmetic, does (N, +, -, <, €) satisfy ¢?

3 The Cardinality of Hyper?’LTL Models

A Hyper?LTL sentence is satisfiable if it has a model. In this section, we investigate the cardinality of models
of satisfiable Hyper?LTL sentences. We begin by stating a (trivial) upper bound, which follows from the fact
that models are sets of traces. Here, ¢ denotes the cardinality of the continuum (equivalently, the cardinality
of (2AP)¥ for every finite AP).

Proposition 1. Every satisfiable Hyper? LTL sentence has a model of cardinality c.
Next, we show that this trivial upper bound is tight.

Remark 2. There is a very simple, albeit equally unsatisfactory, way to obtain the desired lower bound:
Consider Vr € X,. I’ € X4. G /\peAP D, <> P expressing that every trace in the set of all traces is also
in the universe of discourse, i.e., (2A7)% is its only model. However, this crucially relies on the fact that
X, is, by definition, interpreted as the set of all traces. In fact the formula does not even use second-order
quantification.

In the following, we construct a sentence that has only uncountable models, and which retains that prop-
erty under closed-world semantics (which in particular means it cannot use X,). This should be compared
with HyperLTL, where every satisfiable sentence has a countable model [6]. Unsurprisingly, the addition
of (even restricted) second-order quantification increases the cardinality of minimal models, even without
cheating.

Example 1. We begin by recalling a construction of Finkbeiner and Zimmermann giving a satisfiable Hyper-
LTL sentence ¢ that has no finite models [6]. The sentence intuitively posits the existence of a unique trace
for every natural number n. Our lower bound for Hyper? LTL builds upon that construction.

Fiz AP = {z} and consider the conjunction ¥ = 1 Ao A3 of the following three formulas:



1. Yy =Vr. 2z, U(z, A X G—z,): every trace in a model is of the form ("{z}0“ for some n € N, i.e.,
every model is a subset of {0"{z}0“ | n € N}.

2. g = 3. z: the trace 0°{z}0* is in every model.
3. Y3 =V 3n'. F(z, AXap): if 0{z}0% is in a model for some n € N, then also 0" T {z}(*.
Then, v has exactly one model (over AP ), namely {0"{z}0“ | n € N}.

Traces of the form (" {x}(#* indeed encode natural numbers and 1) expresses that every model contains
the encodings of all natural numbers and nothing else. But we can of course also encode sets of natural
numbers with traces as follows: a trace ¢ over a set of atomic propositions containing x encodes the set {n €
N | x € t(n)}. In the following, we show that second-order quantification allows us to express the existence
of the encodings of all subsets of natural numbers by requiring that for every subset S C N (encoded by
the set {0"{x}0“ | n € S} of traces) there is a trace ¢ encoding S, which means x is in ¢(n) if and only if
S contains a trace in which x holds at position n. This equivalence can be expressed in Hyper?LTL. For
technical reasons, we do not capture the equivalence directly but instead use encodings of both the natural
numbers that are in S and the natural numbers that are not in S.

Theorem 1. There is a satisfiable Hyper? LTL sentence that only has models of cardinality c.

Proof. We prove that there is a satisfiable Hyper?LTL sentence 4;;5¢¢s Whose unique model has cardinality .
To this end, we fix AP = {+,-,s,x} and consider the conjunction puysets = @o A -+ A @4 of the following
formulas:

® 0o = V1 € Xa. Vpepe-o) GPr A Npegar-spi(py "Pr): In each trace of a model, either one of the
propositions in {+, -, s} holds at every position and the other two propositions in {+, -, s} hold at none
of the positions. Consequently, we speak in the following about type p traces for p € {+,-,s}.

e o1 =V1 € Xy. (+2 V=) = %, U(xy AX G—x,): Type p traces for p € {+,-} in the model have the
form {p}"{x,pH{p}*.

® ©2 = \peqs-y 3T € Xa. pr A%yt for both p € {+,-}, the type p trace {p}°{x,p}{p}* is in every model.

® 03 = Npepuy V7 € Xg. 31" € Xg. p — (P AF(xr A Xxrv)): for both p € {+,-}, if the type p
trace {p}"{x,p}{p}* is in a model for some n € N, then also {p}" "1 {x,p}{p}*.
Note that the formulas @1, @2, 3 are similar to the formulas 1, %9, 13 from Example 1. Hence, every

model of the first four conjuncts contains {{+}"{x,+}{+}* | n € N} and {{-}"{x,-}{-}* | n € N} as
subsets, and no other type + or type - traces.

Now, consider an arbitrary set T' of traces over AP (recall that second-order quantification ranges over
arbitrary sets, not only over subsets of the universe of discourse). We say that T" is contradiction-free
if there is no n € N such that {+}"{x,+}{+}* € T and {-}"{x,-}{-}* € T. Furthermore, a trace ¢
over AP is consistent with a contradiction-free T if

(C1) {+}"{x,+}{+}*¥ € T implies x € t(n) and
(C2) {-}"{x,-}{-}¥ € T implies x ¢ t(n).

Note that 7" does not necessarily specify the truth value of x in every position of ¢, i.e., in those
positions n € N where neither {+}"{x,+}{+}* nor {-}"{x,-}{-}* are in T. Nevertheless, for every
trace t over {x} there is a contradiction-free T' such that the {x}-projection of every trace ¢’ over AP
that is consistent with T is equal to .



e Hence, we define @4 as the formula
X is contradiction-free
VX. Vre X. V' € X. (+x A=) = = F(xp Axpr)] =
In" € Xq. V" € X. s A (+ﬂ-/// — F(Xﬂ-/// A Xﬂ-//)) A (_rr”/ — F(Xﬂ-/// N —‘Xﬂ-//)),

(C1) (C2)

expressing that for every contradiction-free set of traces T', there is a type s trace t” in the model (note
that 7 is required to be in Xj) that is consistent with 7.

While @g4i5ets is not in prenex normal form, it can easily be turned into an equivalent formula in prenex
normal form (at the cost of readability). Now, the set

Tansers = {{+}"{x, +H{+}* [ n € N} U{{-}"{x,-}{-}* | n e N}U
{@O) U {sHtW) u{shHER)U{s})--- | t € 209)*}

of traces satisfies Y, isets- On the other hand, every model of 45615 must indeed contain T ge:s as a subset,
as pgusets requires the existence of all of its traces in the model. Finally, due to g and (1, a model cannot
contain any traces that are not in Tygets, 1-€., Taiisets 1 the unique model of Y,jigets-

To conclude, we just remark that

{O) U {sHtW) U {sHE@) U {s}) - | t € 28} C Tuisers
has indeed cardinality ¢, as (2{*})% has cardinality c. O

As alluded to above, we could restrict the second-order quantifier in ¢4 (the only one in @asets) to
subsets of the universe of discourse, as the set T' = {{+}"{x,+}{+}* | n e N} U {{-}"{x,-}{-}*¥ | n € N} of
traces (which is a subset of every model) is already rich enough to encode every subset of N by an appropriate
contradiction-free subset of T'. Thus, @ ,j15¢ts has the unique model T'y5.¢s even under closed-world semantics.

Corollary 1. There is a satisfiable Hyper> LTL sentence that only has models of cardinality ¢ under closed-
world semantics.

4 The Complexity of Hyper?’LTL Satisfiability

The Hyper?LTL satisfiability problem asks, given a Hyper?LTL sentence ¢, whether ¢ is satisfiable. In this
section, we determine tight bounds on the complexity of the Hyper?LTL satisfiability problem and some of
its variants.

Recall that in Section 3 we encoded sets of natural numbers as traces over a set of propositions containing
x and encoded natural numbers as singleton sets. Hence, sets of traces can encode sets of sets of natural
numbers, i.e., type 2 objects. Using these encodings, we show that Hyper?LTL and truth in third-order
arithmetic have the same complexity.

An important ingredient in our proof is the implementation of addition and multiplication in temporal
logic following Fortin et al. [8]: Let APuun = {argl,arg2,res,add, mult} and let T(4 .y be the set of all
traces t € (24P )@ guch that

e there are unique ny,n9,n3 € N with argl € t(ny), arg2 € t(n2), and res € t(n3), and

e cither add € ¢(n), mult ¢ ¢(n) for all n, and ny + ny = ng, or mult € t(n), add ¢ ¢t(n) for all n, and
1 -Ng = N3g.

Proposition 2 (Theorem 5.5 of [8]). There is a satisfiable HyperLTL sentence @4 .y such that the AP g, -
projection of every model of (4 .y is T(4 ..



Now, we are able to settle the complexity of the Hyper?LTL satisfiability problem.

Theorem 2. The Hyper? LTL satisfiability problem is polynomial-time equivalent to truth in third-order
arithmetic.

Proof. We begin with the lower bound by reducing truth in third-order arithmetic to Hyper?LTL satisfia-
bility: we present a polynomial-time translation from sentences ¢ of third-order arithmetic to Hyper?LTL
sentences ¢’ such that (N, +, -, <, €) = ¢ if and only if ¢’ is satisfiable.

Given a third-order sentence ¢, we define

SDI = PallSets A 3-X*am'th- (9024_) A hyp(go))

where @415¢ts 1S the Hyper?LTL sentence from the proof of Theorem 1 enforcing every subset of N to be
encoded in a model, 902 ) is the Hyper?LTL formula obtained from the HyperLTL formula ©(+,.) by replacing

each quantifier I (Vr, respectively) by Im € Xopitn (V7 € Xopisn, respectively), and where hyp(p) is defined
inductively as follows:

e For third-order variables Y, hyp(3Y. ¢) = 3Xy. (V71 € Xy. sx) A hyp(¢).

e For third-order variables Y, hyp(VY. ¢) =VXy. (Vr € Xy. sz) = hyp(¥).

e For second-order variables Y, hyp(3Y. ¥) = Imy € X4. sqyp A hyp(¥).

e For second-order variables Y, hyp(VY. ¥) = Vry € X4. sqy — hyp(¥).

e For first-order variables y, hyp(Jy. ¢) = Im, € Xq. sx, A [(7%r,) U(xr, A X G xr, )] A hyp ().

e For first-order variables y, hyp(Vy. ¥) = Vr, € Xq. (s, A [(7%r,) U(xr, A X G =xy,)]) — hyp(¥).
o hyp(r Vo) = hyp(Pn) V hyp(v2).

o hyp(=) = =hyp(¢)).

e For second-order variables Y and third-order variables Y, hyp(Y € V) = 3r € Xy. G(Xry <> Xz).
e For first-order variables y and second-order variables Y, hyp(y € Y) = F(xx, A Xr,, ).

e For first-order variables y,/, hyp(y < y') = F(xx, A Xway,).

e For first-order variables y1,y2,y, hyp(y1 +y2 = y) = I7 € Xopin. addr AF(argl, Axq, ) AF(arg2, A
Xr,, ) A F(resy Axg,).

e For first-order variables y1,y2,y, hyp(y1 - y2 = y) = 37 € Xypitn. mult; AF(argl Ax., ) AF(arg2, A
Xr,,) AN F(resz Axr,).

Note that ¢’ is not in prenex normal form, but can easily be brought into prenex normal form, as there are
no quantifiers under the scope of a temporal operator.

Now, an induction shows that (N, +, -, <, €) satisfies ¢ if and only if Tyjisers satisfies ¢’. As Tyysers is the
unique model of Y4ygets, it is also the unique model of ¢, i.e., ¢’ is satisfiable if and only if Tyysess satisfies
¢'. Altogether we obtain the desired equivalence between (N, +,-, <, €) & ¢ and ¢’ being satisfiable.

For the upper bound, we conversely reduce Hyper?LTL satisfiability to truth in third-order arithmetic: we
present a polynomial-time translation from Hyper?LTL sentences ¢ to sentences ¢’ of third-order arithmetic
such that ¢ is satisfiable if and only if (N, +,-, <, €) | ¢'.

Let pair: N x N — N denote Cantor’s pairing function defined as pair(i,j) = %(z +)6E+75+1)+4,
which is a bijection. Furthermore, fix some bijection e: AP — {0,1,...,|AP| — 1}. Then, we encode a
trace t € (2AF)“ by the set S, = {pair(j,e(p)) | j € Nand p € t(j)} € N. As pair is a bijection, we have
that ¢ # t' implies Sy # Sy. While not every subset of N encodes some trace t, the first-order formula

GisTrace(Y) = V. Vy. y > |AP| = pair(x,y) ¢ Y



checks if a set does encode a trace. Here, we use pair as syntactic sugar, which is possible as the definition
of pair only uses addition and multiplication.

As (certain) sets of natural numbers encode traces, sets of (certain) sets of natural numbers encode sets
of traces. This is sufficient to reduce Hyper?LTL to third-order arithmetic, which allows the quantification
over sets of sets of natural numbers. Before we present the translation, we need to introduce some more
auxiliary formulas:

e Let Y be a third-order variable (i.e., ) ranges over sets of sets of natural numbers). Then, the formula

PonlyTraces (y) =vW.Ye)y— PisTrace (Y)

checks if a set of sets of natural numbers only contains sets encoding a trace.

e Further, the formula

PallTraces (y) = SoonlyTraces (y) AVY. WisTrace(Y) —Y ¢ y

checks if a set of sets of natural numbers contains exactly the sets encoding a trace.

Now, we are ready to define our encoding of Hyper?LTL in third-order arithmetic. Given a Hyper?LTL
sentence ¢, let
SDI == Elya- Elyd PallTraces (ya) A (Ponlmi,ces (yd) A\ 117“(90)(0)

where ar(p) is defined inductively as presented below. Note that ¢’ requires ), to contain exactly the
encodings of all traces (i.e., it corresponds to the distinguished Hyper?LTL variable X, in the following
translation) and )y is an existentially quantified set of trace encodings (i.e., it corresponds to the distin-
guished Hyper?LTL variable X, in the following translation).

In the inductive definition of ar(y), we will employ a free first-order variable i to denote the position at
which the formula is to be evaluated to capture the semantics of the temporal operators. As seen above, in
', this free variable is set to zero in correspondence with the Hyper?LTL semantics.

o ar(3X. ¢) = IVx. YoniyTraces(Vx) A ar(y)). Here, the free variable of ar(3X. ¢) is the free variable of
ar(1).

o ar(VX. ) = VVx. QoniyTraces(Vx) — ar(1)). Here, the free variable of ar(VX. v) is the free variable
of ar(v).

e ar(Ir € X. ¢) =3IY,. Y € Vx A ar(¢). Here, the free variable of ar(3r € X. ¢) is the free variable
of ar(v).

o ar(Vm € X. o) =VY,. Yy € Yx — ar(y)). Here, the free variable of ar(Vr € X. ) is the free variable
of ar(v).

e ar(¢y Vi) = ar(y1) V ar(yq). Here, we require the free variables of ar(i) and ar(i)s) are the same
(which can always be achieved by variable renaming), which is then also the free variable of ar (¢ Vs).

e ar(—) = —ar(y). Here, the free variable of ar(—t) is the free variable of —ar(v).
e ar(X ) = (i =i+1)Aar(t)), where ¢’ is the free variable of ar(¢) and i is the free variable of ar(X ).

o ar(yyy Ue) = Fiy. i1 > i A ar(yr) AVia. (1 < iy Adg < 1) — ar(ws), where 47 is the free variable of
ar (1), 42 is the free variable of ar(is), and i is the free variable of ar(w; U s).

o ar(p,) = pair(i,e(p)) € Yr, where e: AP — {0,1,...,|AP| — 1} is the encoding of propositions by
natural numbers introduced above. Note that i is the free variable of ar(a,).

Now, an induction shows that ITy[X, — (247)%, X4 + T] = ¢ if and only if (N, +,, <, €) satisfies ar(y)
when the variable ), is interpreted by the encoding of (24F)“ and )y is interpreted by the encoding of T
Hence, ¢ is indeed satisfiable if and only if (N, +, -, <, €) satisfies ¢'. O



Again, let us also consider the lower bound under closed-world semantics. Recall that we have constructed
from a sentence ¢ of third-order arithmetic a Hyper?LTL sentence ¢’ such that (N, +,:,<,€) E ¢ if and
only if ¢’ is satisfiable. Furthermore, if ¢’ is satisfiable, then it has the unique model T,js¢s5. The unique
model T(y y of the conjunct ¢, .y of ¢, is not a subset of Tyysets, i-€., the construction presented above
is not correct under closed-world semantics. However, by slightly modifying the construction of @455 S0
that it also allows for the traces in T( .y in the model, we obtain from ¢’ a formula that is satisfied by
Tausets U Ty, if and only if (N, +, -, <, €) = ¢. We leave the details to the reader.

Thus, the lower bound holds even under closed-world semantics. Together with Lemma 1 we obtain the
following corollary.

Corollary 2. The Hyper? LTL satisfiability problem under closed-world semantics is polynomial-time equiv-
alent to truth in third-order arithmetic.

The Hyper?LTL finite-state satisfiability problem asks, given a Hyper?LTL sentence ¢, whether there is
a finite transition system satisfying ¢. Note that we do not ask for a finite set T of traces satisfying , and
that the set of traces of the finite transition system may still be infinite or even uncountable. Nevertheless,
the problem is potentially simpler, as there are only countably many finite transition systems (and their
sets of traces are much simpler). Nevertheless, we show that the finite-state satisfiability problem is as
hard as the general satisfiability problem, as Hyper?LTL allows the quantification over arbitrary (sets of)
traces, i.e., restricting the universe of discourse to the traces of a finite transition system does not restrict
second-order quantification at all. This has to be contrasted with the finite-state satisfiability problem for
HyperLTL (defined analogously), which is recursively enumerable, as HyperLTL model-checking of finite
transition systems is decidable [2].

Theorem 3. The Hyper? LTL finite-state satisfiability problem is polynomial-time equivalent to truth in
third-order arithmetic.

Proof. For the lower bound, we reduce truth in third-order arithmetic to Hyper?LTL finite-state satisfia-
bility: we present a polynomial-time translation from sentences ¢ of third-order arithmetic to Hyper?LTL
sentences ¢’ such that (N, +,-, <, €) | ¢ if and only if ¢’ is satisfied by a finite transition system.

So, let ¢ be a sentence of third-order arithmetic. Recall that in the proof of Theorem 2, we have shown
how to construct from ¢ the Hyper?LTL sentence ¢’ such that the following three statements are equivalent:

b (Na+7 ) <7€) ': p-
e ¢’ is satisfiable.
o ' is satisfied by Tasets-

As there is a finite transition system ¥ gjsets With Tr(Tausets) = Talisets, the lower bound follows from
Theorem 2.

For the upper bound, we conversely reduce Hyper?LTL finite-state satisfiability to truth in third-order
arithmetic: we present a polynomial-time translation from Hyper?LTL sentences ¢ to sentences ¢” of third-
order arithmetic such that ¢ is satisfied by a finite transition system if and only if (N, +,-, <, €) E ¢”.

Recall that in the proof of Theorem 2, we have constructed a Hyper?LTL sentence

SOI = Elya' Elyd PallTraces (ya) A PonlyTraces (yd) A (1’/'(90)(0)

where Y, represents the distinguished Hyper?LTL variable X,, V4 represents the distinguished Hyper?LTL
variable X4, and where ar(yp) is the encoding of ¢ in Hyper?LTL.

To encode the general satisfiability problem it was sufficient to express that ); only contains traces.
Here, we now require that ); contains exactly the traces of some finite transition system, which can easily
be expressed in second-order arithmetic! as follows.

1With a little more effort, and a little less readability, first-order suffices for this task, as finite transition systems can be
encoded by natural numbers.
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We begin with a formula @,s7s(n, E, I,{) expressing that the second-order variables E, I, and ¢ encode
a transition system with set {0,1,...,n— 1} of vertices. Our encoding will make extensive use of the pairing
function introduced in the proof of Theorem 2. Formally, we define p;s7s(n, E,I,¢) as the conjunction of
the following formulas (where all quantifiers are first-order and we use pair as syntactic sugar):

o Vy.y € E— Ju. . (v<nAv <nAy=pair(v,v')): edges are pairs of vertices.
o Vu. v <n— . (v <nApair(v,v') € E): every vertex has a successor.
o Yu. v €I — v < n: the set of initial vertices is a subset of the set of all vertices.

o Vy.y el — Fv. Ip. (v<nAp<|AP| Ay = pair(v,p)): the labeling of v by p is encoded by the pair
(v, p).

Next, we define w;spatn (P, n, E, I), expressing that the second-order variable P encodes a path through
the transition system encoded by n, F, and I, as the conjunction of the following formulas:

e V4. Ju. (v < nA pair(j,v) € PA-T. (v # v A pair(j,v’) € P)): the fact that at position j the path
visits vertex v is encoded by the pair (j,v). Exactly one vertex is visited at each position.

e Jv. v € I A pair(0,v) € P: the path starts in an initial vertex.

e V4. Ju. F'. pair(j,v) € P A pair(j + 1,v") € P A pair(v,v’) € E: successive vertices in the path are
indeed connected by an edge.

Finally, we define @¢rqccof (T, P, £), expressing that the second-order variable T" encodes the trace (using
the encoding from the proof of Theorem 2) of the path encoded by the second-order variable P, as the
following formula:

o Vj. Vp. pair(j,p) € T + (Jv. (j,v) € P A (v,p) € £): a proposition holds in the trace at position j if
and only if it is in the labeling of the j-th vertex of the path.

Now, we define the sentence ¢ as

Elyw Elyd PallTraces (ya) A PonlyTraces (yd)/\
[@n. 3E. 31. 3. @irs(n, B, 1,0) A(VT. T € Yy — 3P. (ispatn (P, B, I) A @iraceos (T, P, 1))

Y4 contains only traces of paths through T

there exists a transition system T A (VP (‘PisPath(Py n, E7 I) SaAT. T e yd A PiraceOf (T, P7 f)))]

Y4 contains all traces of paths through ¥.
A ar(¢)(0)

holds in (N, +, -, <, €) if and only if ¢ is satisfied by a finite transition system. O

Again, let us also consider the case of closed-world semantics. There is no finite transition system ¥ with
Tr(T) = T(4,). But the topological closure T(; .y of T(, ), which contains all traces of T4 .y, is also the
unique model of some HyperLTL sentence [8]. Using these facts, we can show that the lower bound also
works for closed-world semantics. To this end, we again need to modify paisess to allow the traces in T(y .,
modify ar(y) to ignore the traces in m \ T{(+,.), and then consider the model T,ysects U m7 which can
be represented by a finite transition system. We leave the details to the reader.

With Lemma 1, we obtain the following corollary.

Corollary 3. The Hyper? LTL finite-state satisfiability problem under closed-world semantics is polynomial-
time equivalent to truth in third-order arithmetic.
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Let us also just remark that the proof of Theorem 3 can easily be adapted to show that other natural
variations of the satisfiability problem are also polynomial-time equivalent to truth in third-order arithmetic,
e.g., satisfiability by countable transition systems, satisfiability by finitely branching transition systems, etc.
In fact, as long as a class C of transition systems is definable in third-order arithmetic, the Hyper?LTL
satisfiability problem restricted to transition systems in C is reducible to truth in third-order arithmetic. On
the other hand, Hyper?LTL satisfiability restricted to transition systems in C is polynomial-time reducible
to truth in third-order arithmetic, for any nonempty class C of transition systems, as Tgets 1S definable in
Hyper?LTL: one can just posit the existence of all traces in Tyi5e¢s and does not need to have them contained
in the models of the formula (in standard semantics).

5 The Complexity of Hyper’LTL Model-Checking

The Hyper?LTL model-checking problem asks, given a finite transition system ¥ and a Hyper?LTL sen-
tence o, whether T = ¢. Beutner et al. [1] have shown that Hyper?LTL model-checking is ¥}-hard, but
there is no known upper bound in the literature. We improve the lower bound considerably, i.e., also to
truth in third-order arithmetic, and then show that this bound is tight. This is the first upper bound on the
problem’s complexity.

Theorem 4. The Hyper> LTL model-checking problem is polynomial-time equivalent to truth in third-order
arithmetic.

Proof. For the lower bound, we reduce truth in third-order arithmetic to the Hyper?LTL model-checking
problem: we present a polynomial-time translation from sentences ¢ of third-order arithmetic to pairs (%, ¢')
of a finite transition system T and a Hyper?LTL sentence ¢’ such that (N, +, -, <, €) |= ¢ if and only if T |= ¢'.

In the proof of Theorem 3 we have, given a sentence ¢ of third-order arithmetic, constructed a Hyper? LTL
sentence ¢’ such that (N, +, -, <, €) = ¢ if and only if T ;.15 satisfies @', where Ty5065 is a finite transition
system that is independent of . Thus, we obtain the lower bound by mapping ¢ to ¢’ and T 4ji5ess-

For the upper bound, we reduce the Hyper?LTL model-checking problem to truth in third-order arith-
metic: we present a polynomial-time translation from pairs (%, @) of a finite transition system and a
Hyper?LTL sentence ¢ to sentences ¢ of third-order arithmetic such that T |= ¢ if and only if (N, +,-, <, €
JE .

In the proof of Theorem 3, we have constructed, from a Hyper?LTL sentence ¢, a sentence ¢’ of third-
order arithmetic that expresses the existence of a finite transition system that satisfies . We obtain the
desired upper bound by modifying ¢’ to replace the existential quantification of the transition system by
hardcoding ¥ instead. O

Again, the lower bound proof can easily be extended to closed-world semantics, as argued in the proof
of Theorem 3.

Corollary 4. The Hyper?LTL model-checking problem under closed-world semantics is polynomial-time
equivalent to truth in third-order arithmetic.

6 Hyper’LTLy,

As we have seen, unrestricted second-order quantification makes Hyper?LTL very expressive and therefore
algorithmically infeasible. But restricted forms of second-order quantification are sufficient for many ap-
plication areas. Hence, Beutner et al. [1] introduced Hyper?LTL fp, @& fragment of Hyper?LTL in which
second-order quantification ranges over smallest/largest sets that satisfy a given guard. For example, the
formula 3(X, Y, p1). w2 expresses that there is a set T of traces that satisfies both 1 and ¢y, and T is a
smallest set that satisfies ;1 (i.e., 1 is the guard). This fragment is expressive enough to express common
knowledge, asynchronous hyperproperties, and causality in reactive systems [1].

12



The formulas of Hyper?LTLy, are given by the grammar

eu=3(X,X,9). ¢ | VX, X, p). ¢ ITEeX. p|VTEX. 0|9
Yu=p, | W |[¢YVyY | Xy [ Uy

where p ranges over AP, 7 ranges over V;, X ranges over Vs, and X € {Y, A}, i.e., the only modification
concerns the syntax of second-order quantification.

Accordingly, the semantics of Hyper?LTL¢, is similar to that of Hyper?LTL but for the second-order
quantifiers, for which we define (for X € {Y, A})

o II = 3(X, X, ¢1). @2 if there exists a set T € sol(IL, (X, X, ¢1)) such that II[X — T] = ¢2, and
o II = V(X,X,p1). ¢ if for all sets T € sol(I1, (X, X, ¢1)) we have II[X — T] = o,

where sol(I1, (X, X, ¢1)) is the set of all minimal/maximal models of the formula ¢, which is defined as
follows:

C (287) | TI[X = T] = o1 and for all T C T we have I[X — T'] @1}
C (227)% | I[X — T] k= ¢y and for all T D T we have I[X — T'] }= o1}

Note that sol(IL, (X, Y, 1)) may be empty or may contain multiple sets, which then have to be pairwise
incomparable.
The notions of satisfaction and models are defined as for Hyper?LTL.

Proposition 3 (Proposition 1 of [1]). Every HypergLTpr formula ¢ can in polynomial-time? be translated
into a Hyper? LTL formula ¢’ such that for all sets T of traces we have T = ¢ if and only if T |= ¢'.

Thus, every complexity upper bound for Hyper?LTL also holds for Hyper?LTL tp and every lower bound
for Hyper?LTLy,, also holds for Hyper?LTL. In the following, we show that lower bounds can also be trans-
ferred in the other direction, i.e., from Hyper?LTL to Hyper?LTLy¢,. Thus, contrary to the design goal of
Hyper?LTL fps it is in general not more feasible than full Hyper?LTL.

We begin again by studying the cardinality of models of Hyper?LTL #p sentences, which will be the key
technical tool for our complexity results. Again, as such formulas are evaluated over sets of traces, whose
cardinality is bounded by ¢, there is a trivial upper bound. Our main result is that this bound is tight even
for the restricted setting of Hyper?LTLy,,.

Theorem 5. There is a satisfiable Hyper? LTL¢, sentence that only has models of cardinality c.

Proof. We adapt the proof of Theorem 1 to HyperQLTpr. Recall that we have constructed the for-
mula Ygp5ets = o A+ - - A g whose unique model is uncountable. The subformulas ¢y, ..., @3 of Yusets are
first-order, so let us consider 4. Recall that ¢, has the form

vX. [VTF € X.vn' e X. (+7r A -77/) — —|F(X7r /\X.,r/)] —
A" € Xg. V"' € X. spn A (40 = F(xrmr A xrr)) N (=g = F(Rorr A —%prr)),

expressing that for every contradiction-free set of traces T, there is a type s trace ¢ in the model that is
consistent with 7. Here, X ranges over arbitrary sets T of traces. However, this is not necessary. Consider
the formula

(pﬁl = V(X, A, goconpree). In” e Xgq. v e X. SPaVAN (+7r”’ — F(Xﬂ—/// A Xﬂ—//)) A (—ﬂ-/// — F(Xﬂ—m A —|X7TH)),

with
Oeonfree =Vm € X. V1" € X. (+: A=) = = F(xp Axpr)

2The polynomial-time claim is not made in [1], but follows from the construction when using appropriate data structures
for formulas.
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expressing that X is contradiction-free. In ¢ the set variable X only ranges over mazimal contradiction-free
sets of traces, i.e., those that contain for each n either {+}"{x, +}{+}* or {-}"{x,-}{-}*.

But even with the restriction to such maximal sets, ¢ still requires that a model of ¢/ ;5.;s = Yo A
-+ p3 A ¢} contains the encoding of every subset of N by a type s trace, as every subset of N is captured by
a maximal contradiction-free set of traces. O

Now, let us describe how we settle the complexity of Hyper?LTL #p satisfiability and model-checking:
Recall that Hyper?LTL allows set quantification over arbitrary sets of traces while Hyper?LTL fp restricts
quantification to minimal/maximal sets of traces that satisfy a guard formula. By using the guard ¢/;;q.,s
(using fresh propositions) the minimal sets satisfying the guard are uncountable. Thus, we can obtain every
possible set over a set AP” as a minimal set satisfying the guard.

Formally, let us fix some set AP’ not containing the propositions +, -, s,x used to construct ¢, and
let AP C AP’ U {+,-,s,x}. Then, due to Theorem 5, we have

{T | T is the AP'-projection of some T' € sol(II, (X, Y, ¢/ 5e1s))

is equal to (2APl)“. Hence, we can use guarded quantification to simulate general quantification. This allows
us to easily transfer all lower bounds for Hyper?LTL to Hyper?LTLy,.

Theorem 6. HypeﬁLTpr satisfiability, finite-state satisfiability, and model-checking are polynomial-time
equivalent to truth in third-order arithmetic.

Proof. The upper bounds follow immediately from the analogous upper bounds for Hyper?LTL and Proposi-
tion 3, while the lower bounds are obtained by adapting the reductions presented in the proofs of Theorem 2,
Theorem 3, and Theorem 4 by replacing

e each existential second-order quantifier 3X by 3(X, Y, ¢!;;.:s) and
e cach universal second-order quantifier VX by V(X, Y, ¢ 15015 )-

Here, we just have to assume that the propositions in ¢/ ¢, do not appear in the formula we are modifying,
which can always be achieved by renaming propositions, if necessary. As explained above, the modified
formulas with restricted quantification are equivalent to the original Hyper?LTL formulas constructed in the
proofs of Theorem 2, Theorem 3, and Theorem 4, which implies the desired lower bounds. O

Let us conclude by mentioning without proof (and even without definition, for that matter) that these
results can also be generalized to Hyper?LTL tp under closed-world semantics.

7 Conclusion

We have investigated and settled the complexity of satisfiability and model-checking for Hyper?LTL. All are as
hard as truth in third-order arithmetic, and therefore (not surprisingly) much harder than the corresponding
problems for HyperLTL, which are “only” Yi-complete and TOWER-complete, respectively. This shows that
the addition of second-order quantification increases the already high complexity significantly.

All our results already hold for restricted forms of second-order quantification, i.e., for closed-world
semantics and for Hyper?LTL fp, & fragment of Hyper?LTL proposed by Beutner et al. to make model-
checking more feasible. Our results show that Hyper?LTL¢, does (in general) not achieve this goal. However,
Beutner et al. presented a further syntactic restriction of Hyper?LTLy, that guarantees quantification over
unique sets. In fact, in this fragment, quantification degenerates to a fixed-point computation of a set of
traces. They show that this fixed-point can be approximated to obtain a partial model-checking algorithm.
In future work, we investigate the complexity and expressiveness of this fragment.

Another interesting question for future work is the addition of second-order quantification to HyperCTL*.
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