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active testing of embedded real-time systems can then be achieved by symbolic execution of such automata on the trace observed
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monitor (or test harness, respectively) can assign exact timestamps to the actions it observes. This is rarely true in practice due to the
substantial and fluctuating parametric delays introduced by the circuitry connecting the observed system to its monitoring or testing
device.

We present purely zone-based online monitoring and testing algorithms, which handle such parametric delays exactly without
recurrence to costly verification procedures for parametric timed automata. We have implemented our algorithms on top of the

real-time model checking tool UppAAL, and report on encouraging initial results.
CCS Concepts: » Theory of computation — Modal and temporal logics; Logic and verification; Timed and hybrid models.
Additional Key Words and Phrases: Monitoring, Timing uncertainty, Timed Biichi Automata

ACM Reference Format:
Martin Franzle, Thomas M. Grosen, Kim G. Larsen, and Martin Zimmermann. 2025. Efficient Runtime Verification of Real-Time Systems

under Parametric Communication Delays. Form. Asp. Comput. 1, 1, Article 1 (January 2025), 32 pages. https://doi.org/10.1145/3749848

1 Introduction

Online monitoring and testing are two important tools to achieve functional correctness of safety-critical systems.
They analyse the execution traces observed from a system during its runtime by determining in real-time whether the
observed traces satisfy the system’s specification. Online monitoring passively observes an (execution) trace of the
system. A typical application is to ensure that an unmanned aerial vehicle (UAV) stays within its safety envelope. In
testing, the system is actively subjected to stimuli, which allows to cover a wider range of traces which might not be
observed by passively monitoring the system. A typical application is a UAV on a test stand that allows to control wind
speed and direction.

Both continuous online monitoring and testing are therefore concerned with unbounded time horizons, unlike
offline monitoring where a fixed finite trace is analysed after the execution has terminated. Hence, specifications
for online monitoring and testing are typically defined over infinite traces, with the most significant approach being
temporal logics. As specifications often include real-time requirements, e.g., “every request is answered within 10

milliseconds (ms)”, we focus here on metric-time temporal logics over timed words. More precisely, we consider Metric
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‘ some "a" before 10
‘ no "b" before 20
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Fig. 1. Monitoring under observation delay: at time ¢ = 27.1 we can conclusively decide that the MITL property F[o19ja A G[g20] =]
is violated irrespective of the latency of the observation channel, provided the jitter is less than 0.2.

Interval Temporal Logic (MITL) [2], which offers a good balance between expressiveness and algorithmic properties.
For example, the request-response specification above is expressed by the MITL formula G»o(req — F<joresp).

While the specifications classify infinite traces, the traces observed online and to be checked against the specification
remain finite. Nevertheless, one can still return verdicts [7]: for example, every infinite extension of a finite trace with
some request that is not answered within 10 ms violates the request-response specification above. Hence, violation of
the specification is already witnessed by such a finite trace. Dually, consider the specification “system calibration is
completed within 500 ms”, expressed by the formula F<5oocc with the proposition cc representing the completion of
calibration. Every infinite extension of a finite trace on which the calibration is completed within 400 ms satisfies the
specification. Hence, satisfaction of the specification is already witnessed by such a finite trace. However, there are
also traces and specifications for which no verdict can currently be drawn, like in the situation where no calibration
has been observed yet at current time of 350 ms. As usual, we capture these three situations with the three verdicts T
(satisfaction for every extension), L (violation for every extension), and ? (inconclusive).

Online monitoring and testing can be achieved by compiling the MITL specification into an equivalent timed Biichi
automaton and then symbolically executing the automaton on the observed trace of the system [7, 20]. However, this
approach is correct only if the actions of the system can be observed immediately by the monitor or test harness,
respectively. In practice, there is usually a communication delay between the system and the monitor or testing harness.
This delay is induced by various types of circuitry at their interfaces, like technical sensors, conversion between analog
and digital signals, and communication networks forwarding signals to the monitor. We follow the approach described
in McGraw-Hill’s Encyclopedia of Networking and Telecommunications [32] where a communication delay consists of
a constant part (latency) and varying part (jitter). Here, we consider a monolithic system that is monitored or tested,
i.e., there is a single communication channel from the system to the monitor respectively one from the system to the
test harness and one from the test harness to the system.

Due to the delay, the system and the symbolic execution are no longer synchronized but deviate by a delay, for which
only bounds, yet not exact values tend to be known. But even then, one can still provide meaningful verdicts, see Fig. 1:
Consider monitoring of the specification F<ipa A G<20—b, which expresses that an a occurs within 10 ms and no b
occurs within 20 ms, under delayed observations. The observed trace shows the first g at 17.3 ms and the first b at 27.1
ms. This observation is only consistent with satisfaction of the constraint F<1oa if a’s observation delay exceeds 7.3 ms,
while satisfaction of G<20—b requires a delay of at most 7.1 ms for b. Thus, if the jitter is strictly smaller than 0.2 ms,
the specification is definitely violated. Note that the verdict “violated” is true independently of the actual value of the
unknown, parametric communication latency.

On the other hand, if the parametric latency is known to be in the range [4.5, 8] ms and the jitter is in [0, 0.3] ms,
then we cannot give a definitive verdict: The a may have occurred at 10 ms and then has been observed with 7 ms
latency plus 0.3 ms jitter at 17.3 = 10 + 7 + 0.3 ms, and the b may have occurred at 20.1 ms and then observed with the
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Efficient Runtime Verification of Real-Time Systems under Parametric Communication Delays 3

same latency (yet independent jitter) at 27.1 = 20.1 + 7 + 0 ms. In this case, the property would be satisfied. But the a
may also have occurred at 10.3 ms, violating the property, and still be observed with the same latency at 17.3 = 10.3 + 7
+ 0 ms. From the observations, we can nevertheless derive bounds on the parametric latency, as the property definitely
is violated irrespective of the actual (unknown) value of the jitter whenever the actual latency is smaller than 7 ms or
larger than 7.1 ms. It however cannot be guaranteed to be satisfied when the latency is in the range of [7,7.1] ms, as
satisfaction then depends on the exact value of the jitter, which is not detectable. Thus, one can determine information

beyond the verdicts T, L, and ? in terms of bounds on the delay that imply definitive verdicts.

1.1 Our Contribution

Based on previous work by Grosen et al. [20] on online monitoring of MITL specifications without delay via timed
Biichi automata, we present a symbolic MITL monitoring algorithm and a symbolic MITL testing algorithm that provide
exact verdicts under unknown delay consisting of parametric (i.e. unknown within bounds) latency and jitter. While an
unknown delay is a timing parameter, our constructions avoid the semidecidability [3] of analysis for parameterized
timed automata, and instead uses only classical clock zones [8].

In addition, our approach has the advantage that it is even more informative than typical monitoring and testing
algorithms, which only return a verdict in {T, L, ?}. Recall the example specification F<1pa A G<20—b in the case where
the jitter is constrained to [0,0.3] ms. As argued above, this specification can, given this bound on the jitter, only be
satisfied if 7 < ¢ < 7.1, where ¢ denotes the actual latency. Our algorithms, for which we also provide a prototype
implementation and experimental evaluation, compute such parametric constraints on the set of potential latencies
under which the specification can be satisfied as well as on the set of potential latencies under which the specification
can be violated.

The implementation is built on top of the real-time model checking tool UppaaL [26] using the difference-bounded
matrix (DBM) data structure allowing for representation of convex polytopes called zones. Most importantly, the DBM
data structure can be used for efficient implementation of various geometrical operations over zones needed for the
symbolic analysis of timed automata, such as testing for emptiness, inclusion, equality, and computing projection and
intersection of zones [8]. Our experiments show encouraging initial results on an industrial gear controller model
from [27].

This article is an revised and extended version of an article published at IFM 2024 [18], which contains all proofs

omitted in the conference version, a new section on testing under delay, and additional experiments.

1.2 Related Work

Our automata-based monitoring of finite traces against specifications over infinite words using the three verdicts { T, L, 7}
follows the seminal work of Bauer et al. [7], who presented monitoring algorithms for the qualitative-time linear
temporal logic LTL and its metric-time variant Timed LTL. Their algorithm for Timed LTL is based on clock regions [1],
while we follow the approach of Grosen et al. [20] and leverage the performance advantages of clock zones [8], which
account for roughly an order of magnitude of improvement in runtime (see, e.g., [25]). Furthermore, Bauer et al. in [7]
translated Timed LTL into event-clock automata, which are less expressive than the timed Biichi automata (TBA) used
both by Grosen et al. [20] and here. More recently, the same approach has been used to monitor real-time properties
under assumptions [11].

As our algorithms work with TBA, we also support MITL specifications, as these can be compiled into TBA. The

monitoring problem for MITL under perfect observability, i.e. without delay, has been investigated before. Baldor et al.
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in [5] showed how to construct a monitor for dense-time MITL formulas by constructing a tree of timed transducers.
Ho et al. split unbounded and bounded parts of MITL formulas for monitoring, using traditional LTL monitoring for the
unbounded parts and permitting a simpler construction for the (finite-word) bounded parts [21]. Bulychev et al. in [10]
apply a technique of rewriting a given Weighted Metric Temporal Logic (WMTL) formula during monitoring as part of
performing statistical model checking. None of the above works makes use of the efficient difference-bounded matrix
(DBM) data structure or extends to the setting of TBA that provides the basis of our approach. To this end, we note that
as a specification formalism, TBA exceeds the expressive power of MITL, with the additional expressive power clearly
being useful in certain application contexts (e.g., in the presence of counting properties).

There is also a large body of work on monitoring with finite-word semantics. Rosu et al. focussed on discrete-time
finite-word MTL [34], while Basin et al. proposed algorithms for monitoring real-time finite-word properties [6] and
elucidated the differences between different time models. André et al. consider monitoring finite logs of parameterized
timed and hybrid systems [38]. Finally, Ulus et al. described algorithms for monitoring finite timed words against
specifications given as timed regular expressions. Their monitoring procedures exploit unions of two-dimensional
zones [35, 36].

Common to the aforementioned technical developments is the assumption of perfect observability of the system
being monitored, where the monitor can rely on always exact measurements of states and/or events of the system
as well as of their occurrence times. As this is an unrealistic assumption, the problem of monitoring trace properties
under uncertain observation has been addressed before [15, 16, 23, 30, 37], most notably based on Signal Temporal
Logic (STL) and exploiting STL’s quantitative semantics [29] that characterizes robustness against variation in state
variables. These approaches are mostly orthogonal to ours, as they tend to address uncertainty in the state observed at
a time instant rather than uncertainty in the timestamps associated to state observations. It would consequently be
interesting to combine the two approaches, thus permitting both state uncertainty due to inexact measurements and
time uncertainty due to inexact clocks and fluctuating communication latencies. It should also be noted that robust
STL monitoring comes in diverse variants representing different error models and different levels of exactness in
representing them. Early and efficient procedures for monitoring under state uncertainty implement the compositional
real-valued robustness semantics [15, 30]. This semantics however underapproximates the factual robustness of the
verdict against state shifts in the observed trace such that monitoring algorithms based on this compositional semantics
are sound and computationally efficient, yet incomplete. Due to the safe approximation, they may yield inconclusive
verdicts in actually determined situations. Complete and thus optimally informed STL monitoring under uncertainty,
which guarantees a verdict whenever the property is determined, has only recently been investigated. Visconti et
al. in [37] developed sound and complete monitoring wrt. an interval model of state measurement error, where each
single measurement features an independent displacement ranging over a bounded interval. Finkbeiner et al. in [16, 17]
address a refined model distinguishing between a constant, yet unknown up to bounds, offset and a time-varying,
interval-bounded noise, as suggested by the pertinent ISO norm 5725 on measurement accuracy (there called “trueness”
and “precision” of a measurement). We here and previously in [18] adopt the latter, more refined model of measurement
error and transfer it into the time domain, thus implementing sound and complete monitoring for the case when
timestamps are affected by a parametric (unknown, yet constant) observation latency plus a fluctuating jitter that
differs between observations. Closest to our approach is [24], which addresses a more confined model of observation
delay comprising a fixed known (non-parametric) latency plus a varying jitter. It also covers clock drift, which is an

additional source of (relative) jitter that we have excluded to simplify the exposition.
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Closely related to (passive) system monitoring is (active) testing, where pre-defined stimuli are supplied to the system
under test (SUT) and the SUT’s response is monitored in order to acquire a test verdict. In this journal article, we
expand on our previous work [18] to also cover active testing, where the stimulus sequence, its timing, and the expected
responses are specified together by TBA. The work thus belongs to the large set of formal approaches to test-case
generation and evaluation, which is a long-standing and lively topic with enormous economic impact especially in the
hardware domain, but also in the automotive and railway industries [22, 33]. Testing under timing uncertainties has
been investigated from the perspective of distributed systems that exhibit asynchronous and complexly interleaved
behavior due to variance in component timing [12, 13, 19]. But asynchrony between the test harness and the SUT due
to such timing variance in the communication infrastructure connecting the test harness and SUT has not hitherto
been covered by formal approaches to testing, despite technical control of their latency and jitter having always been
concerns in the design of hardware-in-the-loop testing facilities due to their fundamental impact on the feasibility of

test conduct and evaluation [31].

2 Preliminaries

The set of natural numbers (excluding zero) is N, we define Ny = N U {0}, the set of rational numbers is Q, the set of
non-negative rational numbers is Qx. the set of real numbers is R, and the set of non-negative real numbers is Rx¢.

The powerset of a set $ is denoted by 25

2.1 Timed Words

A timed word over a finite alphabet ¥ is a pair p = (o, 7) where o is a word over ¥ and 7 is a sequence of non-decreasing
non-negative real numbers of the same length as . Timed words may be finite or infinite; in the latter case, we require
lim sup 7 = oo, i.e., time diverges. The set of finite timed words is denoted by TX* and the set of infinite timed words by
TX“. We also represent a timed word as a sequence of pairs (o1, 71), (02, 72), .. .. If p = (01, 71), (02, 72), . . ., (O, Tn) is @
finite timed word, we denote by 7(p) the total time duration of p, i.e., 7, (with the convention that the duration of the
empty word is 0).

If p; = (011, Tll), el (0,11, 7,11) is a finite timed word, p; = (Gf, rlz), (o2, 722), ... is a finite or infinite timed word, and
t € Q> then the timed word concatenation pj -; py is defined if and only if 7(p1) < t. Then, p1-¢p2 = (01, 71), (02, 72), - - -
such that

o; ifandonly ifi < n 7! ifandonlyifi < n

o = and 73 =

o;_, else i, +t else

1)

In the following, we often need to “shift” a timed word in the sense that we add or subtract a t € Rx to each
time point of p. In the latter case, we need to be careful to ensure that the time points in the shifted word are still
nonnegative. For the sake of readability, let us introduce some notation for these operations. Given a (finite or infinite)
timed word p = (01, 71), (02, 72), ... and such a t € Rx,

o let p +t denote the timed word (o1, 71 + t), (02, 72 + t),. .., and
o if t < 11, let p — t denote the timed word (o1, 71 — t), (02, 72 — t), .. .. This is well-defined, as we require that 7;
(and therefore each 7;) is at least ¢, so we never obtain negative time points in p — t.

The following properties follow directly from the definition of timed concatenation and will be applied in the proofs

below.

Remark 2.1. Let p = (01,71), ..., (0n, Tn) € TZ", let p = (07, 17), (05, 75),... € T2¥, and let 7(p) < t.
Manuscript submitted to ACM
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(1) Let t’ € Ry be such that t — ¢’ > 7(p). Then
pti=pr-p (p+t').

(2) Leto < ¢/ <t/ letn’ € {0,1,...,n} be such that 7,y < t' < 7741 (Where we use 7y = —co to allow n’ = 0 and

Tn41 = o to allow n’ = n) and define p; = (01, 11), .. ., (on, Tny) as well as p2 = (Gp/4+1, Tw'+1)s - - -» (On, ). Then
pep=p1r ((p2=1t") g p).

(3) Lett’ > 0 be such that 7(p) < t —t/,letn’ > 0 be such that 7/, <t’ <7/, | (where we use 79 = —co to allow

n’ = 0), and define p’ = (a1, 77),..., (07, 7,,) as well as p’ = (07,1, 70, 1), (07,0 Thryn)s - - - Then
Pt = (pr—p p’)r (W =1).

Note that n’ is well-defined due to time-divergence of p.

2.2 Timed Automata

A timed Biichi automaton (TBA) A = (Q, Qo, 2, C, A, F) consists of a finite alphabet %, a finite set Q of locations, a
set Oy C O of initial locations, a finite set C of clocks, a finite set A € Q x Q X = x 2€ x G(C) of transitions with G(C)
being the set of clock constraints over C, and a set & C Q of accepting locations. A transition (q,¢’, a, 4, g) is an edge
from q to ¢’ on input symbol a, where A is the set of clocks to reset and g is a clock constraint over C. A clock constraint
is a conjunction of atomic constraints of the form x ~ n, where x is a clock, n € Ny, and ~ € {<, <,=, >, >}. A state of
A is a pair (g,v) where q is a location in Q and v: C — Ry is a valuation mapping clocks to their values. For any
d € Ry, v +d is the valuation x — v(x) +d.

. . (01,71)
A run of A from a state (qo,v9) over a timed word (o1, 71)(02, 72) - - - is a sequence of steps (qo, vo) BAELLEN

i‘ﬂl - where for all i > 1 there is a transition (g;—1, ¢i, i, Ai, g;) such that v;(x) = 0 for

(q1,01) Loare, (q2,02)
all x in A; and v;(x) = v;—1(x) + (7; — 7i—1) otherwise, and g; is satisfied by the valuation v;_; + (z; — 7;—1). Here, we
use 79 = 0. Given a run r, we denote the set of locations visited infinitely many times by r as Inf(r). A run r of A
is accepting if Inf(r) N ¥ # 0. The language of A from a starting state (g, v), denoted L(A, (q,v)), is the set of all
infinite timed words with an accepting run in A starting from (g, v). We define the language of A, written L(A), to be

Ug L(A, (g, v0)), where g ranges over Qo and where vg(x) = 0 forall x € C.

2.3 Logic

We use Metric Interval Temporal Logic (MITL) to express properties to be monitored; these are subsequently translated
into equivalent TBA which we use in our monitoring algorithm. The syntax of MITL formulas over a finite alphabet
is defined as
pu=pl-@leVelXeleUp

where p € ¥ and I ranges over non-singular intervals over R with endpoints in Ny U {co}. We write ~n for
I ={d € Ryg | d~n} for ~ € {<,<,>,>} and n € N. We also define the standard syntactic sugar: true = p V —p,
¢ ANy ==(=@V ), Fro = true Urp, and Gro = ~Fr¢.

The satisfaction relation p, i |= ¢ is defined for infinite timed words p = (o1, 71), (02, 2), . . ., positions i > 1, and an
MITL formula ¢:

e piEpifp=o;.
Manuscript submitted to ACM
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° piE-gifp,ilfg.

e pikFeVvyifpiEg@orpikE{y.

e piEXpifp, (i+1) Fpandriy; — 75 €1.

o pilE@Uryifthereexistsk > ist. pkEy, p—ri€l,andp,j =g foralli <j<k.

We write p |= ¢ whenever p, 1 |= ¢, and say that p satisfies ¢. The language L(¢) of an MITL formula ¢ is the set of all
p € TE such that p | ¢.

THEOREM 2.2 ([2, 9]). For each MITL formula ¢ there exists a TBA A with L(¢) = L(A).

Fig. 2 illustrates Theorem 2.2 by providing TBA for the formula Fp( j91a A G[g 2] —b from the introduction and its

negation.

ab

Fig. 2. An automaton for the language of the property ¢ = Fjg191a A G[o,20] b and its negation: If location ¢ is accepting then it
accepts L(¢), if location —¢ is accepting then it accepts L(—¢).

3 Monitoring under Delayed Observation

According to McGraw-Hill’s Encyclopedia of Networking and Telecommunications [32], a communication delay consists
of a constant part (latency) and varying part (jitter). We describe the delay as a pair (4, ¢) € Rzzo where § is the constant
latency for all signals and ¢ is the bound on the jitter. Thus, all signals from the system are delayed within [§, § + €]
before they arrive at the monitor.

In the simplest case, our obligation is to monitor violation of an MITL specification ¢ by a system while observing
the events through a channel Chan featuring a constant, yet unknown (up to a given, but maybe trivial, lower bound
I € Ry and upper bound u € R() transportation latency § € [¢, u] and a varying jitter bounded by ¢ € Rx. Fig. 1
shows an example of a property and an observation that conclusively violates the specification at time 27.1, even if the
channel latency § € [0, oo[ is unknown, as long as the jitter is bounded by 0.2.

Thus, we need to distinguish between observations (the timed word corresponding to the events as they are observed
by the monitoring device, subject to delay) and the possible ground-truths, as they may have been emitted by the
monitored system. We begin by formalizing the concept of observation, where the occurrence of observed events is
constrained by a set D capturing known bounds on the delay. Obviously, under latency ¢ (and arbitrary jitter), the first

observation can only be made after at least § units of time.

Definition 3.1. A delay set D is a nonempty subset of R? o containing pairs of latencies and jitters. A D-observation,
i.e. an observation that can in principle be made under delay in D, is a finite timed word p* = (af s Ti‘ oo s (Op )
with 7 > & for some (J,¢) € D.
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T4
. * k * *
time 0 71 T T2 T T3 T3 7, t—(5+¢) t
a a b a
p* 7‘I 7'I 7‘I -
’ ’ , ’
7 4 ’ ,'
’ 4 ’ ,
’ ’ v,
7/
7 , ’ 7
s Va 7’

P } } +— —+— +—1
a a b a aap bb
— — —

S+¢ S+¢ S+¢
—

Fig. 3. A {(8, ¢) }-observation p* and a consistent ground-truth p.

As the ground-truth occurrence times of events in the system cannot be determined exactly from their delayed copies
that the monitor receives through the communication channel, we have to consider all ground-truth timed words that

the particular observation is consistent with, as follows.!

Definition 3.2 (Consistency). Let p* = (07,77), ..., (0. ) be a {(6, e) }-observation and let p = (01, 71), ..., (O, Tn)
be a finite timed word. We say that p is consistent with p* at observation time ¢ € Rx( under latency § and jitter ¢ if
and only if

(1) oy <tandrj, <t,

(2) n>m,and g; = 0} and 7} —1; € [§,5 +¢] foralli € {1,...,m},? and

(3) ifn>mthen 41 =t — (5 +¢).

We denote the set of timed words p that are consistent with a {(J, €) }-observation p* at observation time ¢ under

latency & and jitter e by GT'5 . (p*, t). Then, we define GT p(p*,t) = U(5)ep GTs,6(p" 1).

GT o (p*, t) thus collects the possible ground-truths that are consistent with the observation p* when the time
elapsed since the system has started is ¢, and the delay (J, ¢) is within the set D.

Example 3.3. Fig. 3 shows a {(J, €) }-observation and a consistent ground-truth and illustrates how the delay shifts the
timestamps of the events. The length of p is n = 9 and the length of p* is m = 4. Recall that ¢ is the time of observation.

In particular, notice the following:

e No event can occur in the observation p* with a timestamp smaller than &, as it takes at least § units of time
for an event to be send from the system through the communication channel to the monitor. Obviously, at the
system side (i.e., in the ground-truth p) events can happen at any timestamp, also before § (e.g., the first a).

e The difference 7} — 7; for i < 4 (i.e,, the difference between the time the event is observed and the time the event
was emitted) must be in the interval [§, § + ¢].

!Note that we simplify our definitions by assuming that jitter does not change the order of observations. Under the additional assumption that only a
(uniformly) bounded number of events can be generated by the system in each unit of time, it is possible to take “overtaking” of events into account, by

looking at all consistent permutations. However, this would lead to a severe overhead in the implementation.
“Note that the conference version [18] contained a typo in this condition.
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Efficient Runtime Verification of Real-Time Systems under Parametric Communication Delays 9

e The time elapsed between the b and the last a in the observation p* is larger than the time elapsed between the
corresponding events in the ground-truth p. This means the jitter for the a is larger than the jitter for the b.

e The last five events in p have not yet been observed in p*. Such events can only have timestamps in the
interval [t — (8 + ¢), t], as all earlier events must necessarily have been observed. Said differently, there cannot
be any events between timestamp 74 (corresponding to the last observed event in p* with timestamp 7}) and
timestamp ¢ — (J + ¢), as any such event would have arrived at the monitor, even under the maximal possible
delay of § + €.

However, there can be an arbitrary number of events in the ground-truth p between timestamps t — (§ +¢) and ¢.

Remark 3.4. Note that GT ¢ (p*, t) is always nonempty, if p* is a D-observation and ¢ > 7(p*), as it contains, e.g.,
p* =6 fora(8,¢) € D such that p* is a (J, €)-observation.

The following property about consistent words will be useful in the proofs below. Here, we use an extension relation
over observations with time points: Let p = (01,71), ..., (0n, Tn) and p’ = (01, 17), ..., (0}, 7,) be two finite timed
words. Also let t,t" € R>o with 7(p) < t and 7(p’) < t’. Then, we define (p,t) C (p’,t’),ifn < n’,0; =0 and 7; = 7/

foralli < n,andeithern=n"andt <t’orn<n’andt < Tr/1+1.

Lemma 3.5. Let (p3, t1) C (pj, t2) with7(p]) < t1 and ©(p}) < t2, let p2 = (01,71), ..., (0n, Tn) € GTs,(p;. t2), let
n’ €{0,1,...,n} be such that t,y < t; < Ty+1 (where we use tg = —oo to allown’ = 0 and 1,41 = o to allown’ = n), and

define p1 = (01,71), ..., (Ow, Tw). Then p1 € GT 5 .(p], t1).

Proor. We need to show that p; is consistent with p} at t; under & and e. The first requirement of the definition of
consistency follows from r(p}) < t; and the choice of n” (which implies 7(p1) < t1). The second requirement follows
from the fact that p; is consistent with p} at t; under ¢ and ¢ and the fact that p; is a prefix of pz and p7 is a prefix of pJ.

Finally, consider the third requirement and assume it is violated, i.e., let p] have m letters and assume p; has at least
m + 1 letters, i.e., the (m + 1)-th letter of p; has not yet been observed before time 1 in (p). Let 741 denote the time
point of the (m + 1)-th letter of p;, which is also the time-point of the (m + 1)-th letter of p;. We consider two cases.

If p] and p; have the same length, then the (m + 1)-th letter of p; (which is also the (m + 1)-th letter of p2) has also
not been observed before time t; in (p}). Hence, the third requirement of consistency (between p; and py) implies
tm+1 = t2 — (8 + €). Hence, we obtain the desired bound ;41 > t; — (§ + ¢) from the inequality t; > #;.

The only other option is that p} is strictly shorter than pj. This implies that the (m + 1)-th letter of p; (which is
also the (m + 1)-th letter of p1) has been observed before time t; in p}. Then, the second requirement of consistency
(between p; and p) implies 7}, | — Tm+1 € [6,6 + €], where 7, is the time-point at which the (m + 1)-th letter
of ps is observed in p;. Furthermore, the definition of C yields 7, ,; > t;. Combining these two yields the desired
bound tp41 = t1 — (5 +¢). O

Next, we introduce monitoring under delay. A monitor obviously ought to supply a verdict if and only if that verdict
applies across all possible ground-truth timed words that the observed word explains. For our definition of monitor, we

use the set B3 = {T, 2, L} of verdicts, as usual.

Definition 3.6 (Monitor verdicts under delay). Given a language L C T2, a set of possible observation delays D, a

2
ZTZ‘

D-observation p* € TZ*, and an observation time ¢ > 7(p*), the function Vg : — TZ* X Rs>9 — B3 evaluates
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to the verdict
T ifp-speLlforall pe GTp(p* t)andall p e TE?,
Vo L) (p*t) =L ifp-spu¢Lforall pe GTp(p* t)andall g € TS?,
?  otherwise.

Vo (L)(p*, t) is undefined when t < 7(p*).

Example 3.7. Consider the property ¢ = F j9]a A G[g20] b and observed word p* = (a, 17.3), (b, 27.1) shown in
Fig. 1, time point t = 27.1, and set of delays D = {(8,0.2) | § € R>¢}. As the jitter is bounded by 0.2, in all ground-truths

either a occurred after time point 10, or b occurred before time point 20. Thus, all extensions of all possible ground-truths

satisfy =, i.e., Vo (L(9)))(p*,t) = L.

Note that for the special case of D = {(0,0)} we cover classical (i.e., delay-free) monitoring [20]. Before we turn our
attention to computing V in Sections 4 and 5, we study some properties of our definition. First, let us note that the

ability to make firm verdicts increases with increased certainty of the observation channel delay.

LEMMA 3.8. Let L C TZ%, p* € TZ*, let D C D’ be delay sets, let p* be a D-observation, and let t > t(p*). Then,
Vo (L) (p*, t) = T implies V(L) (p*, t) = T and Vo (L) (p*, t) = L implies Vp (L) (p*, t) = L.

Proor. Note that D € D’ implies GT ¢ (p*,t) € GT o (p*, t). Thus, the universal quantification over possible
ground-truths p in the first two cases of the definition of Vg (L) (p*, t) ranges over a subset of the possible ground-truths
that are considered for Vg (L) (p*, t). O

As arefinement of the verdict function in Definition 3.6, one may provide information about the delay parameters (9, ¢)
that can explain an observation. Given L C TX%, a finite timed word p* € TX*, and ¢t > 7(p*), the set A(L, p*,t) of

delays that are consistent with the observation p* at ¢ is defined as
AL p*, 1) ={(6,¢) | 3p € GT5,(p*, 1) Ip e TS st.p -y p € L}.

We denote by A g (L, p*, t) the set A(L, p*, t) N D.

The following fact follows directly from the nonemptiness of ground-truths and is later useful in proofs.

LEMMA 3.9. Let p* be a (8, €)-observation, t > t(p*), and L C TS®. Then, (8,¢) € A(L, p*,t) or (6,¢) € A(L, p*, t)
(note that it may be in both).

ProoF. Fix some p € GTs.(p",t) (which is always possible due to Remark 3.4) and some y € T3“. Then, p 4 yi is
either in L or in L. In the former case, we have (8,¢) € A(L, p*, 1), in the latter case, we have (,¢) € A(f, prt). O

In the following, we present an example of a delay that is in both sets of consistent delays.

Example 3.10. Let L = L(F<joa), consider the observation p* = (b,3), and let D = {(3,7)}. Then, we have
(3,7) € A(L, p*, t) (as we can extend the ground-truth (b, 0) so that it is in L) and (3,7) € A(L, p*, t) (as we can extend
the ground-truth (b, 0) so that it is in L).

Our next result shows that conclusive monitoring verdicts can be characterized via the sets of consistent delays, i.e.,

computing the sets of consistent delays generalizes monitoring under delay.

LEMMA 3.11. Given L C TZ%, a set D of delays, a D-observation p* € TZ*, andt > 7(p*), we have
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(1) Ap(L, p*,t) = 0 if and only if Vo (L) (p*, t) = L, and
(2) Ap(L p*.t) = 0 ifand only if Vo (L) (p*, 1) = T.

Proor. We have
Ap (L p*t) =0
©pypelforal(de) € D,allpeGls (p t),andall p € TE?
& pypelforall pe GTqo(p* t) and all y € TE®
o Vp(L)(p*,t) = L.
The second claim is obtained by a dual argument (swapping L with T and L with L). O
But even in the case when both delay-sets are nonempty (i.e., the verdict is ?), we can still provide useful information in

terms of the sets A(L, p*, t) and A(E, p*, t) of consistent delays. In particular, the set of consistent delays is non-increasing

during observations: By extending the observations, we (potentially) reduce the set of consistent delays.

Lemma 3.12. Let (p3, t1) C (p3, t2) for finite timed words p] and p; witht; > ©(p]) and t > (p}) and tz > t1. Then,
A(L, p},t1) 2 A(L, p3, t2).

Proor. Let (6, ¢) € A(L, p3, t2), i.e., there exists py € GTs.(p}, t2) and a pp € T2 such that p3 -1, p2 € L.
Let py = (01,71), ..., (0n, 7n) and let n’ be maximal with 7, < t; (where we use 7p = —oo to allow n’ = 0 and

Tn4+1 = oo to allow n” = n). Then, Lemma 3.5 yields

P1= (O-I’Tl))~ R (O'n’sfn’) € GT5,€(p>1k’t1)

and an application of Remark 2.1.2 yields

P14 ([((Un/+1,fn'+1), (O ) = t1] -ty ﬂ) =p2t, p2 € L.

This implies (6, €) € A(L, pj, t1). O
Another interesting point is that in some cases, no extension of the observed word will provide a definitive verdict.

Example 3.13. Consider the language L(F<joa), the observation p* = (g, 15), and the set D = {(4,0) | € [0,10]} of
delays. For any given t > 7(p*) the sets of consistent delays are Ay (L, p*, t) = {(6,0) | 6 € [5,10]} and Ay (L, p*, 1) =
{(6,0) | 6 € [0,5)}, i.e., both sets of consistent delays are a strict subset of D. Further, due to Lemma 3.12, this will be
the case, no matter what observations occur in the future, as the set of consistent delays can only shrink when further
observations are made.

As the sets of consistent verdicts can only shrink, but must contain every possible (8, 0) € D (due to the fact that p*
is a (6, 0)-observation for each such (8, 0) and due to Lemma 3.9), we can conclude that neither of the sets can become

empty. So, Lemma 3.11 implies that the verdict is ?, even if additional observations occur.

The following lemma formalizes this: as soon as the set of consistent delays w.r.t. L (L) is no longer equal to 9, then

the verdict can never become T (L).

LEMMA 3.14. Let L C TZ®, D be a set of delays, and p* = (o7, fl*), ..., (op, Ty) a nonempty D-observation. Then, for
allt > 7(p*)
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(1) Ap(L,p*t) € DN{(S,¢) | 6 < 17} implies there is no p] € TX* such that Vp (L)(p* -+ p},t') = T for any
t" > t+1(p]), and

@) Ap(L,p*t) S DN{(Se) |6 < 11} implies there is no p} € TX* such that Vp (L) (p* -+ p},t’) = L for any
t" = t+1(p]).

Proor. Let Ap (L, p*,t) € DN {(S,¢) | 6 < 17}, ie, thereisa (4,¢) € D with § < 7] and (6,¢) ¢ Ap(L, p*,t).
Thus, Lemma 3.9 and Lemma 3.12 imply that (8,¢) € A (L, p* -+ p1.t') forall pT with t > 7(p*) and t' > t + (p]).
Hence, Ay (L, p* -+ p1.t') # 0 for all such p} and all such ¢’. Finally, Lemma 3.11 yields Vip (L) (p* - pj,t’) # T for all
such p] and all such ¢'.

The second claim is proven by a dual argument (swapping L with L and T with L). O

Note that Ap (L, p*,t) € D N {(d,¢) | § < 77} and Ap(Lp*t) € Dn{(Se | 6 < 77} can both be true

simultaneously (as in Example 3.13). In this situation, we will under no future observation reach a conclusive verdict.

4 Towards an Algorithm

Typically, monitoring algorithms rely on automata-based techniques. To this end, first the specification and its comple-
ment are translated into suitable automata. Then one computes the set of states reachable by processing the observation
and then checks whether from one of these states the automaton can still accept an infinite continuation. If this is
the case for both automata, then the verdict is ?, if it is only the case for the automaton for the specification, then the
verdict is T, and vice versa for the complement automaton and L.

We want to follow the same blueprint, but we need to make adjustments to handle delay. Intuitively, we need to
compute all states that are reachable by possible ground-truths of a given observation. However, a ground-truth may
contain more events than the observation, as some events may not yet have been observed due to delay. This complicates
the construction of the set of reachable states, as an unbounded number of events may not yet have been observed.

In the definition of GT ¢y (Definition 3.2) there is an implicit universal quantification over all possible sequences
of such events that have not yet been observed (e.g., the last five events in p in Fig. 3). We exploit the fact that
the verdicts are defined with respect to all possible extensions y of a possible ground-truth (i.e., also a universal
quantification over the y’s) to “merge” the universal quantification over events that have not yet been observed into the
universal quantification of the extension p. Then, a possible ground-truth has exactly the same number of events as the
observation (i.e., ground-truth and observation have equal length (EL)). We begin defining this restricted notion of

possible ground-truth by strengthening Definition 3.2.

Definition 4.1 (EL-Consistency). Let p* = (o7, 1}),..., (o, T;,) be a {(4, £) }-observation and p = (o1, 71), .. ., (O, Tn)
be a finite timed word. We say that p is EL-consistent with p* at observation time ¢ € R under latency § and jitter ¢
if and only if p is consistent with p* at ¢ under § and ¢ and m = n. We denote the set of timed words p that are

EL-consistent with an {(J, €) }-observation p* at observation time ¢ under latency é and jitter ¢ by GT?S( p*,t) and
define GTS (p*,t) = U(s0)e D GT;{E(p*, £).

Example 4.2. Continuing Example 3.3, an EL-consistent ground-truth of the observation p* in Fig. 3 has exactly four
events corresponding to the four events in the observation. Thus, there cannot be any unobserved events between

t — (8 + ¢) and t in an EL-consistent ground-truth (e.g., the last five events of p in Fig. 3).

The following lemma relates the original definition of consistency with EL-consistency.
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LEMMA 4.3.

(1) Let p* be a {(,¢)}-observation, let t > t(p*), let p € GT?’S(p*, t), and let p’ be a finite timed word with
7(p’) <t —max(z(p),t — (5 +¢)). Then, p ‘max(z(p).i—(5+e)) P € GTse(p™,1).

(2) Let p* be a {(8,¢) }-observation (say with m letters), lett > t(p*), let p € GT .(p*,t), and let p” be the prefix of p
with m letters. Then, p’ € GT(esl,g (p*,1).

PROOF. 1.) We have to show that p 'max(z(p),i- (5+¢)) £’ is consistent with p* at t under & and e. This follows directly
from the fact that all events in p’ have time points (in p ‘max(z(p),¢-(5+¢)) ') in the interval [t — (& +¢), t] and are
therefore covered by the third requirement of the definition of consistency.

2.) We need to show that p’ is EL-consistent with p* at ¢ under § and ¢. By definition, p’ has the same length as p*
and the first two requirements of the definition of consistency are satisfied, as p is consistent with p* at t under § and ¢
and p’ is a prefix of p. Hence, it is EL-consistent, as the third requirement only refers to ground-truths that have more

letters than the observation. ]

Now, we present the revised verdict function using only EL ground-truths. Note that merging the unobserved events
from the possible ground-truth p into the extension y requires changing the time instant at which we concatenate the
ground-truth and the extension: t — (§ + ¢) is the earliest time point at which an event can occur that may not yet have
been observed at time . Due to jitter however, there might also be events after t — (6 + ¢) that have been observed,
which are in the possible ground-truth p: the last such event happened at time 7(p). Hence, we need to concatenate at

time point max(z(p),t — (8 + ¢)).

Definition 4.4 (Monitor verdicts under delay — EL version). GivenL C T2, aset D of delays, a D-observation p* € TX*,
and t > 7(p*), the function "Vg : 2T2% 5 T* x Ry — Bj evaluates to the verdict

T if P max(c(p).t—(6+e)) ¥ € Lforall (6,¢) € D,allp € GTglg(p*, t) and all p € T,
VEWLN(P' ) = S L i p max(r(p)r—(5+e)) 1 & Lforall (8,¢) € D,all p € GTS (p*,t) and all y € TS,

?  otherwise.

"Vg (L)(p*, t) is undefined when t < 7(p*).
Next, we show that both verdict functions coincide.

LEMMA 4.5. (VS(L) (p*,t) = Vp(L)(p* t) forall L C TZ?, all sets D of delays, all D-observations p*, and all
t>1(p*).

Proor. Let V(L) (p*, t) = T. We show (Vze)l (L)(p*,t) = T by proving that we have p’ ‘nax(r(p),t—(5+e)) ¥ € L
forall p’ € GTgl’g(p*, t) for some (8, ¢) € D and all i’ = (01, 71), (02, 72),... € TZ?.

First, consider the case where 7(p’) < t — (§ + ¢€). Let n be maximal with 7, < § + ¢ (this is well-defined due
to time-divergence), let p| = (01, 71), ..., (0n, 7n) and g = ((On+1, Tnt1), (On+2, Te2), .. .) — (8 + ). Note that ) is
well-defined as 7,41 is, by the choice of n, greater than §+¢. Then, Lemma 4.3.1 yields that p” -, _ (54,) p] is in GT 5. (p*. 1)
and Remark 2.1.3 yields

,0, ‘max(z(p’),t—(5+¢)) .u/ = P’ ‘t—(5+¢) .u/ = (,D’ ‘t—(6+¢€) ,0{) ‘t ;ué'
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Therefore, p’ ‘nax(z(p’),t(s+e)) K is the concatenation of the possible ground-truth (p” -;_(s54¢) p7) of p* and the
suffix 1. As we have p -, y € Lforall p € GTp(p*,t) and all u € TZ? (due to Vp(L)(p*,t) = T), we conclude
P’ max(r(p’),t-(6+¢)) K € L as required.

Now, consider the case where 7(p”) > t — (6 +¢). Note that we have t —7(p’) > 0 due to p’ € GT%{E (p*, t). Hence, let
n be maximal with 7, <t — 7(p’) (again, this is well-defined due to time-divergence), let p] = (o1, 71) - - - (0n, 7n) and
ty = ((On+1, Tne1) (On+2, Tnw2) -+ ) = (£ = 7(p’)). Again, p;, is well-defined due to the choice of n. Then, Lemma 4.3.1
yields that p -7(,) p{ is in GTs(p", t) and Remark 2.1.3 yields

P’ max(r(p)t-(3+e)) H = P 2oy B = (" 2oy PY) t -

As p’ max(z(p’).i—(5+¢)) M’ is the concatenation of a possible ground-truth of p* and an arbitrary suffix, it is again, as
required, in L.

Using a dual argument (i.e., swapping T with L and L with L), we can show that Vi (L)(p*,t) = L implies
VEL)(p*1) = L.

Now, we show that (Vg (L)(p*,t) = T implies Vo (L) (p*, t) = T. A dual argument again shows that (Vg (L)(p*,t) =
1 implies V(L) (p*, t) = L. This will then complete our proof, as both functions only have three elements in their
codomain and we have shown that two of them have the same preimage w.r.t. both functions.

So, let V;)I(L)(p*, t) = T. We show Vqp (L)(p*,t) = T by showing p -+ p € Lforall p = (01,71),...,(0n,n) €
GT p(p*,t) and all pp = (07, 77), (03, 75), ... € TE?. By definition, there is a (6, ¢) € D such that p € GT5,.(p", 1).

Let p* have m letters. If m = n, then we also have p € GTezl) (p*,t). We consider two cases: If 7(p) < t — (6 + ¢), then
an application of Remark 2.1.1 yields

Pt =P - (5+e) (H+(5+€) =P max(e(p),t—(+e)) (H+ (5 +¢)),

and if 7(p) > t — (6 + ¢), then an application of Remark 2.1.1 yields

prth=p r(p) (Bt (E=7(0)) =P max(z(p),i—(s+e)) B+ (t = 7(p))),

where t — 7(p) is nonnegative by definition of consistency. Hence, in both cases, p -; y is the concatenation of a possible
EL ground-truth of p* and an arbitrary suffix. Due to "Vg (L)(p*,t) = T, all concatenations p max(z(p),i— (5+¢)) K for
(8,e)eD,pe GTgl’s(p*, t), and y € TE? are in L, which yields p -; y € L.

It remains to consider the case where n > m, which we again split into two subcases. But first let us define
p1=(o1,71) - - (Om, Tm) as well as p2 = (Om+1, Tm+1) - - - (On, Tn). Lemma 4.3.2 yields p; € GT%(/)*, t).

First, consider the subcase where 7(p;) < t — (8§ + ¢). By definition of consistency, n > m implies 41 + 0 + £ > 1,

and thus 7,41 > t — (8 + €) (T). Hence, an application of Remark 2.1.2 yields

Pt h=p1 1 (s51e) [(p2 = (£ = (6+€))) 54 H] = P1 max(z(py),t-(5+¢)) [(p2 = (t = (6 +€))) "54e p]-

Note that the first time point of pz, 741, is at least (¢ — (§ + €)) as required, as t,41 = t — (6 + €) (see T). Hence, p - p
is the concatenation of a possible EL ground-truth of p* and an arbitrary suffix and therefore in L.

Finally, consider the subcase where 7(p1) >t — (§ + ¢). An application of Remark 2.1.2 yields

Pt =p11(py) [(p2 = 7(p1)) t—r(py) ] = P1 max(z(py),t-(85+e)) L(P2 = 7(p1)) “t—7(py) HI-
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Again, this is well-defined as we have 7,41 > 7(p1) (as 741 is the next time instant after 7,, = 7(p1) in p) and as
t > 7(p1) by the definition of consistency. Hence, p - y is again the concatenation of a possible EL ground-truth of p*

and an arbitrary suffix and therefore in L. O

Next, we show that we can indeed make the definition of V el effective using automata-theoretic constructions. First,
we formally capture the set of states that can be reached by processing the possible EL ground-truths of an observation.
Let A be a TBA. We write (qo, vo) ﬁ)ﬂ (qn, vn) for a finite timed word p = (o, 7) € TZ* to denote the existence of a

(02,72) (0n,Tn) . .
— -+ —— (gp,vp) of A where for all 1 < i < n thereisa

. (o1,71)
finite sequence of states (qo,v9) — (q1,01)
transition (g;—1, gi, 0, Ai, gi) of A such that v;(x) = 0 for all x in A; and v;—1 (x) + (¢; — t;—1) otherwise, and g is satisfied
by the valuation v;_1 + (t; — ti—1), where we use ty = 0. Given a TBA A, a set D of delays, a finite observed timed

word p* € T3*, and t > 7(p™*), we define

R2(p*.1) = {(g.0+ max(0, (t ~ (v(p) + 6 +6)))) | (q0.v0) 7 (.0) where
(q0,v0) with go € Qp, vo(x) =0forallx € C,and p € GTgl’g(p*, t) for some (8, ¢) € D}.
We call this the reach-set of p* in A at t w.r.t. D.
Next, we define the set of states of a TBA from where it is possible to reach an accepting location infinitely many
times in the future, i.e., those states from which an accepting run is possible. This is useful, because if processing a
finite timed word leads to such a state, then the timed word can be extended to an infinite one in the language of the

automaton, a notion that underlies the definitions of the verdict functions. Given a TBA A = (Q, Qo, %, C, A, F), the set

of states with nonempty language is
S%={(qg0v) | g€ Q0 e C— Rygst L(A,(q0)) # 0}.

The set S "}; can be computed using a zone-based fixpoint algorithm [20]. Using these definitions, we can give an effective
definition of the verdict functions, which we show to be equivalent to the previous definitions and implementable.
In the following definition, A denotes the set of all TBA.

Definition 4.6 (Monitoring TBA). Given a TBA A, a complement automaton A (ie., with L(A) = TS? \ L(A)), a
set D of delays, a D-observation p* € TE*, and t > 7(p), Mp: AX A — TZ* X Ry¢9 — B3z computes the verdict
T i RD(p* 1) NS =0,
B ifR=Z (% 1) NSZ
Mp(A,A)(p"t) = YL i RD(p*, ) NS =0,

?  otherwise.

Mo (A, A)(p*, t) is undefined if t < 7(p).
Next we show that this automata-based definition of monitoring is equal to the verdict functions defined above.

THEOREM 4.7. Mp (A, A)(p*, 1) = (Vg (L(A))(p*,t) for all sets D of delays, all TBA A (and complement au-
tomata A), all D-observations p*, and all t > t(p*).

Proor. We will show that Rg, (p*, )N S is nonempty if and only if there exists a p € GT;I’E (p*,t)and a p € TZ?
With o max(z(p), (1= (5+¢))) # € L(A’) for any TBA A’. Then we obtain
o Mo (A A)(p* 1) =T if and only if (Vze)l (L(A))(p*, 1) = T by instantiating the equivalence for A’ = A, and
o Mqp (A, A)(p*,t) = L if and only if (Vg (L(A))(p*,t) = L by instantiating the equivalence for A’ = A.
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This completes the proof, as both functions only have three elements in their codomain and we have shown that two of
them have the same preimage w.r.t. both functions.
So, let Rf,{), (p*,H)N ng‘f, # 0. Then, by definition, there is a state (g, v”) of A’ such that

® (qo,v0) iﬂ/ (q,v) for some initial state (qo,v) of A’, some p € GTglg(p*,t) for some (8,¢) € D, and
v’ = v +max(0, (t — (r(p) +§ +¢))), and

o there is an accepting infinite run of A’ starting in (g, v") that processes some y € TZ®.

These two runs can be combined into an accepting run of A’ that starts in (qo, v9) and processes

P r(p)+max(0,(t—(z(p)+5+¢))) H = P ‘max(z(p),(t—(5+¢))) H>

which implies that it is in L(A’) as required.
Conversely, let there be a p € GTgls(p*, t) and a p € TZ® with

H *max(z(p),(t— (5+¢))) # € L(A").

Then, there exists an accepting run of A’ starting in some initial state (g, v9) that processes p ‘max(z(p),(t-(5+¢))) H-

This run can be split into

e (go,v0) iﬂl (g, v) for some state (q,v) of A’ and

e an accepting infinite run of A’ starting in (g,v”) that processes y, where
o’ = v +max(0, (t — (r(p) + 5 +¢))).

Hence, (q,0’) € R?I’ (p*, )N Sf,';,, which is therefore, as required, nonempty. ]
Recall that S;f can be computed for any given TBA A. Therefore, in the next section, we show how to calculate
Rg (p*,t) for a given TBA A, set D of delays, observation p*, and time point ¢ using a zone-based algorithm. This will

then allow us to compute verdicts effectively.

5 A Zone-Based Online Monitoring Algorithm

In this section, we demonstrate how to compute the reach-set of p* in A at t w.r.t. D. So far we have developed the
theory with observations, latency, and jitter being reals. Now, we are concerned with algorithms and thus assume all
these quantities to be rationals. For the monitoring algorithm, we use - as standard in analysing timed automata models
- symbolic states being pairs (g, Z) of locations and zones. A zone is a finite conjunction of constraints of the form x ~ t
and x — x” ~ t for clocks x, x’, constants t € Qx¢, and ~ € {<, <,=, >, >}. Given two zones Z and Z’ over a set C of
clocks, and a set of clocks A C C, we define the following operations on zones (which can be efficiently implemented
using the DBM data structure [8]):

o Z[A] ={v | T’ E Z st.o(x) =0if x € A, otherwise v(x) = v’ (x)}
e Z " ={v| W EZst.v=0 +dforsomed € Rs¢}
e ZNZ' ={v|vEZandv EZ'}

We can use these functions to compute the successor states after an input. Given a TBA A = (Q, 0, %, C, A, F), a

symbolic state (g, Z), and a letter a € X, we define

Post((q,2).a) = {(¢".2") | (¢.4'.a,A.9) € A.Z' = (27 A g)[A]},
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as the set of states one can reach by taking an a-transition at some point in the future from (g, Z). Using Post we can
compute the successor states of a timed input (a, 7) € £ X Q¢ by extending the zones with an additional clock time

just recording time since system start. The set of successors of a symbolic state is
Succ((q,2), (a, 7)) ={(¢", Z") | (¢, Z"") € Post((¢q, Z),a),Z’ = Z" A time = 1}
and the set of successors of a set of symbolic states S is

Succ(S, (a, 7)) = U Succ((q’, Z"), (a, 7).

(¢.Z")€S

In handling delayed observations, we assume that the delay set has the form
D={(¢)|de[tu]}

for given [, u, ¢ € Qx, i.e., the latency § is bounded by an interval [£,u] C Rx( and the jitter is bounded by € € Q5.
To represent the latency and thereby be able to reason about and indirectly store the latency bounds, we add a clock
etime representing the “expected” real time that an event generated just now could be observed by the monitor after

having been delayed according to the latency. This allows us

(1) to represent the actual latency as etime — time,

(2) to represent the initial knowledge about latencies by initializing etime — time to the initially known bounds on
latency, namely etime — time € [¢, u] by setting time to 0 and constraining etime to [¢£,u], and

(3) to refine our knowledge about the actual latency after having observed an event (¢*, 7*) by then setting etime to

avalue in [7* — ¢ 7).

Consequently, we change the initial zones to include the latency bounds ¢ and u as the differences between the clocks
etime and time. This way, etime represents the expected time an event is observed at the monitor, given ¢ and u,
and time represents the actual time the event happened (at the system). The aforementioned refinement (see Item 3
above and Fig. 4) then permits to deduce actual latency ranges consistent with the specification (or its negation) from
observation times of events.

In detail, this refinement of the etime — time relation works as follows. Given a TBA A extended with the clocks

time and etime, and an observation (o, 7*) € 2 X Qx, the successors of (g, Z) are
Succy((q, 2), (0,7") ={(q.Z") | (¢’,Z"") € Post((q,Z),0),Z' = Z" Aetime < * A etime > ° — ¢}

and the successors Succy (S, (0, 7)) of a set of symbolic states S is equal to Ugz)es Succy((q, Z2), (0, 7%)).

The online monitoring algorithm will essentially apply Succ, repeatedly to update the reach-set, once for each new
observation. Note that there is a slight mismatch, as Succy is computed with the two auxiliary clocks time and etime,
which are not clocks of A.

The initial reach-set is given by the following zone Zg requiring all ordinary clocks of the TBA A to be zero and

with time and etime satisfying etime — time € [¢,u]. That is

Z(‘)i = etime — time < u A time — etime < —f A A x=0
xeCU{time}
etime—time€ [{,u] X155 X|c| =0, time =0
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Given a fixed jitter bound ¢, we can now compute the reach-set after a sequence of observations under delay, where

the latency is bounded in (£, u].

LEMMA 5.1. Given a TBA A, a delay set D = {(5,¢) | § € [t,ul} with f,u,e € Qxo, a D-observation p* =
(01,71)- .., (0n,75), and t € Qs witht 2 1, let Sy = {(qo,Z(‘)i) | g0 € Qo} and S; = Succy(Si-1, (0i, 7})) for
i € {1,...,n}. Then, the reach-set Rg (p*, t) is the projection of

(q.Z") 1 (¢.Z") € Sp, Z' =27 Aetime =t — ¢}
to the clocks of A (obtained by removing all constraints on time and etime).

Proor. Given the form of 9 we can rewrite the definition of the reach-set to

P
R2(p*, 1) = {(g,0+max(0, (t = (r(p) + 5 +¢)))) | (g0,v0) = (q,0) Where
(g0, v0) with go € Qp, vo(x) =0 forallc € C,and p € GT%{S(p*, t) for some & € [£,u]}.
Now, extending the transition relation i) 4 to clock valuations over the extended set of clocks C U {time, etime}, we
may further reformulate the reach-set as follows:
R (p",1) = {(qn, 0" +max(0, (t - (v}, (etime) +)))) | (q0,07) 2> 4 (gn.0}) where
(qo, vy) with qo € Qg, vy (x) = 0forall c € C, and
vg (etime) — vg (time) € [£,u] and o] (etime) < 7} A o] (etime) > 7} —e Ao; =0 fori € {0,...,n}}.
A key observation for the correctness of the above reformulation, is that the extended clocks etime and time are not
modified by the TBA A. That is o] (etime) — v} (time) = v (etime) — v (time) € [£,u] foralli = {0,...,n}.
Now let Rg’j (p*,t) for j € {0,...,n} be defined as follows:
D,j * _ * w P *
R (p°,) = {(q).0) | (q0,05) D>z (qj,0%) where

(go, vg) with go € Qo, v5(x) =0 forall ¢ € C, and

oy (etime) — vg (time) € [£,u] and o] (etime) < 7} A v} (etime) > 17 —e Agj =o; fori e {0,...,j}}.
Then clearly RS (p*.1) = {(g0.Z) | qo € Qo} = So and RD7 (p*.1) = Sucey(RH7 " (p*,1). (01.1)) for j €
{1,...,n}, using standard arguments for the correctness of symbolic exploration of timed automata (see, e.g., [8]).

Finally, as (t — (v}, (etime) +¢€))) = ((t — ¢) — v}, (etime)) it follows that ‘Rg(p*, t) = ‘Rg’"(p*, 1) Aetime=t—e O

This lemma allows us to implement a monitoring algorithm by computing the reach-sets and intersecting them with

the set of nonempty language states as described in Definition 4.6 and proven correct in Theorem 4.7.

TuEOREM 5.2. The function Vi (L(A)) is effectively computable for specifications given by TBA A and A (for the
complement), and D = {(5,¢) | § € [€,ul} fort,u, e € Qxp.

The observation of events may lead to refinement of the difference between time and etime as depicted in Fig. 4. This

captures the definition of the sets of consistent delays from Section 3.

LEMMA 5.3. Given A, D, p*, t, and S, as in Lemma 5.1, we can compute the set of consistent delays by looking at the
bounds on etime — time: Aqy (L(A), p*,t) = {(5,¢) € D | Sy, [ etime — time = §}.
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A L ’ A . A .
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.
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.
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Fig. 4. lllustration of a single zone in the Succg computation (only time-etime plane depicted). Left: initial zone (in green) is diagonally
extrapolated for time passage and then intersected with the guard of an edge. Middle: observing event ¢ at time 7. By restricting
etime to [ — ¢, 7], the clock time is restricted to when the event could have occurred at the system. Right: computing the future
zone we see that the bound on time — etime is now stricter and thus the bounds for the consistent latencies are refined.

This information can be used to decorate the ? verdict, so that we can report a set of bounds on the latency for which

we would provide a T or L verdict.

Example 5.4. Let us show an example of our algorithm for monitoring under delayed observation. Note that, for the
sake of readability, we use sets of clock constraints instead of conjunctions of clock constraints when specifying zones.

Consider the property ¢ = Fg191a A G[g20] b from Fig. 1. The TBA accepting L(¢) and L(-¢) are shown in
Fig. 2. The nonempty language states for A, and A-, are S;ip = {(qo, {x < 10}), (q1, true), (¢, true)} and SE’Z‘L(P =
{(qo, true), (q1, {x < 20}), (-, true)}. Let us assume the latency is between 0 and 10, and the jitter is bounded by 0.2.
Now we compute the reach-sets Sy (initial), Sy (after (a, 17.3)), and Sy (after (b, 27.5)) as

So = {(qo, {x =0, etime < 10, (etime —x) € [0,10]})},
S1 ={(q1,{x € [7.1,10], etime € [17.1,17.3], (etime — x) € [7.1,10]}),
(=@, {x € [10,17.3], etime € [17.1,17.3], (etime — x) < 7.3})}, and
S2 = {(¢, {x € (20,20.4], etime € [27.3,27.5), (etime — x) € [7.1,7.5]}),
(—e, {x € [17.3,27.5], etime € [27.3,27.5], (etime —x) € [0,10]})}.
Note that we omit the clock time and only look at x and etime since time and x always have the same constraints.
All reach-sets intersect with both sets of nonempty language states; thus, the verdict is 7. However, we can refine
this verdict with knowledge about the consistent delays that change after each observation. The jitter bound is fixed at
0.2, but the bounds on the latency can be found in the clock constraints on the difference between etime and x. For L,
the latency range remains [0, 10] in all reach-sets. For T, the consistent latency range is [0, 10] in Sp, [7.1, 10] in Sj, and

itis [7.1,7.5) in Sy. This means that if the latency is outside [7.1,7.5), then the verdict is L.
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Test Stimulus signal "a" before 7.5 ms ‘

Test Condition | ‘ no "b" within 10 ms after "a"
a b
Observation + ! \
0 6.0 19.1 t
L 4
H i
a b
Ground Truth | } \
0 7.3 18.1 t

Fig. 5. Executing real-time tests via delayed channels: both the stimuli and the responses are mediated via delayed channels. Input
and output delays to/from the test harness are unknown up to bounds. Assuming latency bounded by co > 87 > 8o > 0 and jitter of
at most 0.05, a definite test verdict to the test specification (F[0,745) a) = ((ma)U(a A Glo,10] —b)), where a is an input to the system
under test and b a response, is to be issued at time 19.1. Its value is T, i.e., “passed”, as either §; > 1.5, in which case the antecedent
of the implication is violated, or 1.5 > dr > J0, in which case a was received strictly before 6.0 + 1.5 + 0.05 = 7.55 while the observed
b happened strictly after 19.1 — 1.5 — 0.05 = 17.55.

On the other hand, for the observation p* = (a, 17.3), (b, 27.1) from Example 3.7 (and using the same latency and

jitter bounds as above), we compute the reach-sets So, S1, and Sé where
Sy = {(=p, {x € [16.9,27.1], etime € [26.9,27.1], (etime — x) € [0,10]})}.

As S} has an empty intersection with 77 , the verdict is L.
@

6 Testing under Delay

After having tackled the problem of monitoring under delay, we now consider the problem of testing under delay.
Testing is distinguished from passive monitoring by providing the system under observation with stimuli that are
actively generated by the test harness. We therefore assume that the event alphabet ¥ of our system is partitioned into
an input alphabet X1 and an output alphabet X (where we take the point of view of the system under observation, i.e.,
events in Xy are inputs to the system and events in £ are outputs of the system). The output channel behaves as in the
case of passive monitoring, namely delivering messages from the system under test to the monitor with a delay given
by a latency dp and a jitter . The input channel behaves symmetrically in that it delivers messages from the monitor
to the system under test with again a (possibly different) delay given by a latency d; and a jitter ;. Our obligation then
is to check satisfaction or violation of a specification L over ¥ by a system while providing stimuli (from Xj) over a
delayed input channel and observing reactions (from X ) over a delayed output channel. Both input delay and output
delay are unknown up to given bounds.

Figure 5 illustrates the concept where inputs are observed by the test monitor before they actually arrive at the
system under test, and outputs are observed by the monitor later than they are generated by the system under test. Due
to the uncertainty about delays in the two directions, it is obvious that the observed order of events may be different
from the order in which the events occurred on the system side. For example, in Figure 5, if 6 = §p = 10 and e = ep =1
then the input event a would arrive at the system under test between 16.0 and 17.0, thus after the output event b
observed at 19.1, which would have to be generated between 8.1 and 9.1 to be observed at 19.1. In our definitions, we
will admit such overtaking between messages in the input channels and the output channels, but will —for simplicity
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of the exposition— assume in-order delivery of input messages, as well as in-order delivery of output messages (see
Footnote 1), but will later restrict the setting when presenting our algorithm implementing testing under delay.

Due to overtaking only being allowed between inputs and outputs, the ground-truth corresponding to a monitor-side
observation can be defined in terms of the two projections of the observed timed trace to the inputs and to the outputs,
respectively. To simplify our notation, given a (finite or infinite) timed word p over %, we denote its X projection, i.e.,
the subsequence of pairs in 21 X R, as p|;. Similarly, we denote p’s 3¢ projection as p|o. Both projections are timed
words over the respective alphabet.

As for monitoring, we begin by formalizing delay sets and observations that can be made under delay.

Definition 6.1. An IO delay set D is a nonempty subset of RY o containing pairs of latencies and jitters for the
input channel and pairs of latencies and jitters for the output channel. A D-observation, i.e. an observation that
can in principle be made under delay in D, is a finite timed word p* = (0';‘ , ff ), ..., (0, 7)) such that there is a

(1, 1,0, €0,) € D with 7} > 8o, where i is minimal with o} € Zo.

Note that we only need to constrain occurrences of outputs in the observation, as inputs can be send to the system
under test at any time.
Next, we formalize the notion of ground-truth, i.e., executions of the system under test that are consistent with an

observation.

Definition 6.2 (Testing consistency). Let p* be a {(J, €1, 80, €0) }-observation with p*|; = (azl, TI*,I), e (O'Zml, Tl*,ml)
and p*|p = (O'al, ral), e (cramo, Tamo)' Let p be a finite timed word with p|; = (01,1, 711), ..., (0Ln> T1n,) and
plo =(00,1,70,1) - - > (00,n0» TOnG)-

We say that p is (testing) consistent with p* at observation time t € Ry under (8y, 1, 80, €o) if and only if

(1) 7(p*) < tand 7(p) < max(t,7(p*[1) + (61 +€1)),

(2I) ny =my,and oy; = 6;,1' and 77 — rzi € [, 61 +¢r] forallie{1,...,m},

(20) np 2 mp,and op; = Uz),i and TBJ. - 10, € [60,00 +¢p] forallie {1,...,mp}, and

(3) if np > mo then 15141 = t — (80 + €0)-

We denote the set of timed words p that are consistent with a {(8y, €1, o, €0) }-observation p* at observation time ¢

under (8, &1, 80, £0) by GT (s,.¢1.60.c0) (P" £)- Then, we define GT 1 (p*,1) = U (8,e1.60:20))€ D CT (81.61.8020) (P 1)-

Before we continue, let us compare the previous definition to Definition 3.2, its analogue for monitoring. In Con-
dition (1), we must allow the ground-truth to have a longer duration than the observation to account for inputs that
arrive at the system under test after time ¢ due to the delay. All such inputs must have arrived at time 7(p*|;) + (61 + ¢1).
Furthermore, we can take into account that we are at time point ¢, so we use max(t, 7(p*|r) + (67 + €1)) as upper
bound on the duration of the ground-truth. Further, condition (2) of definition 3.2 has to be stated for both channels
independently. In Condition (2I), we need to consider the difference 7,; — 7] ; to account for the fact that inputs are sent
from the test harness and arrive, after some delay, at the system under test’. Also, we only consider ground-truths that
have exactly the same number of inputs as the observation has (any additional input will be covered by extending the
ground-truth to an infinite word). On the other hand, Condition (20) and Condition (3) are similar to their counterparts

in Definition 3.2.

Example 6.3. Fig. 6 shows a {(Jr, €1, 0, €0) }-observation and a consistent ground-truth and illustrates how the delay
shifts the timestamps of the events. Here, i is an input in X; and o is an output in 3. The length of p is n = 10 and the

length of p* is m = 5. Recall that ¢ is the time of observation.
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. * * * * *
time 0 70,1 To1 TI1 TI1 Tr, TO2 T2 To2 t—(bo+eo) Tz t T3 t+(5r+ep)
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Fig. 6. A {(J, €) }-observation p* and a consistent ground-truth p.

In particular, notice the following:

e As in the case of testing, no output can occur in the observation p* with a timestamp smaller than 5o, as it takes
at least §p units of time for an output to be send from the system through the output channel to the test harness.
Obviously, at the system side (i.e., in the ground-truth p) events can happen at any timestamp, also before dp

(e.g., the first o). Similarly, inputs can be send by the test harness at any time.

The difference Taj - 10,j for j € {1,2} (i.e., the difference between the time an output is observed at the test
harness and the time the event was emitted by the system) must be in the interval [5p, dp + ¢o]. Dually, the
difference 77,; — Tz j for j € {1,2,3} (ie., the difference between the time an input is emitted by the test harness
and the time the event was received by the system) must be in the interval [f, 8 + ¢1].

This can lead to overtaking between inputs and outputs, as evident by the second output being sent from the
system before the second input arrives (i.e.,, 7oz < 772). At the test harness, the situation is reversed: Here, the
second input is sent before the second output is received (i.e., Taz > T}k’z).

o As in the case of monitoring, there may be outputs in the ground-truth that have not been observed by the test
harness, e.g., the last five outputs in p. As before, such events can only have timestamps in the interval [t —
(60 +€0),t(p)], as all earlier events must necessarily have been observed at the test harness at time ¢. Dually,
an input sent by the test harness before time t may arrive after ¢, e.g., the last input. However, all such events

must have arrived at the system at time ¢ + (57 + ¢).

Remark 6.4. By extending the argument presented in Remark 3.4, one can show that GT p(p*, t) is always nonempty,

if p* is a D-observation and t > 7(p*).
Using these ground-truths, we can now define testing under delay.

Definition 6.5 (Testing verdicts under delay). Given a language L C TX®, a set of possible observation delays D, a
D-observation p* € TE*, and an observation time ¢ > 7(p*), the function (VD: 272° _ TS* x Rs¢ — Bs evaluates
to the verdict

T i p max(sr(p)) # € Lforallp e GT p(p*, 1), and all y € TS®,
Vo(L)(p*1) = S L if pmax(rr(p)) # € L forall p € GT p(p*, 1), and all p € T,
?  otherwise.

(V@ (L)(p*,t) is undefined when t < 7(p™*).
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Similarly to the corresponding result for monitoring (see Lemma 6.6), one can prove that our testing verdict function

is monotone in the delays: decreasing the uncertainty about the possible delays preserves conclusive verdicts.

LEMMA 6.6. Let L C TZ?, p* € TZ*, let D C D’ be delay sets, let p* be a D-observation, and let t > 7(p*). Then,
Vo (L) (p*, 1) = T implies Vg (L) (p*, 1) = T and Vgy (L) (p*, 1) = L implies Voy (L) (p*, 1) = L.

Also, as for monitoring, we can refine the testing verdict function from Definition 6.5 to provide information about
the delay parameters (Iy, €1, 00, €0) that can explain an observation. Given L C TZ®, a finite timed word p* € TZ*,
and t > 7(p*), the set of delays A(L, p*, t) that are consistent with the observation p* at ¢ is defined as

Z(L,P*J) ={(é1. &1,60,€0) | Tp € ﬁ&,q,ﬁg,so (p" 1) Ip e T st p ‘max(t,r(p)) H € L}

We denote by Z@(L, p*,t) the set Z(L, PN D.
Conclusive testing verdicts can again be characterized via the sets of consistent delays, which can be proven by the

same argument as for the special case of monitoring (see Lemma 3.11).

LEMMA 6.7. Given L C T3, a set D of delays, a D-observation p* € TE*, and t > 7(p*), we have

(1) Agpy(L, p*,t) = 0 ifand only if Vi (L) (p*, 1) = L, and
) Ap(L p*,t) = 0 if and only if Vi (L) (p*, 1) = T.

Again, even in the case when both delay-sets are nonempty (i.e., the verdict is ?), we can still provide useful information
in terms of the sets A(L, p*, t) and A(L, p*, t) of consistent delays. They are non-increasing during observations: By
extending observations, we (potentially) reduce the set of consistent delays. This result is again proven along the lines

of the proof of the similar result for monitoring (Lemma 3.12).

LEMMA 6.8. Let (p],t1) E (p3, t2) for finite timed words p} and p; witht; > ©(p]) and t > ©(p}) and tp > t1. Then,
A(L. p}.t1) 2 A(L py. 1)

Now, we show how to compute (\7@ (L) following the blueprint developed for monitoring under delay: Given p* and
t, compute the reach-set for GT p(p*, t) in the two TBA for L and the complement of L and then intersect with the
respective sets of nonempty language states. Note that we cannot work with equal-length ground-truths here, as we
have done in the case of monitoring, since we need to allow for unobserved outputs that were sent before the last input
from the observation has arrived at the system. In Figure 6), consider the three outputs in the interval [t — (5o + €0), t]:
As the input at time 773 needs to be part of the ground-truth, we need to allow these outputs as well.

Hence, we need to update our definition of reach-set to consider arbitrary ground-truths, not just equal-length ones:

Given a TBA A, a set D of delays, a finite observed timed word p* € T2*, and t > 7(p*), we define

~ . P
RQ(p".1) = {(q.0 +max(0, (t = 7(p)))) | (g0,v0) =1 (¢,0) where
(qo,v0) with go € Qp, vo(x) =0forallx € C,and p € Eﬁ"@ (p*, 0}

We call this the reach-set of p* in A at ¢t w.r.t. D. Using this, we can define the automata-based verdict function.
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Definition 6.9. Given a TBA A, a complement automaton A (ie., with L(A) = TS \ L(A)), a set D of delays, a
D-observation p* € T3*, and t > 7(p), M@: A XA — TZ* xRy — B3 computes the verdict

e D o« ne _
N B T 1f‘Rﬁ(p,t)ﬂS§—(Z),
Mp (A, A)(p*t) =

'_

D _
1f7€ﬂ(p ) NSE=0,

?  otherwise.
M@(ﬂ, A)(p*, 1) is undefined if t < 7(p).

Using arguments similar to those to prove the analogous result for monitoring under delay (see Theorem 4.7), one

can show that this automata-based definition of testing is equal to the verdict function defined above.

THEOREM 6.10. /’\4\@ (A,A)(p*, 1) = (VD (L(A))(p*,t) for all sets D of delays, all TBA A (and complement au-
tomata A ), all D-observations p*,and allt > t(p*).

This result, while theoretically appealing, is unfortunately hard to implement efficiently using our zone-based

approach.

Example 6.11. Recall that the delay (8y, 1, 5o, €0) = (0, 2,0,0) expresses that the input channel has latency zero and
jitter two while the output channel has latency and jitter zero. Fix some n > 0. Now, consider a (0, 2, 0, 0)-observation p*
with n inputs in the interval [0, 1] and n outputs in the interval [1, 2]. The inputs arrive at the system in the interval [0, 3]
and all outputs are observed at the same time as they have been sent, i.e., also in the interval [1, 2].

In the following, we are focusing only on ground-truths where all inputs arrive in the interval [1, 2] as well. Each
input can arrive at any time in the interval [1, 2], as long as the order of the inputs is preserved. Thus, the n outputs
induce n+1 buckets in which the n inputs can be placed into in the ground-truth. There are (2: ) ways to do so, a quantity
that grows exponentially in n. Hence, even when abstracting away exact time points (this is what our zone-based
construction does), we still need to account for all these possible orderings (which we would need to handle explicitly),

leading to a combinatorial explosion.

Hence, in the following, we consider a setting that does not exhibit this combinatorial explosion while still being
expressive enough to express properties from the use case studied in Section 7. Intuitively, we disallow the overtaking
of inputs and outputs by considering only words in which inputs and outputs strictly alternate. Said differently, after

each input, we need to wait for a corresponding output before the next input can be sent, and vice versa.

Definition 6.12. Let X be the disjoint union of % and £o. A word (o1, 1), (02, 72), . . . is [O-alternating if o; € Xy for
all odd j and o} € X0 for all even j (note that the word needs to start with an input). Given a language L C TX®, let
IO(L) be the set of I0-alternating words in L.

Remark 6.13.
(1) Given a TBA A, one can effectively test whether it accepts only I0-alternating words (i.e., whether IO(L(A)) =

L(A)) by testing the intersection of L(A) and the language of words with two consecutive inputs or two
consecutive outputs for emptiness. As TBA are closed under intersection and emptiness is decidable [1], this can
indeed be done effectively.

(2) Given a TBA A, one can effectively construct a TBA that accepts IO(L(A)) by taking the product of A and a

TBA that accepts the language of all IO-alternating words to accept the intersection of both languages.
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In the following, we restrict ourselves only to words that are I0-alternating. This requires to further restrict the
observations that can be made: An observation p* = (a1, 71) - - - (6, 7ny) is an I0-observation (under (8y, ¢, 8o, €0)) if
p* is I0-alternating and Tjy1 — 7j = 81 + 6o for all odd j, i.e., there is enough time between an input sent and the next
observed output to sent these events through the corresponding channels.

The following theorem shows that we can test MITL specifications w.r.t. IO-alternating words. Note that IO(L(A)
and IO(L(A) partition the set of I0-alternating words, which implies that M »(IO(L(A)),IO(L(A))) is well-defined.
Furthermore, by considering these TBA, we restrict ourselves to extensions of ground-truths of the observation that are

I0-alternating, all other words are ignored.

THEOREM 6.14. The restriction of/’\/[\g) (IO(L(A)),IO(L(A))) to [0-observations is effectively computable for specifica-
tions given by TBA A and A, and D = {(85, 1,80, €0) | 81 € [, us] and 5o € [£o,uo]} for given £y, uy, €0, uo, €1, €0 €
Qxo.

ProoOF. We generalize the construction presented above for monitoring to testing, i.e., we show how to compute
reach-sets and then intersect them with the non-empty language states. Due to Theorem 6.10, this suffices to compute
Mo (I0(L(A). I0(L(A))).

Instead of just adding the clock etime as in the case of monitoring under delay, we now add two clocks etimer, etimeo,
and change the initial zones to include the latency bounds as the differences between the clocks etimep, etimer and
time. The idea here is that etime; < time < etimep and that time — etimey reflects the input delay from the test harness
to the system under test that applies to test stimuli, while etimep — time corresponds to the output delay affecting
responses from the system under test. Given a symbolic state (q, Z) where Z is extended with clocks time, etimey, and
etimeg, and a pair (0, 7) € {I, 0O} X Q¢ we define the following zone operation:

(@ 2) A (0,7) = (g, Z A etimey € [r,t+¢7]) ifo=1,
(q.Z A etimeg € [t —€p,7]) ifO=0.
Given a TBA A extended with clocks time, etime; and etimep, and an observation (o,7) € X X Qx¢, the set of

possible successors of a symbolic state (g, Z) is

Succio((q. 2), (0,71)) {(¢’,Z") A (direction(c),1) | (¢’,Z") € post((q, Z),c)}, where

I ifoezy,

direction(c) =
O ifoe 20,

and

Succio(S, (0,7)) = U succro((q, 2), (0,7))
(q.Z2)eS

collects the successors of a set of symbolic states S. In order to use Succro to compute the reach-set, we need a different
initial zone than Z;. We define Zéo to extend Zy with time, etimey and etimep and set the bounds on the differences of
these clocks to be the input/output delay bounds. Given a TBA A = (Q, Qo, 2, C, A, ) and latency bounds 1, uy, {0, uo
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then we have that:>

etimep —time€ [{o,uo |

Zéo = etimep — time < up A time — etimeg < —fp A
Vx € CU {time} : x =0 A

etimer — time < —{f A time — etimey < ug .

time—etimey € [ £r,ur |

We can now compute the reach-set after a sequence of observations. Given a TBA A, a finite timed word p

m

(01,71),...,(0on,Tn) € TZ*, a time point t > 7(p), and a set of delays D = {(81,¢1,80,€0) | o1 € [fr, ur] and dp

[o,up]} for given f1,ur, o, uo, €1, €0 € Qxp, the reach-set can be computed as ﬁg (p*,t) = Sp+1 where Sy
{(qO,ZéO) | go € Qo} and S; = Succyo(Si-1, (0i, 73)) for i € [1,n], and

Sn A (I,t)  if direction(o,) = O
Sn+1 =1Sn A (O,t) if direction(oy) =T andt > I +up + €0
Sn otherwise

The computation of the set of non-empty language states requires us to enforce IO-alternation by taking the
intersection with an automaton Ao that accepts all IO-alternating words such that IO(L(A)) = L(A ® Ajo) as
described in Remark 6.13.2. This allows us to implement the testing function by computing the reach-sets and intersecting

them with the set of non-empty language states. O

7 Implementation

In this section we demonstrate our tool implementation of the monitoring and testing procedures described in this
paper. We run experiments to demonstrate the efficiency and illustrate the evaluation of consistent latencies.

The tool MoNITAAL* implements monitoring and testing under delay as described in this paper. This includes
the difference-bounded matrix data structure to handle clock zones, parsing property automata modeled in UppAAL,
computing the set of nonempty language states, computing the reach-sets in an online fashion over an observed word
based on latency and jitter bounds in [0, co[, providing verdicts T, L or ?, and providing bounds on the latency values
that are consistent with T and L for both inputs and outputs.

MoniTAal monitors a property by utilizing an automaton for the property and its complement. A series of observations
can then be provided to compute verdicts. Bounds on latency and jitter can be given when monitoring under delay,
where the valid latency values are computed for each verdict.

We give a short demonstration going through Example 5.4 using MoniTAal to monitor the property Fjg 101aAG[g,20] ~b
over the timed word (a, 17.3), (b, 27.5), where the latency is between 0 and 10, and the jitter bound is 0.2. Listing 1
shows the output of the tool on lines 3-9 and 13-19 after each observation (4, 173) on line 1 and (b, 271) on line 11.
Note that we multiply all timing values by 10 in order to use integer, rather than rational, time points. After the first
observation, the verdict is ? (inconclusive) (line 3). Furthermore, we see that the consistent latencies for the T (positive)
verdict are now tightened to [71, 100] (line 5). The consistent latencies for the L (negative) verdict are still in [0, 100]
(line 8). The second observation is (b, 271) on line 11, after which the verdict is still ? (inconclusive) (line 13), but the T
3Technically speaking, the constraints defining ZI© require negative clock values for etime;. This can be avoided by a shift in the bounds between time

and etimey, or by letting time pass.
4https://github.com/DEIS-Tools/MoniTAal
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consistent latencies are now tightened further to be within [71, 75) (line 15), while the L consistent latencies are still in
[0, 100] (line 18).

Input: @173 a

Verdict: INCONCLUSIVE

Positive:

Consistent latencies: {[71,100]}
Jitter bound: 2

Negative:

Consistent latencies: {[0,100]}
Jitter bound: 2

Input: @271 b

Verdict: INCONCLUSIVE

Positive:

Consistent latencies: {[71,75)}
Jitter bound: 2

Negative:

Consistent latencies: {[0,100]1}
Jitter bound: 2

Listing 1. Demonstration of MoniTAal over Example 5.4.

For realistic experiments, we took traces and properties from the gear controller model in [28]. The model, along
with its formal requirements, was created by the company Mecel.

To demonstrate the tightening of bounds for the latency parameters, we monitor the response property
@gear = G[0,00] (RegNewGear — F[150,1205] NewGear)

that requires the gear controller to change gear within 150 ms to 1205 ms after a shift request. In this experiment the
event ReqNewGear is an input from the test harness and NewGear is an output from the system under test, i.e., we are
concerned with active testing where the inputs arrive after some delay at the system to be monitored and the outputs
from the system are only observed after some delay.

To verify @geqr, we start the monitor with the known bounds on the unknown latency and the jitter. We apply the
monitor to original traces of the gearbox model, which have their timestamps modified by an assigned input-/output
latency (which is unknown to the monitor) plus a random jitter value. The traces have a chance of providing an error,
which means that the system changes the gear before 150 ms or after 1205 ms. Because of the unknown exact delay,
the monitor is not guaranteed to catch the error and give a L verdict immediately; however, it will tighten the latency
bounds and may provide a verdict after further observations.

First we monitor ¢geqr With latency parameters §; € [10,50] and dp € [60, 100] and a jitter bound of 10. The actual
input and output latency is 45 and 65. The trace provided had an error at observation 16 and 22, after which the monitor
gave a L verdict.
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Bounds on dp

® Bounds on &y ®Bounds on §p + dr
T T
100 |- 5 S REUE a
110 |~ =
65 |- -
45 |- + 700 h
10 |- -
. . 0 | . P
! ! ! ! ! !
1 16 22 1 16 22
# Observation # Observations

Fig. 7. Test run with 22 observations ending in a L verdict where 6y € [10,50], 5o € [60,100], ¢ = 10 and the actual input latency is
65 and the actual output latency is 45. Errors occurred at the 16. and 22. observation. The maximal size of reach-sets is five states.

The changing bounds of T-consistent latencies are illustrated in Fig. 7 where the left side shows the upper and lower
bounds on the input (red, at the top) and output (yellow, at the bottom) latency and the right side shows the bounds
on the latencies added together (blue). When a gear is changed outside the bounds of the property, this is an error
at the system, and is marked by a dashed vertical line at the index of that observation. As the first error occurs (at
time 16), all lower bounds on latencies are tightened significantly. The actual latency of the output (which is 65) here
already becomes inconsistent with the T verdict, but as the actual latency is unknown, this remains undetectable and
the verdict stays inconclusive at this point of time. Yet another error occurs at the 22nd event, at which point the set of
consistent delays for the T verdict becomes empty and the L verdict is given.

We monitor ¢geqr again, now with different latency bounds &7 € [0,90] and 5o € [100, 200] and the actual input-
/output latency is 60 and 120.

Fig. 8 shows the changing latency bounds where a single error occurs in the first response (observation 2), after
which the upper bounds of the input-/output latency lower slightly, while the upper bound on the combined latency is
tightened significantly. It drops slightly below the actual combined latency, which is 180, but this remains undetectable
as the actual latency is unknown. Over the course of subsequent observations, the lower bound on the combined latency
increases repeatedly, even though no further erroneous behavior is observed. After 22 observations, the set of consistent
combined latencies finally becomes empty, and consequently the verdict L is given. Note that this conclusive verdict is a
consequence of a complex temporal matching process that tries to align the correct observations between time instants
3 and 22 with the possible observation delays and only thereby conclusively detects the single error that occurred at
the very beginning of the observation.

To examine the performance of our monitoring algorithms, we again monitor the property @geqr, but in this case
over a trace that does not feature any errors such that monitoring will not terminate early with a conclusive verdict. As
the monitor does not terminate, we can evaluate the monitor performance over arbitrarily long traces ranging from
1,000 to 10,000 events. In these experiments, we compare three scenarios: classic is regular monitoring with no delays,
delay is where every observation is an output, and testing is where the request is a delayed input and the response is a
delayed output. In the delay and testing cases the delay parameters are d1, 5o € [0, 100] and ¢f, ¢ = 10.
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Bounds on dp

® Bounds on J; mBounds on §p + &1
T
200 = o290 b
120 : - 180 |- .
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2 22 2 8 12 22
# Observations # Observations

Fig. 8. Test run with 22 observations ending in a L verdict where §; € [0,90], 5o € [100,200], ¢ = 10 and the actual input latency is
60 and the actual output latency is 120. A single error occurred at observation # 2. The maximal size of reach-sets is five states.

The maximal response time and number of symbolic states in the reach-set of the three scenarios are plotted in
Table 1. Response time is the time it takes from observing an event to providing a verdict. The size of the reach-set is
the number of symbolic states stored in the representation of the reach-set. In the implementation, the reach-set is
stored as a set of symbolic states which might contain redundant information. To minimize the size we check for zone
inclusion, such that a symbolic state (g, Z) is only stored if it is not included in another stored state (q, Z") with Z C Z’.
We also employ the inactive clock abstraction from [14].

The size of the reach-set obviously affects the response time negatively, as is evident from the differences between the
classic, delay and testing cases. However, all response times remain below 300 us, demonstrating that the implementation
can sustain real-time monitoring of the response property over an arbitrary number of observations and in all scenarios,
even in the complex testing scenario with both input and output delays. It is also interesting to note that in the testing
case, the maximal number of states increased significantly. This is due to the fact that we add two clocks that are
continuously changed but never reset. The property itself only requires a single clock, so the total number of clocks in
the classic, delay and testing scenarios are 1, 3, and 4. The stored symbolic states then have more constraints that can
be different from each other. If resulting zones have slightly shifted bounds between etimey and etimeg, it might be

beneficial to check if any zones can be merged, in order to make the reach-set representation more memory-efficient.

8 Conclusion

We have introduced zone-based algorithms realizing optimal (in the sense of being anticipating [7] as well as conclusive
under uncertainty [16]) online operational monitoring and testing of embedded real-time systems when the communi-
cation between the monitor (or testing harness, respectively) and the system is subject to unknown (up to bounds) delay.
This situation is rather typical in practice as observations are mediated by sensors, may involve conversion between
analog and digital, or pass communication networks and consequently are indirect in general, leading to delays and
inexact time-stamping. Our constructions thus fill a gap in the pre-existing theories for monitoring and testing hard
real-time systems, which tend to assume full and exact temporal observability by immediate coupling or, equivalently,
perfect synchrony between systems and their monitors or test harnesses.
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Table 1. Results for monitoring @geqr under delay and test over traces with varying length.

# Observ. Max. response time (us)  Max. # Symbolic States
Classic Delay Testing Classic Delay Testing

1000 66 82 217 2 3 11
2000 42 76 153 2 3 11
3000 63 83 233 2 3 11
4000 34 84 230 2 3 11
5000 63 68 216 2 3 11
6000 67 101 216 2 3 11
7000 66 64 228 2 3 11
8000 59 73 215 2 3 11
9000 77 70 256 2 3 11
10000 47 77 216 2 3 11

We assume no knowledge of timing information of observations, except knowing when they are received. However,
one could imagine a scenario where some output observations include timing information from the system. This
information would give us the exact delay (latency + jitter) of a specific observation and, while not providing an exact
synthesis, could be used to refine the latency parameter. Thus the parameter would not necessarily be fully determined,
and is still needed in the gaps between future observations and for observations without timing information.

A notable point of our construction is that it applies a reduction to simple timed automata and is purely zone-based
despite the unknown communication delay being a timing parameter. The construction thus not only avoids the
complexities of property analysis for parameterized timed automata [4], but also provides an instance of monitoring and
testing under uncertainty where the underlying arithmetic constraint systems remain of fixed dimensionality (namely
the number of clocks in the property automata plus two for monitoring) despite their history dependence. This is in
stark contrast to direct constraint encodings growing linearly over history length as in [16].

In further research, we study the question of monitorability [7]: some properties will never give definitive verdicts
(e.g., “infinitely often a”) and are therefore not useful for monitoring. We conjecture that our zone-based approach can

be exploited to decide monitorability of real-time properties.
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