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Abstract

Runtime verification of temporal properties is essential for ensuring the correctness and reliability of real-time systems,
particularly in cyber-physical systems. A significant challenge in this domain is the effective prediction of property failure or
success, especially when dealing with partially observable systems. This paper addresses these challenges by developing an
Assumption-Based Runtime Verification (ABRV) approach for a continuous real-time setting. Our method exploits assump-
tions about the system’s behavior, specified as Timed Automata, to enable monitors to predict future outcomes and handle
unobservable system parts, such as internal faults. Properties to be monitored are specified using Metric Interval Temporal
Logic (MITL). The approach also includes formalizing observations with data and time uncertainty using sequences of timed
constraints. We present a zone-based online algorithm for computing the monitoring verdict, implemented on top of the
UPPAAL tool. Experimental evaluation on proof-of-concept cases demonstrates the approach’s feasibility and effectiveness,
illustrating how assumptions facilitate earlier verdicts, enable monitoring of properties dependent on unobservable events,

and provide insights into scalability.

Keywords Assumption-based Runtime Verification - Real-Time - MITL - Timed Automata

1 Introduction

The problem of monitoring timed properties has gained
significant attention due to its crucial role in ensuring the
correctness and reliability of real-time systems. The runtime
verification of temporal properties over timed sequences of
observations is crucial in various applications ranging from
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cyber-physical systems including autonomous vehicles and
beyond. While different solutions for runtime verification of
timed temporal properties have been presented [1-5], some
challenges remain to be addressed, in particular extending
these solutions with prognosis and diagnosis capabilities.
More specifically, we are here interested in effectively pre-
dicting in advance the failure of properties and in handling
partially observable systems.

In the discrete-time setting, these challenges have been
addressed with Assumption-Based Runtime Verification
(ABRV) [6-9]. ABRV uses assumptions about the behav-
ior of the system to predict the future behavior of the system
and to relate observable and non-observable variables. These
assumptions can be derived, for example, from models pro-
duced during the system design, or from the data collected
from the system in operation. Exploiting assumptions, the
monitor can anticipate the detection of property failures.
Moreover, the specification is no more limited to the interface
of black box systems as in traditional runtime verification, but
can be extended to constrain also the internal non-observable
parts (such as, for example, internal faults).

Thus, in this setting, partial observability means that the
monitor may not receive information about the occurrence

@ Springer


http://crossmark.crossref.org/dialog/?doi=10.1007/s10270-026-01394-6&domain=pdf

A. Cimatti et al.

of some events (e.g., internal faults or signals not exposed
at the system interface). The knowledge on the system exe-
cution is therefore underspecified: an observation constrains
what must have happened, but leaves unobservable events
unconstrained. Assumptions are then used to reconstruct and
constrain the possible behaviors of the system compatible
with the observed events. The assumption alphabet includes
observable and unobservable events and, when combined
with the observation, generates all executions consistent with
what was seen. This allows the monitor to reason about prop-
erties that refer to unobservable events and to issue definitive
verdicts even when such events were never directly observed.

In ABRY, the output of the monitor has four possible val-
ues:

e T (Satisfied): given the sequence of observations, the
system satisfies the specified temporal properties under
the given assumption.

e | (Violated): this value indicates that the observed behav-
ior of the system violates the specified temporal property,
under the given assumption.

e X (Out-of-model): the observed behavior violates the
assumptions, i.e., there is no run of the assumption com-
patible with the observations.

e ?(Unknown): given the current observations and assump-
tion, it is not possible to determine definitively whether
the property is satisfied or violated.

In this work, we enhance ABRV for real-time systems,
where:

e Properties are expressed in Metric Interval Temporal
Logic (MITL).

e Assumptions are specified using Timed Automata.

e Observations incorporate data and time uncertainty, cap-
tured via sequences of timed constraints.

We formally define the semantics of monitoring under
assumptions in this setting and prove that our monitoring
function satisfies desirable properties: impartiality, once a
definitive verdict is issued, it remains valid for all future
observation extensions; anticipation, a definitive verdict is
issued as early as possible when sufficient evidence exists;
we introduce a partial order on the four verdicts { T, L, x, ?},
formalizing how assumptions and observations refine the ver-
dict.

Like in the discrete-time case [9], the assumption allows
the monitor to give a T or L verdict even if the prop-
erty contains future operators and non-observable events.
For example, suppose we monitor the MITL property ¢ =
Fo,101a A Gio,20—b (expressing that there is an “a” in the
first ten units of time, but no “b” in the first 20 units of
time) and we assume that the system satisfies the assump-
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tion ¥y = Gjo,117b A G(a — Gjo,101—b) (expressing that
there is no “b” in the first unit of time and no “a” is followed
by a “b” within ten units of time). Then, the monitor can
output a T verdict even before time 20, for instance at time
10 when “b” is false in the interval [0, 10] and “a” is true at
time 10. Further, it can even give the verdict T if “b” is not
observable, e.g., when “a” is true at time 0 and 10.

One of our main contributions is a rich definition of obser-
vations that take into account both data and time uncertainty.
As in the discrete case [9], the observations are represented
by formulas that can capture the uncertainty on data. For
example, —a means that a is not seen but “»” can be true
or false. The approach is further extended to have uncer-
tainty on time, taking into account potential errors in the time-
stamps with which the monitor receives data from the system.
This is represented in the observations with time intervals
that are associated to observation formulas. Thus, for exam-
ple, we can say that “a” is seen in the interval [6, 7] but we
do not know exactly when. Also, we support multiplicities
to express bounds on the number of occurrences of events.
Finally, we concatenate triples of formulas, time intervals,
and multiplicities to form complex sequences of observa-
tions. For example, the sequence

(@,10,0], =1 (=a,[0,7],=z0)(a,[6,7],= 1)
(—a, [6,16], > 0) (a, [15, 16], = 1)

says that we see three a’s, one at time 0, another in the interval
[6, 7], and a final one in the interval [15, 16] and that we do
not know anything about “b” in between the three “a” (intu-
itively, an observation with an = 1 (> 0) indicates exactly
one occurrence (zero or more occurrences)). If the system
satisfies the assumption ¢ from above, we can conclude at
time 16 that the property ¢ is true despite the uncertainty
about time and b.

We propose a zone-based online algorithm that at any
time provides a monitoring verdict saying if the property is
satisfied or violated given the assumption and a sequence
of observations. We implemented the algorithm on top of
UPPAAL and show the feasibility of the approach. Espe-
cially, we demonstrate how the assumptions can be effective
in anticipating the satisfaction/violation of timed properties
and in handling properties that predicate over unobservable
events. We also report on the influence of unobservable events
on the response time, the time it takes to compute a verdict
when given a new observation.

This paper significantly extends the work presented in [10]
by providing more formal theoretical underpinnings, e.g., the
results in Subsection 3.2 showing that our definition is antici-
patory, impartial, and monotone in all parameters, as well as a
new consistency check for observations (Lemma 3). Further-
more, it enhances the definition and handling of observations
by incorporating a richer set of multiplicities, i.e., from
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“exactly one” and “any number” to “exactly k”, “at least
k”, and “at most k” for every k € N. Among other things,
this now allows to express upper bounds. Similarly, the orig-
inal monitoring algorithm has been extended to support such
multiplicities. Finally, we present an additional case study in
Subsection 5.3 along with more detailed experimental results
for the previous case studies.

The remainder of the paper is organized as follows. Sec-
tion 2 introduces the necessary preliminaries, including timed
words, Timed Automata, and MITL. Section 3 defines the
monitoring problem under assumptions and presents the for-
mal semantics, including proofs of impartiality, anticipation,
and the partial order on verdicts. Section 4 develops a zone-
based algorithm for monitoring under assumptions, handling
uncertainty in both data and time. Section 5 describes our
implementation built on UPPAAL and presents experimen-
tal results that demonstrate feasibility and the benefits of
assumption-based monitoring. Section 6 discusses related
work, and Section 7 concludes with future research direc-
tions.

2 Preliminaries

The set of natural numbers (excluding zero) is N, we
define Ny = N U {0}, the set of non-negative rational num-
bers is Q>0, and the set of non-negative real numbers is Rxg.
The powerset of a set S is denoted by 25.

2.1 Timed Words

A timed word over a finite alphabet ¥ is a pair p = (o, 7)
where o is a word over ¥ and t is a sequence of non-
decreasing non-negative real numbers of the same length
as o. Timed words may be finite or infinite. In the lat-
ter case, we require limsupt = oo, i.e., time diverges.
The set of finite timed words is denoted by 7TX* and the
set of infinite timed words by 7 X“. We also represent a
timed word as a sequence of pairs (o1, 71)(02, 72) .... If
p = (o1, 11)(02, 12) - - - (0, T,) 18 a finite timed word, we
denote by t(p) the total time duration of p, i.e., 7, (with
the convention 7(¢) = 0). We lift this definition to lan-
guages L € TX* by defining 7(L) = sup,¢; 7(p), which
can be infinite.

If p1 = (o], )0y, 7))... (0}, 7)) is a finite timed
word, pp = (012, 1'12)(022, 122) ... a finite or infinite timed
word, and ¢ € R then the concatenation p; -; p2 is defined
if and only if t+ > 7(p1). Then, we define p; -+ oo =

(o1, 11)(02, T2) - - - such that

ol ifi<n t! ifi <n
o = 2 and T = )

o, eclse T, +1t else.

We lift this definition to sets L} € TX* and L, C TX* U
TX? via

Ly Ly=A{p1+p2|p1 €Liand ps € Ly},

provided we have r > t(Ly).

Remark 1 The following two properties, which follow directly
from the definition of concatenation, will be useful later on.!
LetL, L' C TX*

1.IfLC L andt(L), (L) <t,then L , TX® C L' -,
T,
2. Ift(L)<t<t,thenL -, TX® C L TX®.

2.2 Timed Automata

A timed Biichi automaton (TBA) B = (Q, Qo, &, C, A, F)
consists of a finite alphabet X, a finite set Q of locations, a
set Qp C Q ofinitial locations, a finite set C of clocks, a finite
set A C 0 x O x X x2€ x G(C) of transitions with G(C)
being the set of clock constraints over C, and a set ¥ € Q
of accepting locations. A transition (¢, ¢’, a, A, g) is an edge
from g to ¢’ on input symbol a, where A is the set of clocks to
reset and g is a clock constraint over C. A clock constraint is
a conjunction of atomic constraints of the form ¢ ~ n, where
cisaclock,n € Nyp,and ~ € {<, <, =, >, >}.

A state of 5 is a pair (g, v) where ¢ is a location in Q
and v: C — Rs¢ is a valuation mapping clocks to their
values. For any d € Rso, v + d is the valuation x +—
v(x) + d. A run of B from a state (gg, vg) over a timed
word (o1, 71)(02, T2) - - - 1S a sequence

(o1,71) 02,T, ,
(90, v0) /5 (g1, v1) =2 (g2, v2) 25 -

where for all i > 1 there is a transition (g;—1, g, 0i, Ai, &)
such that v;(c¢) = 0 for all ¢ in A; and v;(c¢) = vi_1(c) +
(t; — ti—1) otherwise, and g; is satisfied by the valuation
vi—1 + (t; — ti—1). Here, we use 79 = 0. Given a run r,
we denote the set of locations visited infinitely many times
by r as Inf(r). A run r of B is accepting if Inf(r) N F #
@. The language of B from a starting state (g, v), denoted
L(B, (g, v)), is the set of all timed words with an accepting
run in B starting from (g, v). We define the language of 5,
written L(B), to be | J q L(B, (g, vp)), where g ranges over
all locations in Q¢ and where vg(c) =0 forallc € C.

Proposition 1 ([11]) Forall TBA B, B’ thereisa TBA BB’
with L(B® B') = L(B) N L(B'). The set of states of B B’
is O x Q' x {0, 1}, where Q and Q' are the sets of states of
B and B', respectively.

! Note that we could formulate the properties more generally by con-
catenating with languages other than 72, but we refrain from doing
s0, as this is the result we need later on.
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2.3 Logic

We use Metric Temporal Interval Logic (MITL) to formally
express properties to be monitored in our examples. These
can be translated into equivalent TBA which we use in our
monitoring algorithm.

The syntax of MITL formulas over a finite alphabet X is
defined as

pu=pl-eleVve|Xip|eUsp,

where p € ¥ and I ranges over non-singular intervals over
R>o with endpoints in Ny U {oco}. Note that we often write
~nfor I={d € R |d ~ n} where ~ € {<, <, >, >}, and
n € N. We also define the standard syntactic sugar true =
pV —p, false = =true,p AY = =(—p V Y), ¢ —
Y = - VY, Frp = true Ujgp, and Gjp = —Fj—o.
Finally, we often omit the interval [0, co] for readability.
The semantics of MITL is defined over infinite timed
words. Given such a timed word p = (o1, 11)(02, T2) -+ €
T X, a position i > 1, and an MITL formula ¢, we induc-
tively define the satisfaction relation p, i |= ¢ as follows:

p,i = pifandonly if p = o;.

p,i E—gpifandonlyif p,i [~ ¢.
pilEeVYifpiEgorp,iEY.

0,1 = Xjpifandonlyifp, (i+1) Egandtiy ) —1; €
I.

e p,i = ¢ Ury if and only if there exists k > i such that
o, kEV, n—1€l,andp, j Eepforali <j <k.

We write p = ¢ whenever p, 1 = ¢, and say that p satisfies
¢. The language L(¢) of an MITL formula ¢ is the set of all
infinite timed words that satisfy ¢.

Theorem 1 ([12, 13]) For each MITL formula ¢ there exists
a TBA B such that L(¢) = L(B).

Example 1 Figure 1 illustrates the above theorem by provid-
ing TBA for the formula s A Fjo 10ja A Go,20i—b and its
negation. The formula requires the first symbol to be an “s”,
that an @ occurs within ten time units after the first sym-
bol, and that no b occurs within twenty time units after the
first symbol, i.e., the “s” marks the initial timestamp of the

processed word.

In the following, for the sake of readability, we use ¢ also
to denote properties, i.e., subsets of 7 X, and use MITL only
to specify properties in examples.

3 Monitoring under Assumptions

Monitoring timed properties [1, 5] requires to determine
whether every extension of a finite observation (a finite timed
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word) satisfies a given property (yielding the verdict T),
whether every extension violates the property (yielding the
verdict L), or neither is true (yielding the verdict ?). In
this section we introduce monitoring of real-time properties
under assumptions and partial observability.

We begin in Subsection 3.1 with an informal description
of monitoring of real-time properties under assumptions and
partial observability. Then in Subsection 3.2 we present an
abstract definition capturing this description, and prove some
basic properties about it. This abstract definition employs
arbitrary timed languages for observations, assumptions, and
specifications, and is therefore not algorithmically feasible.
Finally in Subsection 3.3 we present an effective concreti-
sation of the abstract definition, using timed automata and
finite expressions to represent assumptions, specifications,
and observations, respectively.

3.1 Motivation

Monitoring under assumptions involves two changes over the
classical monitoring framework.

Firstly, the assumption itself: In its most general form, it
isaset A C TX® of infinite timed words. Intuitively, A
contains the executions we assume to be possibly generated
by the system we are monitoring. Hence, every execution
that is not in A does not need to be taken into account when
determining a verdict, i.e., the assumption refines verdicts.
However, this also means that our assumption can be invali-
dated if we observe an execution prefix that is not consistent
with our assumption. This requires a new verdict, denoted by
x. In this case, the assumption needs to be refined as it does
not match our observation.

Secondly, we allow inexact observations: In the classical
setting, we observe a finite timed word (o1, 71) - - - (0%, Ty)
and reason about its possible extensions. Hence, we implic-
itly presume that no other events occurred between time O
and 7, and that the time points are exact. In the following,
we allow for some imperfect information about the obser-
vation. In the most general form, an observation is then a
set O C TX* of finite timed words. Intuitively, O contains
those words that are consistent with our (imperfect) obser-
vation.

Example 2 Consider the property “s A Fjo,101a A G[0,201—b”
of Example 1. Monitoring this property on a timed word
starting with “s” at time O provides a conclusive verdict in
the following cases:

e The property is false at any time in the interval [0, 20] if
a “b” is observed.

e The property is false after time 10 if “a” was not previ-
ously observed.
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Fig.1 A TBA for the languages
of the formula ¢ =

s A Fio,100a A Go,20)—b and its
negation: If location ¢ (—¢) is
accepting then it accepts

L() (L(~¢))

e The property is true after time 20 if “b”” was not previously
observed and “a” was observed in the interval [0, 10].

Note that a positive verdict can only given after time point 20,
as any “b” before or at time point 20 implies that the property
is violated.

Consider now the assumption “s A XG=s A G[o,117b A
G(a — Gio,101—b)” which corresponds to the TBA in Fig-
ure 2. Then, if “s” was observed at time O and “a” was
observed in the interval [0, 10], as soon as we see another
“a” at some time point ¢ € [10, 20] and have not observed a
“b” before ¢, we can conclude that the property is true already
at time point ¢, which may be strictly smaller than 20. In this
case, the assumption leads to earlier verdicts.

On the other hand, if after the two “a”, a “b” is observed
in the interval [z, ¢t + 10], then the observation violates the
assumption, even if the property may be satisfied (i.e., if the
“b” is observed in the interval (20, ¢ + 10])

Example 3 Let us consider again the property “s A Fjo,101a A
G0,201—b” but now we observe “a” (possibly) with uncer-
tainty on the timestamps and “b” is unobservable. For
example, after the initial “s”, we observe “a” at time O,
another time in the interval [6, 7] and a final time in the
interval [15, 16], but no other s, and now is time 30. The
words that are consistent with these observations have the

form (s, 0)po(a, 0)p1(a, t1)p2(a, t2) p3 where

e t1 €[6,7]and 1, € [15, 16],

e ppisa(possibly empty) finite timed word (b, 0) - - - (b, 0),

e p1 is a (possibly empty) finite timed word (b, 1] 1)
<o (b, t1 ) witht j € [0, 1] forall 1 < j < ny,

e py is a (possibly empty) finite timed word (b, 12 1)
coo(b,typ,) With 1 j € [t1, 2] forall 1 < j < np,
and

e p3 is a (possibly empty) finite timed word (b, 13 1)
<o (b, 13 05) with 13 j € [12,30] forall 1 < j < n3.

a,b,s

Without assumptions we cannot have any conclusive ver-
dict, because we do not know if a “b” occurred before time
point 20 or not. But with the assumption from the previous
example, we can conclude at time 16 that the property is true:

e po must be empty, as there cannot be a “b” within the
first unit of time.

e p1 must be empty, as there cannot be a “b” for ten units
of time after the “a” at time point 0 and 7; <7 < 10.

e oy must be empty, as there cannot be a “b” for ten units of
time after the “a” at time point #; and t, < 16 < #; + 10.

e p3 cannot contain a “b” with timestamp #3 ; < 20, as this
would imply that a “b” has occurred less than ten units

[T

of time after the “a” at ;.

Thus, under the assumption, we can make a definitive verdict,
which we could not without the assumption.

3.2 Abstract Definition and Basic Properties

In the following, we formalize this intuition. To develop the
theory as general as possible, we allow real time points in the
observations. Later, when we are concerned with algorithms,
we will restrict ourselves to rational inputs. In the same spirit,
we begin with a very abstract definition of monitoring under
assumptions. Later, we will explain how to represent the
property, the assumption, and the observation finitely.

Definition 1 Let B4 = {T, L, ?, x}. Given a property ¢ C
T X of infinite timed words, an assumption A € T X%, an
observation O C T'X*, and a current time point ¢ > 7(0),
the function V: 27" x 27"y - 27" x Rsg) — By
evaluates to a verdict with the following definition:

Vip, A)(0,1)
x ifO4+TZ?NA=0,
T ifO4TE?NA#APand O 1 TEY N A C g,
L ifO4+TEX?NA#Pand O  TE’NACTE?\ ¢,
?  otherwise.
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Fig.2 A TBA for the language
of the formula s A XG—s A
G[o,l]—'b A G(a — G[(),l()]—'b)
with accepting locations ¢g; and
q2

V(p, A)(O,t) is undefined when t < t(0).

Before we study how to specify assumptions and obser-
vations, and how to compute V, we study some properties
of V. First of all, our definition satisfies the two maxims of
“impartiality” and “anticipation” [14]: Impartiality requires
that if an observation yields a definitive verdict (i.e., T, L,
or x in our case), then every continuation of the observation
also yields the same verdict. Note that impartiality is satisfied
by always giving the verdict 2. Hence, anticipation requires
that a definitive verdict is given as soon as possible.

To formalize this in the setting of inexact observations,
we need to define what it means for an observation to extend
another one. Let O, O’ € TX* and t > 7(0). We say that
O’ extends O at t, written O C; O’ if

e for every 0 € O there exists an o* € TX* such that
00" € 0 and

e foreveryo’ € O’ thereexistsano € O andano* € TT*
such that o’ = o0 -; 0*.

Also note that extending an observation that is consistent
with an assumption A might lead to an observation that is
no longer consistent with A, which implies that a (definitive)
verdict T or L may turn into the definitive verdict x when
an observation is extended. This has to be taken into account
when defining impartiality for monitoring under assump-
tions.

Lemma 1 Fix a property ¢ € TX? and an assumption A C
Txe.

1. V is impartial, i.e., V(p, A)(O,t) € {T, L, x} implies
V(p, A)(O', 1) € {V(p, A)(O, 1), x} forall O C, O/,
t > 1(0), and t' > t(0), i.e., a definitive verdict is
stable under further observations, as long as the obser-
vations are consistent with the assumption.

2.V is anticipatory, i.e., V(¢p, A)(O,t) = ? implies that
O0+TXNAN@pand O TZ’NANTX\ ¢ are both
nonempty, i.e., the observation O is consistent with the
assumption and satisfaction of ¢ and the observation O
is consistent with the assumption and the violation of ¢.
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z>1Ay>10 y <10
Fig.3 The (partial) specificity X
order < on By
A «
1L T
~ ks
?

Proof 1)If O &, O',t > ©(0), and t' > ©(0’), then
O+ TX® 2 O - TEZ®. We will apply this fact in each of
the cases of the following case distinction.

e If V(p, A)(O,t) = x,thenwehave O 4 T’ NA =0
by definition. Hence, we obtain

O wTENACO,TENA=40,

which implies V(p, A)(O’, ') = x, as required.

e If V(p, A)(O,t) = T,thenwehave O 4, TZ’NA £
and O 4 TEZ® N A C ¢ by definition. Now, if O’ -
TX® N A = @, then we obtain V(p, A)(O',1") = x,
i.e., the observation O was extended to O’ in a way that
is not longer consistent with the assumption A. On the
other hand, if 0" -y TZ® N A # {, then

O TE®NACO ,TZ?NAC o,

which implies V(p, A)(O’, ') = T, as required.

e The reasoning for V(¢, A)(O,t) = L is dual, we just
have to replace T by L and ¢ by 7 X \ ¢ in the previous
case.

2.) This follows directly from the definition. O

Now, let us order B4 with the partial order shown in
Figure 3, with the intuition that < orders verdicts by their
specificity.

Then, more restrictive assumptions and more precise
observations lead to more specific verdicts.

Lemma2 Let A D A, O D O, andt <t witht > t(0)
andt’ > t(0"). Then,

V(p, A)(0,1) X V(p, A)(O',1).

Proof We proceed by case distinction.
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e IfV(p, A)(O,t) = 2, the claim is vacuously true, as ? is
the <-smallest element in By.

o IfV(p, A)(O,t) = T,then wehave O -, TX“NA # ¢
and O TX“NA C ¢bydefinition. Now, if we have 0.,/
TN A = @, then V(p, A)(O',t') = x, which, as
<-largest element, is more specific than V (¢, A)(O, t).
On the other hand, if O’ -y TZ“ N A’ # @, then applying
Remark 1 yields

O TENA COTENAC .
Thus,
V(p, A0, 1) =T =T =V(p, A)(O, 1)

as required.

e The reasoning for V(¢, A)(O,t) = L is dual, we just
have to replace T by L and ¢ by T X \ ¢ in the previous
case.

e Finally, if V(¢p, A)(O,t) = x,i.e.,wehave O -, TX®N
A = (), then applying Remark 1 yields

O vTT?NA CO+TENA=0,

which implies

V(p, A)(O',1') = x = x =V(p, A)(O,1)

as required. O

3.3 From the Abstract Definition to a Concrete
Definition

Our goal is to present an algorithm computing the monitoring
function V in the concrete setting where

e the property ¢ and its complement are accepted by TBA’s
(this covers in particular the case of ¢ being given in
MITL due to Theorem 1),

e the assumption A is given by a TBA, and

e the observation O is given by a sequence of time-
intervals and propositional formulas over the locations,
the clock constraints, and the alphabet of the assump-
tion automaton capturing the (incomplete) information
observed during monitoring.

We begin by introducing the assumption and observa-
tions. The former is given by a TBA, which we typically
denote by A to distinguish it from other TBA. Thus, let
A= (0, 00, Z,C,A,F)be aTBA, ie., Q is the set of
locations, ¥ is the alphabet, and C is the set of clocks. Let
G’ (C) denote the clock constraints over C with non-negative
rational bounds, i.e., conjunctions of atomic constraints of

the form ¢ ~ ¢, where ¢ € C is a clock, t € Qxp, and
~ € {<, <, =, >, >}. Let ¢ be a (finite) propositional for-
mula over the set ¥ U Q U G'(C) of propositions (which is
infinite!), let o € X, and let (¢, v) be a state of .A. We define
o, (g, v) = ¢ as follows:

e Foro’ € ,0,(q,v) =o’ifandonly ifo’ = 0o.

e Forqg' € 0,0,(q,v) E ¢’ ifand only if ¢’ = g.

e Forg € G'(C), 0, (q,v) = g if and only if g is satisfied
by v.

e The semantics of Boolean connectives is defined as usual.

An A-observation is a finite sequence o = (¢, I, my) - - -
(¢n» Iy, my) where the ¢ are (finite) propositional formulas
over XU QUG'(C), the I; are bounded intervals of R~ with
rational endpoints (which may overlap), and the multiplici-
tiesm; arein {< e, = e, > e | e € Ny}. These multiplicities
can describe bounds on the number of occurrences of events.
For example,

e exactly k events that occur in the interval I and satisfy ¢
is captured by the triple (¢, I, = k),

e an unbounded number of events that occur in the interval
I and satisfy ¢ is captured by (¢, I, > 0),

e at most k events that occur in the interval / and satisfy ¢
is captured by (¢, I, < k),

e at least k events that occur in the interval I and satisfy ¢
is captured by (¢, I, > k), and

e a number of events in [£, u] that occur in the interval /
and satisfy ¢ is captured by the concatenation (¢, I, =
O, I, <u—1).

Let p = (o1, 1) - - - (o, T) be a finite timed word and
let
(o1,71) (02,12)
r =(qo, vo) — (g1, v1) ——

(0, 1Ty (0,5 T,)

Y]
(Qn’—ls Un’—l) — (Qn’s Un’)

be a prefix of a run of A with g9 € Q¢ and vo(c) =
0 for all ¢ € C (note that r processes p). Then, we
say that r witnesses that p is consistent with an observa-
tion o = (¢, I1,my) - (¢y, I, my), if there is a func-
tionh: {1,2,...,n'} — {1,2,...,n} such that

L. k(1) <h@2) <--- < h(),
2. a0, (g, V1) k= dagy forall j/ € {1,2,...,n'},
3. tjr € Iy forall j € {1,2,...,n'},and
4. forall j €{1,2,...,n}:
e If m; is equal to <e, then |[{j" € {1,2,...,n'} |
h(j) = j}l <e.
e If m; is equal to = e, then |{j € {1,2,...,n'} |
h(j') = jil =e.
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e If m; is equal to > e, then |{;" € {1,2,...,n'} |
h(j") = jil > e.

Intuitively, the function 2 maps indexes of r and p to indexes
of 0. Each index of r and p has to satisfy an element in o
(i.e., the one it is mapped to by /), and each element of o has
to be satisfied by a number of elements in r and p according
to its multiplicity (i.e., the elements that are mapped to it by
h).

Definition 2 The language C 4(0) € T X* contains all words
that are consistent with o.

Example 4 Let us continue Example 3 and let A be the
assumption automaton shown in Figure 2. Consider the .A-
observation

o = (s,[0,0],=1)(a, [0,0],=1)(—a, [0, 7], > 0)(a, [6, 7],=1)
(—a, [6,16], > 0)(a, [15, 16], = 1)(, [0, 30],> 0).

Then, as argued in Example 3, C 4(0) is the language

{(s,0)(a, 0)(a, 11)(a, 12) (b, 13.1) - - (b, 13 p3) |
11 €[6,7],1p € [15,16],and 1p+10 < 131 < --- < 13 5, < 30}.

For example, given the run prefix (we ignore the clock x as
it is always equal to the timestamp on the transition leading
to a state)

(s,0) (a,0)
ro =(q0,y =0) —> (q1,y =0) —>

(a,6) (a,15)
@2,y = 0) = (g2, y = 0) —= (g2, y = 0)

we can define & as follows: (1) = 1,h(2) = 2, h(3) = 4,
h(4) = 6. Thus, ro witnesses that (s, 0)(a, 0)(a, 6)(a, 15) is
in C 4(0).

For the run prefix

(5,0 (a,0) (a,6)
r =(qo,y=0—(@,y=0) — (q2,y=0) —>

(b,15) (a,16)
@2y =0) = (g3, y =9 = (g3, y = 10)

we can define the function & as follows: (1) = 1, h(2) =
2,h(3) = 4,h(4) = 5,h(5) = 6. Thus, r; witnesses
that (s, 0)(a, 0)(a, 6)(b, 15)(a, 16) is in C4(0). Note that
(s,0)(a,0)(a, 6)(b, 15)(a, 16) is not a prefix of any word
that satisfies the assumption, as it contains an “a” that is fol-
lowed by a “b” within nine units of time. ButitisinC 4(0), as
membership in that set only depends on the existence of a run
prefix, and not the existence of a prefix of an accepting run.
The acceptance condition will be later taken care of (con-
cretely in the first step of our algorithm in Subsection 4.4).
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Finally, the run prefix

(s,0) (a,0) (a,6)
rn=1(q0y=0—(q,y=0 — (q2.y =0 —

(a,15) (a,16)
(@2, 7 =0) = (g2, y =0) — (g2, y = 0)

is the prefix of a run of A but it is not compatible with the
observation o. In fact, any h satisfying the conditions 1),
2), and 3) should assign #(4) = 6 and h(5) = 6 violating
condition 4). Thus, r; is not a witness for any word in C 4 (0).

Before we continue, let us collect some useful facts about
A-observations.

Remark2 We can restrict ourselves w.l.o.g. to multiplic-
ities m; from the set {< e,= e¢,> 0 | ¢ € N}, as
elements (¢;, I;, m;) with multiplicity m; of the form < 0 or
= 0 can be removed from the observation without changing
the set of consistent words, and as each element (¢;, I;, > e),
for some e > 0, can be replaced by (¢;, I;, = e)(¢;, I;, > 0)
without changing the set of consistent words. Thus, in all
following proofs we only consider such restricted multiplic-
ities.

Furthermore, let us note that there is a syntactic upper
bound on the duration of finite timed words that can be con-
sistent with an observation.

Remark 3 We have ©(Co((¢1, I1,m1) - - - (Pn, I, my))) <
sup I, by definition.

Before we study the algorithmic properties of our monitor-
ing framework we have introduced it is instructive to compare
it to the abstract definition of monitoring under assump-
tions presented in Definition 1: In our concrete setting, the
language L (A) takes the role of the assumption A, the lan-
guage C (o) takes the role of the observation O, and the
property ¢ is represented by two automata, one accepting ¢
and one accepting its complement 7 X\ ¢. Note that here the
observation depends on the TBA inducing the assumption,
as observations can refer to locations and clock valuations of
A.

Next, we show that we can determine whether an obser-
vation has at least one finite word that is consistent with the
assumption. If this is not the case, i.e., C_4(0) is empty, then
o is not consistent with the assumption .A. However, the con-
verse is in general not true, i.e., C 4 (0) may be nonempty, but
the words in it cannot be extended to infinite words in L(.A).

Lemma 3 The problem “Given a TBA A and an A-obser-
vation o, is C 4(0) nonempty?” is decidable.

Proof We inductively (over the length of 0) construct a timed
automaton A ® o (over finite timed words) that accepts
C 4(0). Our result follows then from non-emptiness of timed
automata being in PSPACE [11].
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Let A= (Q, Qo, X, C, A, F).The timed automata AQo
we construct satisfy the following invariants: The set of loca-
tions Q" of A® o is always a subset of Q x S for some finite
set S (but not necessarily equal to Q x §). In the inductive
proof, we assume that S N N is empty, which can always be
achieved by renaming locations. This allows us to use sub-
sets of O x N as fresh states during the induction. Further,
the set of clocks of each A ® o is equal to C U {time}, where
time is a fresh clock that is never reset, i.e., it measures the
time that has passed since the start of a run.

The automata .4 ® o we construct have rationals in their
clock constraints. These can be eliminated by multiplying
each one of them by the largest denominator appearing in the
automaton, which results in an emptiness-equivalent timed
automaton. Furthermore, we use clock constraints of the
form time € I, for I = [£, u] with rational endpoints £
and u, as shorthands for time > £ A time < u.

Now, we can begin the inductive construction by consid-
ering the empty observation 0 = &: We define A ® ¢ =
(Q x {s}, Qo x {s}, =, CU{time}, B, Qo x {s}), where s is
a fresh symbol. This timed automaton satisfies the invariants
and accepts the language {¢} if Q¢ is nonempty, otherwise
it accepts the empty language. This is in both cases equal to
Cal(e).

For the induction step, consider an observation o(¢, I, m),
i.e., we concatenate o with (¢, I,m). Let ¢ € Q and
a € X, and let ¢, ) be the formula obtained from ¢ by
replacing each subformula a and g by t rue and each subfor-
mula a’ # a and g’ # g by false, i.e., the only remaining
atomic subformulas are clock constraints. By bringing ¢, «)
into disjunctive normal form and exploiting that clock con-
straints are closed under conjunction, we obtain that ¢ q)
is equivalent to a formula of the form \/ ;. Dig.ay 8(@-a.d) for
some finite index set Dy 4), Where each g(;.q4,4) is a clock
constraint.

By induction hypothesis, there is a timed automaton A ®
0= (0, 0y, %, CUf{time}, A', F') with language C 4(0).
We construct A ® (o(¢p, I, m)) by case distinction over the
form of m by intuitively extending .4 ® o by transitions cap-
turing (¢, I, m).

First, assume m is of the form “= e” for some ¢ > 0.
Intuitively, we extend .A ® o by runs of A of length exactly e
that additionally have to satisfy the requirements spelled out
by ¢ and I, which can be added as clock constraints on the
edges. To this end, we extend A ® o by adding e copies of
A’s locations and edges leading from F to the first copy as
well as edges leading from the j-th copy to the (j + 1)-th
(see Figure 4 for an illustration).

Thus, we define A ® (0(¢, I,m)) = (Q", Q;, £, C U
{time}, A", ") where

A®O a a
~

e copies

Fig.4 Extending A ® o to obtain A ® (o(¢, I, = e))

o 0" =Q'U(Q x{l,2,...,e}) (recall that we assume
w.lo.g., that Q' € Q x S with SNN = @, which implies
that the union is disjoint),

e A’ contains

— all transitions from A’

— all transitions of the form ((g,s), (¢’, 1),a, A, g A
8(q.aa) N time € I) for (q,q",a,Ax,8) € A, d €
D(g.a), and (g, s) € F', as well as

— alltransitions of the form ((gq, j), (¢’, j+1),a, A, gA
8(¢.aa) N time € I) for (q,q",a,Ax,g) € A, d €
D,a),and 1 < j < e, and

o Fisequalto Q x {e}.

Now, assume m is of the form “< e” for some ¢ > 0.
Here, we use the same transition structure as in the pre-
vious case, but runs do not have to reach Q x {e} to be
accepting (capturing “exactly e matches of (¢, I, m)”), but
can stop early. Formally, we define A ® (o(¢, I,m)) =
(Q", Q). Z, CU{time}, A", F") where Q”,and A" are as in
the previous case, but 7" isequal to /U(Q x {1, 2, ..., e}),
which captures “at most e matches of (¢, I, m)”.

Finally, assume m is of the form “> 0”. Here, we intu-
itively extend .A ® o by runs of A of arbitrary (potentially
zero) length by intuitively concatenating A ®o (at the accept-
ing locations) and a copy of A with e-transitions: from an
accepting location of the form (g, s) of A® 0 an e-edge leads
to the copy of ¢ of A. In the copy, we again have to satisfy
the requirements spelled out by ¢ and /.

Since we do not allow e-transitions in timed automata, we
instead define A® (o(¢, I, m)) to be the result of the classical
construction removing such transitions: for each transition of
Aleading from ¢ to ¢’ and each accepting (¢, s) in AQ 0, we
add a transition from (g, s) to the copy of ¢’. Every location
in the copy is accepting. Furthermore, the accepting locations
of A® o are also accepting in A ® (o(¢p, I, m)) to allow for
zero matches of (¢, I, m)).

Thus, we define A ® (0(¢,I,m)) = (0", 0y, £, C U
{time}, A", F") where

o 0" = Q'U(Q x {1}) (recall that we assume w.l.o.g.,
that Q' € Q x § with SNN = ¢, which implies that the
union is disjoint),

e 05 =0y
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e A’ contains

— all transitions from A’,

— all transitions of the form ((g, s), (¢’, 1),a, A, g A
8("ad) N time € I) for (q,q',a, A, g) € A with
(q,5) € F',and d € D4, q) and

— all transitions of the form ((¢, 1), (¢/, 1),a, A, g A
8(q.aa) N time € I) for (q,q"',a,x,g) € A and
de D(q,a), and

o F’isequalto F'U(Q x {1}).

In all three cases, the invariants are satisfied after renam-
ing the states. Now, an induction shows that the language of
A ® o is equal to C4(0) and another induction shows that
the number locations of A ® o is bounded by n - e*, where
n is the number of locations of A and e* is the sum of the
constants in the multiplicities (where each multiplicity of the
form > O contributes 1 to the sum instead of 0). Note that
e* is the number of copies of A used to construct A ® o.
Furthermore, A ® o uses only one more clock than 4. How-
ever, the number of transitions may be exponential, as we
turn arbitrary Boolean formulas (the ¢ in the observations)
into disjunctive normal form, which can incur an exponential
blowup. The number of transitions of A X o in turn depends
on the size of those formulas in disjunctive normal form.
Finally, note that the size of the bounds used in the guards of
A x o depends on the bounds in .4 and the bounds in 0. O

4 A Zone-Based Monitoring Algorithm

In this section, we present an algorithm computing the moni-
toring function V. To this end, we first need to introduce some
notation for TBA and zones to represent subsets of states of
TBA, which may be uncountable.

In Subsection 4.1 we introduce zones to symbolically rep-
resent sets of states of timed automata. Then in Subsection 4.2
we present a characterization of the monitoring function
using reachability sets in timed automata. These reachabil-
ity sets are shown to be computable in Subsection 4.3 using
a zone-based algorithm. This is the basis of our monitoring
algorithm which is presented in Subsection 4.4.

4.1 Zones

For the monitoring algorithm, we use — as is standard in
analysing timed automata models — symbolic states being
pairs (g, Z) of locations and zones. A zone is a finite con-
junction of constraints of the form x ~ ¢ and x — x’ ~ ¢ for
clocks x, x’, constants t € Qs9, and ~ € {<, <,=, >, >}.
We write v = Z to denote that the clock valuation v satisfies
all constraints of the zone Z. Furthermore, we interchange-
ably treat zones as conjunctions of clock constraints as well
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as sets of clock valuations that satisfy its constraints. Given
two zones Z and Z’ over a set C of clocks, and aset A € C of
clocks, we define the following operations on zones (which
can be efficiently implemented using the DBM data-structure

[15]):

e Z[A\] = {v | I kE Z suchthatv(x) = 0ifx €
A, otherwise v(x) = v/(x)}

e Z7 ={v| I E Zsuchthatv = v/ + d for some d €
R>o}

e ZANZ ={v|viEZandv = Z'}.

To describe our algorithm, we first define the set of states
of a TBA from where it is possible to reach an accepting loca-
tion infinitely many times in the future, i.e., those states from
which an accepting run is possible. This is useful, because
if processing a finite timed word leads to such a state, then
the timed word can be extended to an infinite one in the lan-
guage of the automaton, a notion that underlies Definition 1.
Given a TBA B = (Q, Qo, =, C, A, F), the set of states
with nonempty language is

SneZ{(q3v) |q€ Q,UEC—>R20
such that L(B, (g, v)) # 9}.

Proposition 2 ([S]) S’ is a finite union of zones and can be
computed using a zone-based algorithm.

4.2 Characterizing Monitoring via Reachability Sets

We continue by capturing the set of states of a TBA that
can be reached by processing a finite timed word. Let B =
(0, Qo, Z,C, A, F) be aTBA. In the following definition,
we write (qo, Vo) LA B (qn, vy) for a finite timed word p =
(o1, 11) -+ (04, Tn) € T X* to denote the existence of a finite
sequence

(02,72) . (On,Tn)

(g0, vo) Lonm), (g1, v1) (gn, vn)

of states, where for all 1 < i < n there is a transition
(gi—1,qi, 0i, Ai, gi) such that v;(c) = 0 for all ¢ in A; and
vi—1(c)+(ti —1;—1) otherwise, and g is satisfied by the valua-
tion v; 1+ (t; —ti—1), where we use tp = 0. Givena TBA 15,
a finite timed word p € TX*, and a time-point ¢ € R with
t > 1(p), the set of possible states a run over p starting from
initial states of B can end in after time ¢ has passed is

Ts(p.0) =, o, (@ v+ =7())

| (g0, v0) 25 (g, v)},
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where v is the clock valuation mapping every clock to 0.
We call 75(p, t) the reach-set of B over (p, t). The above
definition is adapted from [5] to take into account the time that
has passed since the last observation, i.e., the value t — 7 (p).

Next, we lift this definition to sets L € T X* of finite
words via

Ts(L,n=J _ 8.0,

assuming r > t(L). Otherwise, 75(L, t) = ) by convention.

First, we show that reach-sets and states with a nonempty
language allow us to characterize monitoring. Then, we show
how to compute reach-sets of observations.

In the following lemma, C 4(0) is the observation O in
Definition 1 and L (A) is the assumption A. Furthermore, the
assumption on the property ¢ in the lemma is satisfied for all
MITL-definable properties.

Lemma4 Let ¢ C TX® be a property such that there are
TBA’s B, and B, with L(By) = ¢ and L(B-y) = T X%\ ¢,
leto = (¢1, Iy, my) - - (¢n, I, my) be an A-observation for
some TBA A, and lett > sup I,,.

1. Ca(0) - TZ®NL(A) # @ if and only if TA(C4(0), 1) N

S # 0.
2. Ca(0)TE’NL(A) € pifandonlyif13_,04(Ca(0), 1)
NSE ou="0
%

3. Cal0) + TEY N L(A) S TEY\ ¢ if and only if
T5,6ACA©0). 1) N SE o 4 = 1.

Proof 1.) For the left-to-right implication, let p = (o7, 71)
(02, 12)--- € Cq(0) + TE? N L(A). Due to p € C4(0)
TX?, thereisann > O suchthat p’ = (o1, 71) - - - (0p, T) €
Cq(0), Ty < t, and 1,41 > t. On the other hand, due to
p € L(A), there is an accepting run

(g0, v0) Lonm) (q1.v1) (02_1’2)) (g2, v2) lo3m) .

of A. Hence, we have (g, vo) i’A (gn, vn). Thus, (gn, Vo +
8) € TA(p', 1) C TA(CA(0), 1), where we define § = 1 — ;.
It remains to show (g, v, + ) € Sj’f . To this end, consider
the run suffix

(On+1,Tn+1)
—— (Gn+1, Un42)

(On+3,Tn+3)
(Gn+2, Vng2) ———> -+,

(Qn ) vn)

(On+2:Tn+2)
_— >

which is accepting. Note that 7, < ¢t < 7,41 implies 7,41 —
d > 1, > 0.Hence, 141 < Tyq2 < --- implies 7,4 ;—6 > 0
for all j > 1. Thus, the run

(On+1:Tn+1—0)
_—

(qn, vn +96) (Gn+1, Vna2)

(On+2,Tn+2—98) (On+3,Tn+3—9)

(Gn+25 Vn+2)

is well-defined. As it starts in (g,, v, + 8) and is accepting,
we conclude (¢gn, v, + 8) € S’ as required.

For the right-to-leftimplication, let (¢, v) € 74(C4(0), 1)
N §"%. Due to (q,v) € TA(Cal0),1) there is a p' =
(o1, t1) -+ (O, Ty) € C4(0) with 7, < t and there is a run
prefix

(02,12) (On,Tn

)
(Qn ’ vn)

(o1,71)
(90, v0) ——> (q1, v1)

for some gop € Qo, where vy is the clock valuation mapping
every clock to zero, such that v = v, + §, where we define
8 = (t — t,). Furthermore, due to (g, v) € S’f, there is a
P = (On+1, Tn+1)(On+2, Tn+2) - - - and an accepting run

(On+1,Tn+1) (On+25Tn+2)

’ /
(qn+1 ’ vn+2)

(On+3,Tn+3)

(g vy)
(Qr/,+2, U;/1+2)

starting in (g, v) that processes p.
These two runs can be combined into the accepting run

(o1,71) (On,Tn)

(02,72)
(o0, vo) —— (q1, v1) 1=

On+1,Tn+1) (On+2,Tn+2+9)

/ /
(anrl ’ vn+2)

(On+3,Tn+3+9)

(
(gn, vn)

/ /
(qn+2’ vn+2)

processing p’-; p, which is therefore in C 4 (0) - TX“ N L(A).

2.) We show that the negations of both statements are
equivalent.

So,let Ca(0) + TE® N L(A) € ¢, ie.,Cq(0) « TE? N
L(A) N (TZ® \ ¢) # @. Using arguments as in the left-
to-right implication of Item 1., we can find a state (g, v) €
75.,84(CA0), 1) N S%ew ©.4> Which is thus not empty.

Now, let 75_,@.4(C4(0), 1) N S?SL;V,@A # . Using argu-
ments as in the right-to-left implication of Item 1., we
can find a word of the form p’ -; p for p° € C4(0) and
p € TXE® such that p’ -, p € L(A) N L(B-,). Hence,
ot pisin C4(0) - TEZ® N L(A), but not in ¢. Thus,
Ca0)+ TE?NL(A) € ¢.

3.) The reasoning is dual to Item 2, we just have to
replace ¢ by TX? \ ¢ and B, by B,,. O

4.3 Computing Reachability Sets
We now show how to compute reach-sets using zones. First,
we use the zone operations introduced above to compute the

successor states of an input letter with a given target location.
FixaTBA (Q, Qo, £, C, A, F).Forasymbolic state (¢, Z),
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aletter o € ¥ and target location ¢’ € Q, we define

Post((q, Z),0,q9") ={(q'.Z)|(q.q'.0,1,8) e A, Z’
=(Z7 A QM.

being the set of states one can reach by taking a o -transition
at some point in the future from (g, Z) with ¢ as target-
location. Using Post we can compute the successor states of
a time-uncertain letter/target location (o, ¢’, I), where o €
¥,q" € Qand I C Ry is a time interval with rational
endpoints. For this, we extend zones with an additional clock
time just recording time since system start. The successors
of a symbolic state (g, Z) are

Succ((q, Z), (o.4". 1) ={(q".Z") | (¢', Z")ePost((q, Z),
0,q"),Z2'=2" ANtimeel)

and the successors of a set S of symbolic states are

/
(q.2)€s Suce((q, Z), (0. q", I)).

Succ(S. (0.q". 1) = J

Now, our main technical lemma below exploits the above to
compute reach-sets. More precisely, given an . A-observation o
(i.e., the TBA Arepresents the assumption), we can compute
the reach-set of the set C 4(0) in the product B ® A, for any
given TBA B, i.e., we compute the words consistent with
the observation o in the TBA A (the assumption), while the
reach-set of that language is computed in B ® A (this will
later be the product of the property (or its negation) and the
assumption as in Lemma 4).

Lemma5 Fix TBA A, B. There is a zone-based online algo-
rithm computing

TeACA(@1, I1,m1) - (¢n, In, mp)), 1)

(which is a finite union of zones) for every A-observation
(1, It,m1) - - (@n, In, mp), and every t € Qs with t >
sup 1.

Proof Recall that the state set of B ® A has the form Qg x
04 x {0, 1}, where O and Q 4 are the sets of states of B
and A, respectively (see Proposition 1).

Leto' = (¢1, I1,my) - -- (¢, I;, m;), and let us denote by
S%@A the reach-set TB@A((_:A(Oi)) of o' in B® A. We will
show inductively ini, that Siz, 4 can be computed using zone
operations. For the base case i = 0, we note that C4(0”) =
(e}, thus T5g 4 (C.4(0")) is the set of initial states of B ® A,
which is clearly effectively representable using zones.

For the inductive case, let us assume that SiB_®1 A is com-
putable using zone operations. Now consider (¢;, I;, m;).
Given that ¥, Q 4 and Qp are finite, ¢; is equivalent to
a finite disjunction of simple formulas of the form v; ; =
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oi,j N qlfl,j N 8ij» where oi,j € IR qﬁj e 04, and
gi,j € G'(Ch).

Now in case m; is equal to = e for some e > 0, the reach-
set with respect to ¥; ; is simply Sgé 4 Where SE% 418 Sg_@)l A
and

ie _
SBeA = Uj UquQB Uke{O,l}
Succ(S’B’Zb;ll, ©ij.(q" g ;. k). 1) A gij

for 0 < ¢’ < e. Here, given a set S of symbolic states, we
write SAg; j for the set of symbolic states of the form (g, Z A
qi,j) where (g, Z) isin S.

In case m; is equal to > 0, S;g® 4 1s the least fixed-point
X satisfying the equality

X = SES’_@}A U UJ UquQB Uke{O,l}

[Suce(X, (075, (4", g ;. k), 1)) A gi.j].

Given the upper bounds of the interval 1;, the least fixed-point
will be found in a finite number of iterations of the right-hand-

side of the above equation (starting from the empty set).
Finally, in case m; is equal to < e for some e > 0, S%@A is
obtained by unraveling the fixed point above exactly e times.
The above inductive proof provides in an obvious manner
the basis for an online construction of the sets 7 4 (C_4(0")).
O

Remark 4 For the special case of B = A of Lemma 5, we
do not have to work on the product A4 x A, but can simplify
the construction to work on .4 directly. Thus, there is also a
zone-based algorithm computing

TA(CA((¢]5 Ila ml) tee (¢na Irhmn))’ t)

(which is again a finite union of zones) for every .A-
observation (¢1, I1, m1) - - - (¢n, In, myn), and every 1 € Q=0
with t > sup [,.

4.4 Monitoring Algorithm

Now, we are able to present our algorithm to compute V (¢, A)
for a property ¢ S TX® (given by two TBA B, and
B-y such that L(By) = ¢ and L(B-y) = TX“\ ¢)
and an assumption A (given by a TBA A): Given 0 =
(1, I, my) - - - (¢n, I, my) (anobservation) and ¢ > sup I,,,
do the following:

1. Compute 74(C4(0), t). If it has an empty intersection
with Sfif , then return x. This checks whether there is
some some finite word that is consistent with the obser-
vation and can be extended to satisfy the assumption. If
this is not the case, then the assumption was wrong.
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2. Compute 75_,.4(C4(0), 7). If it has an empty intersec-
tion with S;’i(p QA then return T: If there is a finite word
consistent with the observation that can be extended to
satisfy the assumption, but no such extension satisfies the
complement of the property, then every such extension
must satisfy the property. Hence, we can return T.

3. Compute TBw® A(C(0), t). If it has an empty intersec-
tion with § ;’33 ®A then return _L: If there is a finite word
consistent with the observation that can be extended to
satisfy the assumption, but no such extension satisfies
the property, then every such extension must satisfy the
complement of the property. Hence, we can return L.

4. Return ?. Otherwise, there is both a finite word that is
consistent with the observation that can be extended to
satisfy the property and a finite word that is consistent
with the observation that can be extended to satisfy the
complement of the property. Consequently, we return 2.

Theorem 2 The algorithm described above can be imple-
mented using zones and computes V (¢, A).

Proof This follows immediately from Lemma 4, Lemma 5,
and the fact that non-emptiness of intersections of sets of
symbolic states can be solved algorithmically [16]. O

Note that our algorithm is online in the following sense:
The set of nonempty states only needs to be computed once
for each of the three automata and the symbolic states cap-
turing

TA(QA((‘PL Iy, my) - (p, In, my) (Ppg1s In1, mug1)), t/)

can be computed from the symbolic states capturing

TACA(P1, Iy, my) - (P, In, mp)), 1),

as evident from the proof of Lemma 5. The same is true for
the reach-sets in the other two automata B, ® .4 and B, ® A.

Remark 5 Our algorithm requires TBA both for the property
and its complement, but TBA are in general not closed under
complementation [11]. For the important case of MITL prop-
erties, such automata always exist, as MITL is closed under
negation and can be translated into equivalent TBA (Theo-
rem 1). In general, one needs both automata for the property
and the complement of the property for monitoring of real-
time properties [17].

Note that online monitoring as described above is not a
decision problem per se. Instead, our algorithm continually
updates reach-sets and intersects them with precomputed sets
of states with non-empty language to determine verdicts. Fur-
thermore, the number of zones making up the reach-sets can

grow exponentially in the number of observations, even if
all events are fully observable. Also, the number of zones
constituting the reach-sets depends not only on the automata
for the property being monitored, but also on the timestamps
appearing in the observations.

Hence, we need an experimental evaluation to determine
the true efficiency of our algorithm. To this end, we report
in the next section on a prototype implementation, with a
particular focus on the time it takes to compute the verdict
after a new observation and the growth rate of the zones
constituting the reach-sets.

5 Evaluation

We implemented our assumption-based online monitoring
algorithm described in Section 4 by extending the UPPAAL
tool component MONITAAL?, thereby demonstrating how
the use of assumptions and unobservable events can enhance
monitoring capabilities. The tool can be utilized as a C++
library to monitor properties described by TBA. It supports
intersection, so that given a TBA for the property, one for
the negation of the property, as well as one for the assump-
tion, one can create monitors for the assumption, and for the
intersection of the assumption and the two property automata,
respectively. The tool can then be used to update the reach-set
of each automaton (triggered by (possibly inexact) observa-
tions) and detect if there is a non-empty intersection with the
non-empty language states. In the following, we report on
three proof-of-concept cases, that each demonstrate unique
features of monitoring with assumptions.

e Task Sequence: This example demonstrates how utilizing
assumptions can result in earlier verdicts. Furthermore, it
shows the effect of unobservable events on the response
time, the time between receiving an event and outputting
a verdict.

e Conveyor Belt: This example shows that it is possible
to monitor properties of unobservable propositions using
assumptions.

e Jobshop Scheduling: This example demonstrates how the
size of the automata (and the amount of nondeterministic
choices in them) affects the monitoring response time and
the number of zones constituting the reach-sets.

5.1 Task Sequence

We first experiment with a system under monitoring that pro-
duces a finite sequence of events ay, ..., ax. Each a;, with
1 <i <k, is followed by a;41 with a time within the inter-

val [[;, u;]. The assumption is formalized by the TBA shown

2 https://github.com/DEIS-Tools/MoniTAal
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$

9%
qk—1 dk
r € [lg—1,up—1]

z:=0

Fig.5 A TBA representing the assumption for the bounded response example

in Figure 5. The domain is parameterized on k, and the /;
and u;. Further, depending on the experiment, not all the g;
will be observable. We consider the bounded response prop-
erty G(a1 — Fjo,pjax). Suppose that we observe a timed
word (ay, t1) - - - (ax, tx). If for some j in the range 1 < j <
k,wehaver; + ijkk u; < B+11, then the verdict at time
tjis T.Ontheotherhand,if#;+3_,;_; ;i > B+, thenthe
verdict at time ¢; is L. As a corner case, if ) ,_; _,u; < B
or Y, _«li > B, the verdict is respectively T and L at
time 0, since all words of the assumption respectively satisfy
and violate the property. We run several experiments to show
the effect of the assumption and study the scalability under
a sequence of unobservable events.

First we show how unobservable events can affect the
response time, the time between receiving an event and out-
putting a verdict. We pick k = 100 and /; = 50 and u; = 100
for all i. The events {a; | i € {21,...,40} U {61,...,80}}
are unobservable within the interval [0, 10000]. In Figure 6
we see that for each consecutive unobservable event, the
response time grows linearly. This is due to the reach-set
growing. Nevertheless, the reach-set shrinks when an observ-
able event is received. The minimum response time is 5
microseconds (us), the maximum is 116 us and the aver-
age is 25 us. For reference, if we monitor 5000 consecutive
unobservable events, the maximum response time is 32 mil-
liseconds.

To show the effect of the assumption, we monitor the
bounded response property G(a; — Fjo,675]@10) a thou-
sand times, with and without the assumption where /; = 50
and u; = 100 for all i. The observed words are random, but
within the assumption. The results in Table 1 show that ver-
dicts are computed earlier with the assumption than without.
Without the assumption the earliest verdicts were in 33 cases
L after observing ag, while with the assumption we saw a T
or L verdict in 522 cases before observing ajg.

Thus, when monitoring a live system in an online set-
ting (compared to evaluating a log history), a verdict can
be reached earlier, because of the restrictions the assump-
tion inhibits. Furthermore, we demonstrate in this case how
unobservable events can affect the size of the reach-set, as
the number of words that are consistent with an observation
can increase with the number of consecutive unobservable
events. This in turn affects the response time.
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Fig. 6 Response time of the monitoring implementation, when mon-
itoring the task sequence example with {¢; | i € {21,...,40} U
{61, ..., 80}} being unobservable

Table 1 Verdict distribution for monitoring the task sequence example
a thousand times with k = 10, B = 675, [; = 50 and and u; = 100
for all 7, with and without assumption. For the definitive verdicts T and
L, the entry in the row labeled a; specifies the number of new verdicts
given after the i-th observation; for the inconclusive verdict ?, the entry
specifies how many of the thousand example observations still yield
that verdict

Observation  Verdicts

No Assumption With Assumption

T 1 ? T € ?
as 0 0 1000 0 0 1000
ag 0 0 1000 0 1 999
ay 0 0 1000 17 15 967
ag 0 0 1000 81 90 796
ag 0 33 967 165 153 478
ao 0 457 510 246 232 0

5.2 Conveyor Belt

This example represents a conveyor belt that moves an
item through different stations, where the item is processed
according to some task. The task in the nominal case takes
between 8 and 10 times units. However, if the process is
faulty, it finishes earlier and takes between 7 and 9 time units:
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it may sometimes complete correctly on time, but it may in
other cases stop too early. The fault can happen at any time
and is permanent. Our assumption automaton is shown in
Figure 7. Our monitoring property is simply G— fault.

Consider that we observe the events start, stop,and move
with precise information on the time. If the szop signal hap-
pens less than 8 time units after start, we detect a violation
of the property. If instead szop happens between 8 and 9 time
units, we cannot say if there was a fault or not.

Suppose now that we have uncertainty on the time of the
observations like in the following observation sequence:

(start, [1, 1], = ) (fault, 1, 11], > 0)(stop, [8, 10], = 1)
(fault, [8, 11], = 0)(move, [9, 11],=1)

(fault, 9, 12], = 0)(start, [10, 12], = 1)

(fault, [11,22], > 0)(stop, [16,18],=1)

The first stop happens at a time between 8 and 10, thus
between 7 and 9 time units after the first szart. This is com-
patible with both a nominal (with sfop occurring between
times 9 and 10) and a faulty execution (with stop occurring
between times 8 and 9): after the first stop, we do not know
if there was a fault.

The second start happens in the time interval [10, 12] and
has the same uncertainty: it is consistent with the nominal
behavior if start actually occurred in [11, 12] and with a
faulty behavior if start occurred in [10, 11]. The second stop
happens in the time interval [16, 18]. Thus, the difference
with the previous start is between 4 and 8 time units. This
seems compatible with a nominal delay ([8, 10]). However,
from the reasoning done above, if there were no fault the
second start would have occurred in the interval [11, 12] and
the second stop would have occurred in the interval [19, 22],
which is not compatible with the observation. Thus we can
conclude there was a fault.

Using MONITAAL, we monitored the property G— fault
with the assumption from Figure 7 by simulating a faulty
conveyor belt. The observed trace is generated according
to the simulated faulty behavior of the assumption, and the
monitor observes only start, stop, and move signals, with
a time uncertainty of 2. For example, if a stop occurs at
time ¢ in the simulation, then the monitor would observe
(stop, [1, u], = 1) for some randomly selected / and u such
thatu —/ =2 and! <t < u. As our observations are gener-
ated from the assumption, it is never violated. Furthermore,
for the property G—fault, a monitor can never give the ver-
dict T. Thus, the only conclusive verdict we reportis L i.e.,
that the property does not hold.

The histogram in Figure 8 shows the distribution of the
number of start, stop, and move signals that were observed
before a fault was detected for 1000 runs. We see that the
fault is often detected relatively early, even though there is

a time uncertainty in every observation. The trace always
begins with a start signal. Since the constraints on start are
the same in the faulty behavior, a fault is never detected after
just one observation, but a fault was detected after the second
observation in 93 cases. The longest trace had 77 observations
before a fault was detected.

With this example, we see how an assumption makes
it possible to monitor properties over unobservable events
(recall what we do not observe the signal fault referred to in
the property). Without an assumption, reasoning about unob-
servable behavior would not be possible for such a property.

5.3 Jobshop Scheduling

In this example, we test the capability of the assumption-
based online monitoring of scaling with the number of non-
deterministic choices that the monitored system may take.

The assumption is intuitively the product composition of
n 4 1 automata depicted in Figure 9. These automata rep-
resent some processes that, within » time units, must lock a
resource (either A or B) and take some time to complete the
task. Thus, a process can use a resource only if no other pro-
cess is already using it (this is intuitively represented by the
guard —A or —B). Process 0 takes n time units to complete,
while the others only 1 time unit. We monitor the property
Fo,n1done, where done is the global state in which all tasks
are completed.

In practice, the assumption is defined as a single timed
automaton, which intuitively corresponds to the product of
the automata depicted in Figure 9. This is shown in Figure 10
for the simple case of n = 1.

More precisely, the assumption automaton has 4"+D
states represented by a tuple (so, s1, ..., Sn), where every
si € {I, A, B, D}, where [ stands for idle, A for processing
the task with resource A, B for processing with resource B,
and D for done (corresponding to the locations p!, p2, pB,
and pl.D in Figure 9). Thus, done is the state in which s; = D,
for all i, while the initial state is the state in which s; = I for
all i. The automaton has n + 1 clocks x;. The transitions are
defined as follows:

T,x; <n,{x;}
o (50,81,...,1,...,8,) ——5 (s0,81,...,4,...,

sp) switching s; from I to A if s; # A for all j, with
0<j<nandj #1i,

o (50,51,...,1,...,8,) (s0, 81, ..., B, ...,
sp) switching s; from [ to B if s; # B for all j, with
0<j<nandj #1i,

T,x; <n,{x;}

do,xi>n . .
e (50,51,...,8,) —> (D, s1,...,s,) switching s to
D if so € {A, B};
di,xi>1 .
® (50,81,...,8,) —> (s0,581,...,D,...,s,) switch-

ings; to Difs; e {A,B}and 1 <i <n.
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Fig.7 A TBA representing the
assumption for the conveyor belt
example

Fig.8 Histogram of 1000 runs
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Let us suppose that 7 is not observable and d; is observable
forall i, 0 <i < n. Then Fg ,done is monitorable as the
monitor’s output must be T after observing all d;, one after
the other, in any order, if the last process completes within n
time units. The output must be L if after n time units some
d; has not been observed.

Given the above assumption, we can detect a violation of
the property in advance. In fact, note that the property can
be satisfied only if process pg starts at time O choosing a
resource and the other processes one after the other, starting
at time 0, complete the task choosing the other resource. For

example, with n = 2, a satisfying run would be

(.1, 1), x0=0,x =0,x; = 0) =%

0
((I,A,I),x0=0,x1 =0,x2 =0) LAUN

dp,1
(B, A.I),x0=0,x, =0, x, = 0) 2%

(B.D.I).xo=1x=1x=1) 2%

dr,2
(B.D.A).xo=1,x1 = 1,x, = 0) L2

2
(B, D, D), xo = 2,x1 =2, x5 = 1) ‘22,
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((D,D,D), xg=2,x1 =2, x2=1).

Instead, if we observe di and d» to occur before time 2,
from the assumption, we can deduce that p; and p» used
different resources. Thus, po cannot complete within time n
and the property will be violated.

For the experiments, we will monitor a satisfying obser-
vation of the form

(r,[0,n],=0), (d1, [1,1], = 1),
(T’ [09 n]? Z O)? (d29 [2’ 2]7 = 1)’ AR (do’ [n’ n]’ = 1)’

where n+1 is the number of jobs. Table 2 shows the results of
monitoring such a satisfying observation for 2 to 9 jobs. The
size of the assumption is the number of locations, the max-
imum response time is the longest time it took to compute
a verdict after receiving an observation, and the maximum
number of symbolic states refers to the size of the repre-
sentation of the combined reach-sets for the property and
assumption. We see that the increasing size of the assumption
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“ANzo<n
zo:=10

“BAzyg<n
ZXo =0

T d;

“BAx; <n
z;:=0

Fig.9 A network of automata representing the assumption automaton
of the jobshop scheduling problem. The upper automaton represents
process 0, while the lower automaton represents process i, for1 <i <n

slows the response time significantly around 9 concurrent
jobs, where the response time goes above a second.

6 Related Work

Our automata-based monitoring of finite words against spec-
ifications over infinite words follows the seminal work of
Bauer et al. [1], who presented monitoring algorithms for
LTL and timed LTL. Their algorithm for timed LTL is based
on clock regions [11], while we follow the approach of
Grosenetal. [5] and use clock zones [15], whose performance
is an order of magnitude faster. Also, they translated timed
LTL into event-clock automata, which are less expressive
than the timed Biichi automata (TBA) used both by Grosen
et al. [5] and here. This approach has also been applied to
monitoring under delayed observations [18].

As our algorithms work with TBA, we also support
MITL specifications, as these can be compiled into TBA.
The monitoring problem for MITL has been investigated
before. Baldor et al. showed how to construct a monitor for
dense-time MITL formulas by constructing a tree of timed
transducers [3]. Ho et al. split unbounded and bounded parts
of MITL formulas for monitoring, using traditional LTL
monitoring for the unbounded parts and permitting a sim-
pler construction for the (finite-word) bounded parts [4].

There is also a large body of work on monitoring with
finite-word semantics. Rosu et al. focussed on discrete-time
finite-word MTL [19], while Basin et al. proposed algorithms
for monitoring real-time finite-word properties [2] and com-
pared different time models. Donz¢ et al. [20] focussed on
monitoring a quantitative semantics for STL, a variant of
MTL with predicates over real-valued signals. André et al.

Fig. 10 Jobshop assumption for n = 1. Clocks guards, resets, and
unreachable locations are omitted to improve readability

consider monitoring finite logs of parameterized timed and
hybrid systems [21]. Finally, Ulus et al. described monitor-
ing timed regular expressions over finite words using unions
of two-dimensional zones [22, 23].

The contribution of this paper is focused on extending the
monitoring of timed properties with assumptions, framing
the problem as defined in [6-9] for the discrete-time set-
ting. Assumptions were first used in [24] for extending the
monitoring of LTL with predictive capabilities. In [25], the
assumption for predictive RV is computed applying static
analysis to the monitored program. Pinisetty et al. further
extend the predictive RV idea to support RV of timed prop-
erties [26], where the a priori knowledge is also expressed as
a timed property. As in [9], we adopt a four-valued seman-
tics for timed properties and we support partial observability.
Besides the complexity of moving from discrete to dense
time semantics, the ABRV framework is extended with a
rich notion of observations that take into account uncertainty
on the time.

The research of partial observability in Discrete-Event
Systems is usually connected with diagnosability [27] and
predictability [28, 29]. These notions have been extended to
timed systems (see, e.g., [30, 31]). Moreover, they are related
to monitorability, an important topic in RV and other related
fields [32-34], which has been studied taking into account
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Table 2 Experimental results

. e Jobs Size of Assumption Max. resp. Time Max. # Symbolic States

for monitoring a satisfying word

of the jobshop scheduling ) 14 0.1 ms 9

example with 2 - 9 jobs.

Response time is the maximal 3 44 0.3 ms 15

time it takes to compute a 4 128 1.1 ms 21

verdict after an observation. The 5 352 2.8 ms 27

number of symbolic states refers

to the combined size of the 6 928 9.7 ms 3

reach-set of the property and 7 23638 38.3 ms 39

assumption automata 8 5.888 198.6 ms 45
9 14.336 1.294.6 ms 51

assumptions in [35]. Recently, the monitorability problem
for real-time properties has been studied [17, 36].

7 Conclusion

We presented an approach to assumption-based runtime
verification for real-time systems under partial observabil-
ity. The method builds on Timed Automata to represent
assumptions and uses Metric Interval Temporal Logic (or
Timed Automata) to specify properties. A key element of the
approach is the formalization of observations with both data
and time uncertainty, allowing the monitor to reason about
incomplete inputs. We proved that the monitoring function
satisfies the properties of impartiality and anticipation, and
we introduced a partial order on the verdicts to formalize
their refinement. We developed a zone-based online mon-
itoring algorithm and implemented it on top of UPPAAL.
Experimental results illustrate how assumptions can enable
earlier verdicts and allow monitoring of properties involving
unobservable events.

There are several directions for future development. One
is to improve scalability of the algorithm, especially when the
assumption is specified as a network of automata. Another
is to extend the output of the monitor to include richer diag-
nostic information. It would also be useful to investigate an
epistemic characterization of the monitor specification, cap-
turing what can be known from the observations. Finally,
applying the approach in real-world settings would help
assess its practical relevance and identify further challenges.

Supplementary information

The tool implementing the algorithms presented here is freely
available at https://github.com/DEIS-Tools/MoniTAal.
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