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Abstract

This paper describes modifications to the VAX architecture
to support virtual machines. The VAX architecture contains
several instructions that are sensitive but not privileged. It
is also the first architecture with more than two protection
rings to support virtual machines. A technique for mapping
four virtual rings onto three physical rings, employing both
software and microcode, is described. Differences between
the modified and standard VAX architectures are presented,
along with a description of the virtual VAX computer.

1 Imtroduction

The VAX security kernel project was a research effort aimed
at building a production-quality kernel, capable of receiving
an Al rating from the National Computer Security Center.
The Al rating is the highest rating currently defined in the
NCSC evaluation criteria [2]. In addition to providing a high
degree of security, the kernel is a virtual machine monitor
(VMM). The security aspects of the system are described
in [9, 17, 8, 5]. This paper discusses the changes made to
the VAX architecture to support virtual machines (VMs).

Choosing the virtual machine approach to building the
kernel provided two primary advantages. First, a VMM can
provide a high degree of isolation between users, definitely
an advantage in a secure system [12]. Second, all of the ser-
vices and applications of existing operating systems can be
provided in the highly secure environment, without exten-
sive modifications to those operating systems (to augment
their security), and without duplication of those services and
applications in a new, highly secure environment.

Digital Equipment Corporation does not sell the VAX se-
curity kernel described in this paper. Support for virtual
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machines is not included in any commercially available VAX
computer system. The kernel described here supported both
VMS and ULTRIX-32 in virtual machines. It was suffi-
ciently stable, reliable and fast that we used it as its own
primary development environment.

Work on a prototype was begun in 1981 with these goals:

¢ Virtual machines should be implementable without any
changes to standard VAX hardware. This required fit-
ting microcode changes into the available space, as well
as avoiding the addition of hardware features.

o A VAX computer, although modified to support a vir-
tual machine monitor, should still appear to be a nor-
mal VAX computer. In particular, standard VAX op-
erating systems should run unchanged on the modified
real machine.

¢ The virtual VAX computer, although not necessarily
identical to the underlying real machine, should still
appear to be a normal VAX computer. In particu-
lar, standard VAX operating systems should require no
more changes to run on it than would be expected for
any new VAX model.

o The architecture changes should support a highly se-
cure VMM. Among other things, the VMM would be
required to take maximum advantage of the protection
provided by the hardware.

o Performance should be acceptable. Our goal was that
overall performance of software running in the VM
should be no worse than 50% that of the same software
running directly on the underlying hardware.

Work was begun using a VAX-11/730. This was a con-
venient vehicle for experimentation because its microcode
was vertical, and relatively easy to modify. There was a fair
amount of microcode space available as well. From this work
came a proposal for changes to the VAX architecture that
specified the extra features required for any VAX processor
to support virtual machines.

These changes were subsequently implemented on the
VAX-11/785 and on the VAX 8800 family of machines. Our
experience on three VAX processor types convinces us that
the architecture changes are sufficient for implementing vir-
tual VAX processors.

The work described here reflects the tradeoffs that are nec-
essary when modifying not a single processor but an archi-
tecture for a family of processors. Hardware costs, changes
to existing operating systems, compatibility with other VAX
processors, the security requirements of the VMM, and per-
formance were all factors in the choices that were made.

In Section 2 we present the theory regarding virtualization
that was developed in the 1970s. Section 3 provides a brief
sketch of the VAX architecture.



Sections 4, 5, and 6 present the changes to the VAX archi-
tecture. In Section 4 we describe the changes to the under-
lying processor on which the virtual machine monitor runs.
In Section 5 we describe the differences between virtual and
non-virtual VAX processors. Section 6 provides a summary
of the changes in both domains.

Section 7 compares our efforts with prior theory and im-
plementations. Section 8 presents our conclusions.

2 Theory of Virtual Machines

Popek and Goldberg [15] defined a virtual machineas an “ef-
ficient, isolated duplicate of a real machine.” They described
a virtual machire monitor (VMM) as the control program
that implements virtual machines, and stated these proper-
ties of a virtual machine:

¢ Efficiency: most instructions execute directly on the
hardware;

¢ Resource control: no VM may control system-wide re-
sources; and

¢ Equivalence: a program running in a VM performs as
if it were running on (a possibly “smaller” version of)
the underlying hardware.

In effect, the VMM is providing one or more processes (i.e.
virtual machines), each with a programming interface which
is nearly identical to the underlying hardware. This is in
contrast to most general-purpose operating systems, which
provide processes with a restricted programming interface:
the privileged part of the underlying architecture is not avail-
able. Typically the services provided by a VMM or operat-
ing system are invoked via some sort of system service call
or trap.

Popek and Goldberg showed that an architecture will sup-
port virtual machines if the set of sensitive instructions is a
subset of the privileged instructions. Privileged instructions
are those that trap when executed from any but the most
privileged mode. Sensitive instructions are those that read
or change the privileged machine state (including processor
state, mode, memory management data, etc.).

Intuitively, programs in the virtual machine must be pre-
vented from affecting (or being affected by) the execution
of any other virtual machine or the VMM itself. Sensitive
instructions are those which could cause (or reveal) these un-
wanted effects. Therefore, programs in the VM must be pre-
vented from directly executing these sensitive instructions.
If all sensitive instructions are privileged, and the VMM pre-
vents the VM from executing in the real machine’s most
privileged mode, then all sensitive instructions executed in
the VM will trap, and the VMM can emulate the effect of
the instruction. (A more thorough discussion of virtual ma-
chines may be found in [13].)

The VAX architecture has some unprivileged but sensi-
tive instructions. This paper identifies those instructions,
and describes how we modified them. It argues that the
resulting modified VAX architecture meets the requirement
for supporting virtual machines.

3 VAX Architecture

This section describes those aspects of the VAX architecture
that are pertinent to virtual machines, and indicates how the
unmodified architecture fails to meet the requirement stated
above. Readers who are familiar with the VAX architecture
may skip to Section 3.4. Readers desiring more information
about the architecture are referred to [10].
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3.1 Protection Rings

The VAX architecture defines four protection rings, referred
to in VAX documentation as access modes.! From most
to least privileged, the modes are named kernel, ezecutive,
supervisor, and user. These modes are used in determining
the privilege of a process as well as its access to memery.
Privileged instructions may be issued only from kernel mode;
from any other mode they cause a trap to kernel mode.

Execution modes are stored in the Processor Status Long-
word (PSL), including both the current execution mode
(denoted PSL{(CUR)) and the previous execution mode
{PSL(PRYV)). Software may read PSL using the unprivileged
MOVPSL instruction.

The CHM instructions are used to switch to a mode of
equal or increased privilege. A separate instruction (CHMU,
CHMS, CHME, CHMK) exists for each target mode. Each
traps to a specified location, with the processor’s mode
changed to the target mode.

The REI instruction is used to switch to a mode of equal
or decreased privilege. Typically it is used to dismiss an
exception or interrupt, or to return to the mode from which
a CHM was previously issued.

3.2 Memory management

The VAX virtual address space conmsists of three regions:
PO, P1, and S. Figure 1 shows the virtual address space.
Privileged and unprivileged code share the virtual address
space; S space, which is common to all processes, typically
contains the operating system and its data, while PO and
P1 spaces contain less-privileged code. Privileged code and
data are protected from less privileged code by using VAX
memory protection.

00000600

P0 Space
3FFFFFFF
40000000

P1 Space
TFFFEFFFF
80000000

S Space
BFFFFEFFF
€0000000

Reserved
FFFFFFFF

Figure 1: VAX Virtual Address Space

3.2.1 Page Tables

Each region is described by a page table, whose page table
entries (PTEs) contain translation and protection informa-
tion for each page. The operating system creates the page
table for S space, the System Page Table (SPT). The SPT

1This paper uses “ring” and “access mode” interchangeably.



resides in physical memory, and the operating system tells
hardware its starting physical address and length. The page
tables for PO space and P1 space reside in virtual memory,
within S space. The operating system tells hardware the
starting virtual addresses and lengths of these page tables.

Each PTE describes one page. The fields of interest are:

o the page frame number (PFN) of the underlying phys-
ical page, denoted PTE(PFN)

o the protection field, PTE(PROT)
¢ the MODIFY bit, PTE(M)
o the VALID bit, PTE(V)

PTE(PROT) indicates the least privileged mode that may
write the page and the least privileged mode that may read
it. For any mode, write access implies read access. For
example, a protection code that specifies Executive Mode
Write, Supervisor Mode Read allows the following access:

Execution Mode Access
User none
Supervisor read
Executive read /write
Kernel read/write

PTE(M) indicates to software that the page has been
modified since the software last cleared the bit. Hardware
sets this bit without a trap to software.

Software sets PTE(V) to tell hardware that PTE(PFN)
and PTE(M) contain current information. PTE(V) has no
bearing on the protection code; hardware tests accessibility
of a page by using PTE(PROT) even if PTE(V) is clear.

As long as PTE(V) is clear (i.e. the PTE is invalid), soft-
ware may change any field in the PTE (including PTE(V)),
and hardware may not change or cache the PTE. However,
if software changes a PTE when PTE(V) is already set (the
PTE is valid), it must signal the change to the memory man-
agement hardware by issuing a privileged instruction.

3.2.2 PROBE Instructions

Software determines the accessibility of a page of memory
by issuing one of the PROBE instructions (PROBER for
read access, PROBEW for write access). Arguments to the
instruction are virtual address, length, and access mode.
Hardware determines whether the protection on the con-
taining page permits access for the less privileged of 1) the
mode specified as an operand and 2) the previous mode as
contained in the PSL. A condition code bit is set to indicate
accessibility.

These instructions may be executed from any mode. They
are typically used to check access to arguments passed from
a less privileged mode, to ensure that the more privileged
code does not perform a memory read or write on behalf of
the caller that the caller itself is not allowed to perform.

3.3 Exceptions and Interrupts

Certain events lead to a synchronous transfer of control to
privileged code, called an ezception.? Other events cause
asynchronous transfer, called interrupts. The operating sys-
tem provides in the System Control Block (SCB) a list of ad-
dresses of routines to handle such events, indexed by event
type. The transfer occurs within the current address space.

2The VAX architecture divides exceptions into traps and faults.
This paper treats all three terms as synonyms.
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Most exceptions and all interrupts cause the new mode to
be kernel. CHM selects the new mode based on the operation
code of the instruction.?

3.4 Problems With Virtualization

As the previous sections indicate, some privileged machine
state may be accessed by unprivileged VAX instructions.
Table 1 lists this sensitive data, and the unprivileged in-
structions that touch it.

Data item Instruction
PSL{CUR) Read and written by CHM, REI
Read by MOVPSL
PSL{PRV) Read and written by REI
Read by MOVPSL, PROBE
Written by CHM
PTE(M) Implicitly written by any
write reference to memory
PTE(PROT) Read by PROBE

Table 1: Sensitive Data

MOVPSL reads the PSL directly, without a trap to privi-
leged software. REI’s behavior depends on the current mode
and the new mode as pushed onto the stack. The normal
cases of returning to less privileged mode execute without a
trap. CHM is a special case; it traps through the SCB, but
not to kernel-mode code.

PTE(M) is written by hardware as a result of any attempt
to update a writeable page whose PTE(M) bit was previously
clear. Therefore, any unprivileged instruction that can write
to the page can set this bit.

The behavior of PROBE is a function of the previous
execution mode (PSL{PRV)) and the page protection code
(PTE(PROT)). For this instruction to operate correctly in
a VM, it must consistently use the VM’s values for these
fields, and not the underlying real machine’s values.

4 Changes to Support a VAX VMM

This section describes the changes made to the VAX archi-
tecture [10] to support a virtual machine monitor and exe-
cute virtual machines. We begin with a brief discussion of
the environment of the VMM and VMs.

The VMM shares the virtual address space with the VM.
We investigated keeping the VMM'’s presence in the VM’s
address space to an absolute minimum,* and changing to
a VMM-specific address space whenever the VMM was in-
voked. This approach was abandoned due to the perfor-
mance cost of changing address spaces. As shown in Fig-
ure 2, the VMM uses S space above an installation-defined
boundary, to stay out of the VM’s way in the virtual address
space as much as possible.

Physical memory is presented to each VM as contiguous
and starting at physical page 0; the underlying real physical
memory is different for each VM. This memory is not paged
by the VMM.

3There arc also two “instruction emulation” caccptions which do
not change mode; we do not address them for space reasons.
*This minimum consists of at least the VMM’s shadow PO and
P1 page tables (Section 4.3.1), which are in virtual memory.



00000000

PO Space
3FFFFFFF
40000000

P1 Space
TFFFFFFF
80000000

S Space

VMM’s Portion

BFFFFFFF of S Space
€0000000

Reserved
FEFFFFEF

Figure 2: VM and VMM Shared Address Space

Kernel mode is reserved to the VMM, to insure that the
VMM controls all system resources and to protect the VMM
from tampering by the VM.® The outer three modes are
available to the VM. However, in order to properly virtualize
the VAX architecture (and meet our goal that VMS run in a
VM with minimal changes) the VM must still perceive four
modes.®

The most direct approach to virtualization would have
been to change the sensitive instructions from Table 1 to
be privileged. In conjunction with a method for handling
PTE(M), this would modify the VAX architecture suffi-
ciently to conform to Popek and Goldberg’s requirements,
and allow software to emulate four modes in the VM with
minimal microcode support. The computer resulting from
this simple modification would not meet the goal of running
standard VAX operating systems, however; several common
instructions would have become privileged. We needed to
devise a more sophisticated approach. The remainder of
this section describes such an approach.

4.1 Overview of Ring Compression

Since we reserved kernel mode to the VMM, and the VM
must perceive four modes, it was essential that we develop
a new technique for virtualization of rings. That technique
is called ring compression [7].

Figure 3 shows how the protection rings of a virtual VAX
processor are mapped to the rings of a real VAX proces-
sor. Virtual user and supervisor modes map to their real
counterparts, but virtual executive and kernel modes both
map to real executive mode. The real ring numbers are con-
cealed from the virtual machine’s operating system (VMOS)
by modification of all instructions that could reveal the real
ring number. This ezecution ring compression is described
in detail in Section 4.2.

In addition to the architectural changes, ring compression
requires that the VMM change the memory protection of
pages belonging to virtual machines so that their kernel-

5Resource control is a virtualization requirement [15]; both re-
source control and tamper-resistance are security requirements [2].
6VMS uses all four VAX access modes, while ULTRIX-32 uses
only two; therefore VMS imposes the more stringent requirement.
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Virtual Machine
Access Modes

Real Machine
Access Modes

User 3 User
Supervisor ——————3 Supervisor
VM Executive ——————)p
S aa Executive
VM Kernel {——————P
Forbidden Kernel

Figure 3: Ring Compression

mode pages become accessible from executive mode. This
memory ring compression is described in Section 4.3.

Our choice of mapping was flexible because ring com-
pression is achieved entirely in software. The actual choice
of mapping for ring compression was determined by neces-
sity, simplicity, and security. It was necessary to map vir-
tual kernel mode to a less privileged real mode, real ex-
ecutive mode being the obvious choice. It was simple to
map all other virtual modes to their corresponding real
modes. This simple choice was ratified by security consid-
erations in the VMS operating system: the supervisor/user
and executive/supervisor mode boundaries are more critical
to VMS security and robustness than the kernel/executive
mode boundary. This was an important consideration, since
ring compression (as implemented by the VAX. security ker-
nel) does not fully preserve the compressed kernel/executive
mode boundary (Section 4.3.1).

4.2 Execution Ring Compression

Execution ring compression was achieved by making three
underlying changes to the VAX architecture, and modifying
the sensitive instructions to make use of these changes. The
specific changes were:

¢ Definition of a VM mode bit, PSL{VM);
¢ Definition of a new register, VMPSL; and
o Definition of the VM-emulation exception.

PSL(VM) is set when the processor is executing in a vir-
tual machine (the processor is in VM mode), and clear when
it is not. PSL{VM) is set only by software, and is cleared
only by microcode when an exception or interrupt occurs.
Software reading the PSL, whether in the VMM or the VM,
will never see PSL{VM) set. As described below, the behav-
ior of several instructions and exceptions is changed when
PSL({VM) is set.”

The virtual VAX computer must have a PSL. The VMPSL
register contains those parts of the VM’s PSL that differ
from the real machine’s PSL, including the current mode

"This mode-bit approach is similar in concept to Popek and
Kline's modifications to the PDP-11 architecture [16, section IV],
but our changes were all in microcode rather than hardware.



and previous mode. Only a few fields of the PSL require em-
ulation; most fields of the VM’s PSL (e.g. condition codes,
arithmetic trap flags) can still be stored in the real PSL,
where most instructions expect to find them. To avoid dupli-
cation of data, VMPSL does not contain these other fields.
As will be shown below, the VMPSL register allows sev-
eral optimizations and assurances to be implemented in mi-
crocode.

As a rule, the sensitive unprivileged instructions trap
when executed in VM mode (i.e., when PSL{VM) is set).
Since the decision to trap is not based on execution mode,
as it is with the privileged instructions, there is no need to
use the existing VAX privileged instruction trap; these in-
structions use the VM-emulation trap instead. We defined
the VM-emulation trap to provide the VMM with complete
information about the instruction and its decoded operands,
as well as the PSL of the VM (note: not just VMPSL) at the
time the sensitive instruction was executed. Thus the VMM
need not engage in any probing of the instruction stream or
parsing of instruction operands; all of that is done by mi-
crocode before the VMM is invoked. (The VMM may need
to probe addresses when instruction results are written to
memory.)

4.2.1 Move From Processor Status Longword

The MOVPSL instruction was implemented completely in
microcode. If PSL{VM)=0, MOVPSL simply returns the
real PSL; if PSL{(VM)=1, MOVPSL performs a simple merge
of fields from the real PSL and from VMPSL to return the
VM’s PSL. This instruction never traps at all; it always
generates the correct result.

Essentially, we optimized the emulation of MOVPSL into
microcode. Since MOVPSL is not infrequent and is a fairly
simple operation, we felt this was a good tradeoff of perfor-
mance versus microcode complexity.

4.2.2 Change-Mode

We defined the four CHM instructions to cause a VM-em-
ulation trap when executed in VM mode. The VMM can
then do the proper stack pointer and stack manipulation,
examine the VM’s SCB, and forward the CHM exception to
the VM.

Given the existence of the VM mode bit and VMPSL,
the mode-changing effect of these instructions could have
been handled in microcode. The complexity of this oper-
ation is greater than it might first appear, however. Since
each mode has its own stack pointer, and virtual kernel and
executive modes both map to real executive mode, we would
have needed additional VM stack pointer registers. Also, mi-
crocode would have needed to know the location of the VM’s
SCB, and read it (not the real SCB) when PSL{(VM) is set.

4.2.3 Return From Exception or Interrupt

REI is one of the most complex VAX instructions; virtual-
ization makes it doubly so. Because of this, the bulk of the
REI emulation work is done in software, but certain useful
sanity checks were left in microcode to help optimize the
software path.

One effect of REI is to replace the entire PSL. This means
the VMM must compress the new PSL’s current mode and
previous mode fields, and switch to the proper VM stack.
If executed in virtual kernel mode, the REI may also be
dismissing an interrupt, possibly making some other virtual
interrupt deliverable. As with exceptions, virtual interrupts
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are delivered to the VM via vectors defined in the VM’s SCB.
Virtual interrupts are handled entirely in software.

4.3

The page tables that the VMOS creates contain page frame
numbers (PFNs) and protection fields that reflect the virtual
machine’s environment. The VMOS stores its physical page
numbers (called VM-physical page frame numbers or VM-
PFNs) into its page table. It also stores a protection field
that reflects the four modes that are visible to it. Before
hardware can use the page table, it must be translated to
reflect the physical environment.

Memory Ring Compression

4.3.1 Shadow Page Tables

The VMM maintains a set of page tables that contain the
real physical page numbers and translated protection fields
corresponding to the VM’s page table entries. These tables,
called shadow page tables [13, 4], are normal VAX page ta-
bles, and are the only ones known to the microcode. For
each page in the VM’s virtual address space, there is a PTE
in the VM’s page table and a corresponding shadow PTE in
the shadow page table.

Translating the physical page number is done in accor-
dance with whatever scheme the VMM has established for
providing physical memory to the VM; this is purely a soft-
ware issue. Translating the VM’s page protection code must
be done in accordance with the ring compression scheme
(Figure 3). Basically, any protection code which limits read
or write access to kernel mode must be modified to extend
that access to executive mode. This modification has the
desired effect of allowing code in VM-kernel mode (real ex-
ecutive mode) to reference VM pages protected for kernel
mode access only. The modification also has the less de-
sirable effect of allowing code in VM-executive mode (real
executive mode) to reference those same pages; Section 7.1
discusses this problem. We have not observed any problems
with VMS or ULTRIX-32 resulting from this behavior.

The VAX architecture specifies that hardware check the
protection code of a PTE even if the valid bit is clear. How-
ever, when the shadow PTE for a given page has not been
updated to reflect the contents of the VM’s PTE, the shadow
PTE’s protection code is not meaningful. In this case, we
must trap a reference to the page so that the VMM can
update the shadow PTE. We accomplish this by initializ-
ing all shadow PTEs to a default null PTE. The null PTE
permits read and write access to all modes, and is invalid.
Thus when the VM touches a page whose PTE is the null
PTE, the protection check always succeeds, and the machine
delivers a page fault to the VMM. The VMM updates the
shadow PTE according to the contents of the VM’s PTE,
and retries the reference.

This on-demand approach to filling the shadow page ta-
ble contrasts with the alternative of scanning the VM’s page
tables and translating all valid PTEs at once when a new
process is selected. We experimented with various schemes
representing a compromise between these two approaches.
We tried to anticipate a VM’s memory references based on
past behavior, and fill in a group of shadow PTEs while han-
dling a single page fault. But the benefit of avoiding faults
to the VMM was overshadowed by the cost of processing the
PTEs, many of which were not used before the next context
switch. In fact, one experiment showed an average of only
17 page faults between context switches. Even so, the VAX
security kernel spends more time filling the shadow page ta-
ble than any other single operation; one (more successful)
effort to improve this is described in Section 7.2.



4.3.2 Probe Page Accessibility

The PROBE instruction determines the accessibility of a
page from a given mode by reading the protection code con-
tained in the PTE for that page. In the modified VAX,
PROBE reads the shadow PTE, which contains the com-
pressed protection code.

Because PROBE is executed frequently, we provided for
microcode support of the most common cases. As long as
the shadow PTE is valid, PROBE uses the protection field
directly, and checks the requested access against the previ-
ous mode in the PSL. Without trapping to the VMM, the
PROBE instruction sets the condition code bit to indicate
accessibility.

However, if the shadow PTE is not valid, PROBE cannot
use its contents. Instead, it traps to the VMM, which up-
dates the shadow page table based on the VM’s page table,
allowing PROBE to complete.

PROBE’s behavior with respect to ring compression is
consistent with that of memory operations. If the VM
PROBESs a kernel-protected page for access from executive
mode, PROBE returns success.

4.3.3 Probe Virtual Machine Accessibility

The new PROBEVM instructions (PROBEVMR and
PROBEVMW) are designed as performance enhancements
for probing the VM’s virtual memory. PROBEVM is some-
what analogous to PROBE, but differs in almost every de-
tail. Table 2 compares these instructions.

PROBE
unprivileged

PROBEVM
privileged

tests first and last byte
of a structure

tests only one byte of
a structure

probe mode no more
privileged than
PSL(PRV)

probe mode no more
privileged than
executive mode

tests only protection tests protection, validity,

modify (in that order)

Table 2: PROBE versus PROBEVM

Note that PROBEVM is itself privileged and sensitive,
and causes a VM-emulation trap if executed by the VM.
Ordinarily a VM would not execute one of these instructions
unless it were running a virtual machine monitor. Since the
VAX security kernel does not support self-virtualization,®
it treats PROBEVM as an unimplemented instruction, and
delivers the appropriate exception to the VM.

4.4 Other Virtualization Changes
This section details architectural changes which were not

driven by ring compression.

4.4.1 Privileged Sensitive Instructions

Once the unprivileged sensitive instructions had been
changed to trap based on PSL{VM), it became advantageous

8We anticipated self-virtualization when defining the architec-
tural changes, but did not implement support for it in our VMM.
This paper does not address self-virtualization in detail for space
reasons.
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to cause all sensitive instructions (privileged and unprivi-
leged) to trap based on PSL{VM). In most VMMs, the priv-
ileged sensitive instructions trap to the VMM simply due to
a privilege violation. By changing these instructions to canse
a VM-emulation trap based on PSL{VM), we have exactly
one path by which all sensitive instructions trap. This path
parses all instruction operands in microcode, simplifying the
effort of emulating the instructions.

In addition, the privileged instructions cause a VM-emu-
lation trap only when the VM is in kernel mode. If the VM
is not in kernel mode, these instructions cause a privileged
instruction trap instead. This allows the emulation software
to avoid testing for this infrequent case on the frequent path.

4.4.2 Page Modified Fault

Because the VMM maintains shadow page tables, it needs
a way to know when a page belonging to a VM is modified,
so that the “modified” bit (PTE{M)) can be properly set
in the VM’s page tables. In order to meet this requirement
efficiently, we defined a new memory-management exception,
the modify fault. With this fault, a legal write-reference to
a page which does not have its PTE(M) bit set causes a
modify fault. The operating system must then set PTE{M)
explicitly, so that when the faulting instruction is retried,
the reference will succeed.?

When the VMM receives this exception for a page be-
longing to a VM, the VMM sets PTE(M) in the shadow
page table, and also sets the corresponding bit in the VM’s
page table. Thus the VM’s page table accurately reflects the
state of modified pages.

A similar effect could have been obtained by giving the
shadow PTE a read-only protection code. The access viola-
tion path would detect whether a reference was in fact legal
by checking back with the original VM PTE protection code.
However, giving a writeable page a read-only protection code
would cause PROBEW to think the page was not writeable;
we would be forced to make PROBEW trap more frequently
to avoid this problem. Overall we deemed it more efficient to
create a new fault that would not require these extra steps.

4.4.3 Virtualizing I/0

The typical (but not architected) VAX I/O mechanism is
to manipulate locations (I/O registers) in a reserved area of
physical memory, using normal memory-reference instruc-
tions in place of a special start-I/O instruction. Emulating
this can be expensive [16]. Instead, we defined an explicit
start-I/O instruction for the VM. This significantly reduces
the number of traps for I/O, compared to emulating I/O
registers.

5 Virtual versus Real VAX

The VAX architecture [10] defines a standard set of char-
acteristics for all VAX processors, with specific rules about
possible subsets. Some aspects of the VAX architecture are
not so rigidly defined, however, and variations among pro-
cessors are common. With only the few exceptions noted
below, the virtual VAX processor is like any other VAX pro-
cessor. Its privileged data structures are those of any VAX
processor, and its instructions act like VAX instructions.

°The modify fault has since been adopted into the base VAX
architecture as an optional alternative to hardware’s setting
PTE(M) on a write reference.



In a few cases, the architecture was modified to make an
exception for virtual VAX processors. These characteristics
are visible to the VMOS in some way:

o Virtual memory limits: The VAX architecture sets up-~
per limits of one gigabyte on the sizes of the P0, P1,
and S spaces. We specified that the VMM would be al-
lowed to set a smaller limit, determined by the system
manager. This restriction is not inherent in virtual-
ization and could be relaxed with a different memory
allocation scheme in the VMM.

o Memory protection: As described in Section 4.3.1, code
that executes in executive mode can touch pages that
are protected for kernel-mode access. This is a conse-
quence of our implementation of the ring compression
scheme (Section 7.1).

e Time: VAX processors provide an interval timer, which
interrupts the operating system periodically. The oper-
ating system can compute the total system uptime by
counting these interrupts. On a virtual VAX proces-
sor, timer interrupts are delivered only when the VM
is actually running. The VMM maintains system up
time and stores it into the VMOS’s memory. There-
fore the VMOS code should read this time rather than
computing it.

¢ WAIT: On a standard VAX processor, an idle operating
system can go into an interruptible “idle loop.” If a
VMOS does this, the VMM will think the VM is busy,
and try to keep it running. Instead, we added the WAIT
instruction as a handshake, telling the VMM that the
VM is idle. The VMM can then run another VM.°

The virtual VAX processor also differs from other proces-
sors in some of the standard ways that processors are allowed
to vary.

o Initiation of I/O: The VMOS must execute an instruc-
tion that writes a special register (MTPR to KCALL)
to tell the VMM to start the I/O operation.!!

e Hardware errors: Typically hardware errors result in
an exception to the operating system. On the virtual
VAX processor, the only error visible to the VMOS
is a reference to non-existent memory. We respond by
halting the VM, because touching non-existent memory
can be a symptom of a security attack on the system.

o Physical memory size: In a virtual VAX processor,
physical memory appears to be contiguous starting at
page 0. The VMOS must read a processor-specific regis-
ter (MEMSIZE) to determine the total amount of mem-
ory available.

e Console: VAX systems may provide all or a subset of
the console’s command interface. We chose a subset
adequate for booting and debugging a VM.

The virtual VAX computer exhibits the three properties
of virtual machines listed in Section 2:

o Efficiency: All unprivileged VAX instructions execute
directly on the hardware.

¢ Resource control: Since VMs cannot run in real kernel
mode, the VMM controls all system-wide resources.

¢ Equivalence: All VM programs work as if they were
running on a real machine, with only the exceptions
listed above.

IOWAIT “times out” after some seconds, so every VM runs peri-
odically even without an explicit event occurring.

11This same mechanism is used by the VMOS to communicate
with the VMM for other purposes, such as system management.
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The virtual VAX computer is an abstraction presented by
the VMM and the underlying real machine. The points at
which the virtual VAX computer differs from other VAX
computers (e.g. I/O) are all implemented by the VMM,
meaning that the virtual VAX computer will look essentially
the same regardless of the underlying hardware platform.

6 Summary of Changes

Table 3 sumimarizes the changes as they relate to the prob-
lems described in Section 3.4.

Data item Instruction  Solution

PSL{CUR) CHM Trap to the VMM
REI Trap to the VMM
MOVPSL Compress in pcode

PSL(PRV) CHM Trap to the VMM
REI Trap to the VMM
MOVPSL Compress in gcode
PROBE Trap to the VMM if

PTE is invalid
PTE(M) mem. write Modify fault
PTE(PROT) PROBE Trap to the VMM if

PTE is invalid

Table 3: Solutions for Sensitive Data

CHM and REI were changed from unprivileged sen-
sitive instructions to (essentially) privileged instructions.
MOVPSL was changed to return the VM’s access mode
rather than the underlying machine’s access mode. Thus
while it remains sensitive, it has the desired effect without
the overhead of trapping to the VMM.

PTE(M) is no longer set by hardware in response to a
memory write operation. Instead, the VMM receives a mod-
ify fault. This can be seen as making these memory writes
privileged, or as removing the sensitivity of these instruc-
tions completely (since they no longer modify the PTE).

Finally, PROBE’s reading of PTE(PROT) is handled in
two ways. If the entry is valid, PROBE reads the compressed
code; if not, the instruction is privileged.

Table 4 summarizes the changes to the VAX architecture
described in Sections 4 and 5. Every operation (or other
item) that was modified is listed. The “Standard VAX” col-
umn gives a brief description of the pertinent aspects of the
operation. The “Modified VAX” column shows the differ-
ences on machines that support VMs. Similarly, the “Vir-
tual VAX” column shows the differences within a virtual
machine. “No change” means that the behavior is identical
to that of a standard VAX computer.

7 Comparison with Other Work
7.1 Virtualizing Rings

Previous VMMs have all been for machines with only two
rings. Goldberg [3] addresses the (to him) theoretical ques-
tion of virtualizing a machine with more than two rings. He
notes that any ring-mapping scheme must reserve ring 0 {the
most privileged ring) to the VMM. He offers two alternative
schemes. The first maps virtual mode onto the equivalent
real mode, trapping all instructions in the most privileged
mode. This scheme is costly in performance, and requires
the VMM to be able to emulate every processor instruction.



Operation/Item Modified VAX Standard VAX Virtual VAX
LDPCTX, SVPCTX, if PSL{VM)=1 and execute if in no change
MFPR, MTPR, VM kernel mode, kernel mode
HALT VM-emulation trap
CHM if PSL(VM)=1, trap to new mode no change
VM-emulation trap
REI if PSL{(VM)=1, execute no change
VM-emulation trap
MOVPSL if PSI{(VM)=1, return PSL no change
return composite of
VMPSL and PSL
Write to an modify fault processor sets PTE(M) no change
unmodified page
VMPSL register exists doesn’t exist no change
PSL{VM) exists always 0 no change
PROBEVMx return accessibility privileged instruction no change
trap
PROBEx return accessibility, or  return accessibility executive mode can touch
VM-emulation trap if kernel-protected pages
PSL(VM)=1, V=0
WAIT no change privileged instruction gives up processor
trap
virtual address space  no change 4 gigabytes limited
MEMSIZE, KCALL, no change don’t exist exist
IORESET registers
Memory reference no change 4 protection rings executive mode can touch
(mapped) kernel-protected pages
Timer no change interrupts predictably interrupts only when VM
is running
1/0 no change write control register write KCALL register
Console no change documented commands subset of doc’d commands

Table 4: Summary of VAX Architecture Changes

The second scheme creates a mapping of this sort:
0—1L,1-2,...i—i+1li+l-i+1,.. MM

That is, each of the most privileged modes is mapped onto
the next less privileged mode. At some point two modes are
mapped onto one, and beyond them each virtual mode is
mapped to the equivalent real mode. Goldberg acknowledges
two problems associated with such a mapping: visibility of
the underlying real mode to the VM, and the effect of the
real mode on the behavior of certain instructions.

Goldberg offers a hardware approach to resolve problems
with the second scheme: a ring relocation register that in
effect adds a constant to the virtual ring number. This solu-
tion requires that i = M; Goldberg acknowledges but leaves
unanswered the question of where and how to map the least
privileged virtual mode.

Our approach to the VAX access modes implements Gold-
berg’s second mapping scheme, with ¢ = 0 and M = 3. We
solve the problems Goldberg identified by using a combina-
tion of microcode and software to cause the VM to see two
distinct modes, despite the mapping of these two modes onto
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a single real mode. For example, the CHMK instruction can
change the virtual mode from executive to kernel, and exam-
ination of the PSL’s current mode field from the VM reveals
two distinct modes.

There is one case where our ring compression implementa-
tion is incomplete: pages that are protected for kernel-only
access by the VM can in fact be accessed by code running
in executive mode (see Section 4.3.1). Several alternatives
for solving this problem were considered, but each was ul-
timately rejected as too costly in developmen! or in per-
formance. Under different constraints, or given a different
base architecture, these costs might well be less, and permit
a more “perfect” implementation of ring compression. The
alternatives we considered were as follows:

e Use PSL{VM) to create a fifth execution ring between
kernel and executive modes, a “VM-kernel” mode, in-
stead of compressing four rings to three. However,
this requires a fifth memory ring, to protect the VMM
from the VM, entailing changes to memory manage-
ment hardware. We could not modify hardware.



o Use separate shadow page tables to emulate the effect of
the executive/kernel mode protection boundary. This
increases the cost of certain mode transitions, by adding
an address space switch. Extra address spaces also en-
tail extra shadow page table fills, and invalidating map-
pings in multiple page tables. We felt these costs would
have been prohibitive.

o Use separate page tables to protect the VMM from the
VM, rather than have the VMM share the VM’s vir-
tual address space. This effectively creates the fifth
ring mentioned above, but without hardware changes.
However, this increases the cost of entering and exiting
the VMM by adding an address space switch. Since our
VMM is entered very frequently to emulate sensitive op-
erations, we felt this cost would have been prohibitive.

7.2 Managing Address Spaces

VMS and ULTRIX-32 run with virtual addressing enabled
(except during initialization), and they support multiple pro-
cesses with associated address spaces. They also do paging.

IBM, on the other hand, developed its VM system when
its operating systems ran without virtual memory and pag-
ing; by providing paging, their VMM offered a service to
the VMs. The IBM experience seems to suggest that bal-
ancing the page managers of the VMOS and the VMM is
complicated [1, 18]; OS/VS1 simply did not page in the VM
environment [11]. By leaving paging to the VMOS, and al-
locating a fixed amount of memory to the VM, we were able
to keep the VMM’s memory manager simple. While elimi-
nating paging simplified the VMM (important in a security
kernel), it did limit the size and number of active VMs to
those that fit in memory.

The VMOSs’ use of virtual addressing dictated our deci-
sion to use shadow page tables. We had a similar experi-
ence to IBM’s [21] regarding page table management. Each
change of process within a VM included a change of address
space. Ttis required invalidating the shadow process PTEs,
as well as invalidating the translation lookaside buffer in the
hardware. When the same process ran again later, all the
shadow PTEs that had been valid earlier were once again
invalid, resulting in many page faults to the VMM.

In an effort to reduce this problem, we experimented with
maintaining in memory the shadow process page tables for
multiple processss per VM. When a process is suspended, its
shadow PTEs are preserved; when the process is resumed,
the VMM does not take faults to update previously valid
shadow PTEs. Umeno et al. [19] described a comparable
method, differing in a few details.

Our preliminary results were quite good; when the number
of VM processes did not exceed the number of shadow page
tables, the number of faults taken to fill in shadow PTEs
dropped by approximately 80%. Limited development time
prevented us from producing a fully robust implementation.

7.3 Performance Issues

We ran several benchmarks that contained a mix of interac-
tive editing and transaction processing, all running on VMS.
With the experimental implementation of multiple process
address spaces mentioned in Section 7.2, their performance
in virtual machines was 47-48% of their performance on the
unmodified VAX 8800. While this performance was close to
our original goal, it was not achieved easily. A great deal of
streamlining of both design and code was required. When
we set the 50% goal, we did not anticipate much difficulty
achieving it.
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There is a rich history of work in streamlining VM sys-
tems. IBM’s approaches {4, 11, 20, 21] included tailoring
the VMOS’s behavior to the VM environment, adding hand-
shakes between the VMOS and VMM, and moving functions
into microcode or hardware.

None of these approaches worked well for us. Tailoring
conflicted with our need to minimize changes to VMS and
ULTRIX-32, and inability to trust the VMOS limited what
handshakes we could use. We could not modify hardware.
Supporting VMs through modifications to the VAX archi-
tecture led to a “least common denominator” result with
respect to microcode enhancements; the machine with the
smallest available space determined what was possible.

Within that constraint, we did experiment with the
VMM/hardware interface. For example, originally we de-
signed instructions that the VMM would issue to deliver an
exception or interrupt to the VM. Performance analysis re-
vealed that a major cost of these operations was setup that
the VMM would have to perform anyway, and therefore these
instructions were of little benefit. On the other hand, one
part of these instructions— probing the VM’s memory— was
performed in several parts of the VMM. This analysis led to
the PROBEVM instructions described in Section 4.3.3. In
this instance we avoided moving complexity to microcode
because of the minimal gain.

VMS changes interrupt priority levels frequently, using
the privileged MTPR-t0-IPL instruction. Indeed, much ef-
fort has gone into VAX processors to optimize this path. In
the VAX~11/730 prototype, microcode maintained the VM’s
interrupt level, and handled changes to it. When we moved
to the VAX-11/785 and the VAX 8800 family, this func-
tion was removed because of lack of microcode space. This
hurt performance relative to the bare machine because the
MTPR-to-IPL path was heavily optimized in the VAX 8800
family. The VMM’ cost of emulating this instruction on
the VAX 8800 was ten to twelve times its cost on the bare
machine.

If the project had continued, we would have continued to
look for opportunities to migrate functions into microcode.
Olbert [14] observed that such migration should occur only
after the software has been optimized and is stable. We
share that opinion. We had streamlined some code paths,
but many opportunities for improvement remained. Never-
theless, it was clear that major improvements in performance
would be difficult without modifications to the VMOSes or
the microcode.

8 Conclusion

With a small number of changes, the VAX architecture can
be made to meet the Popek and Goldberg requirements for
supporting virtual machines. We achieved this through a
combination of microcode changes and emulation software.
Emulation of the VAX architecture’s four access modes was
achieved through a technique called ring compression. No
change to hardware was required. We believe this technique
is applicable to any machine with two or more rings.

Decisions about the VM/VMM interface and the
VMM/hardware interface were affected by the goal of a com-
mon definition across the VAX family, and the constraints
of a highly-secure VMM. These goals tend to conflict with
performance goals.

Our experience with modifying the VAX architecture to
support virtual machines suggests the following conclusions
about virtualization in general:

e Completely and perfectly emulating all rings of a ma-
chine can be done, but may not be necessary. It may
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be adequate to emulate all rings with respect to execu-
tion domain while blurring the distinction between VM
rings with respect to memory protection.

Emulating a START I/O instruction is far simpler and
more cost effective than emulating memory-mapped
I/O. This was our greatest departure from the usual
VAX practice, and we feel it was well worth it.

Defining the virtual machine as a unique or specific
member of a family of processors can make the VM
environment more portable than if it were a reflection
of the actual hardware.

Performance of a virtual machine, when expressed as
a percentage of the performance of the VMOS running
directly on the underlying machine, suffers when sen-
sitive instructions must be made to trap to emulation
software.

Defining a VMM /hardware interface for all processors
constrains downward migration of critical functions to
those that will fit in the processor with the least avail-
able microcode space.

Not all privileged operations need be in microcode. The
choice must be made with care, taking into account the
observed behavior of the VMOSes and the VMM.
When the VMM is also a security kernel, great care
must be exercised when VM/VMM handshakes are be-
ing considered. The VMM must not trust the VMOS.
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