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Cyber Physical Systems OPTIMAL: ,.
finding a controller for a I

given system such that a

k| certain optimality
criterion is achieved.

=~ WL
DEPENDABLE:

the ability ofacontrc-)ller to StOChaSt|C|ty '% 4(

function (correct) under
stated conditions for a
specified period of time. Hyb I’I d ystems

TuToR 2017 Kim Larsen [2]




@ YNep

UPPSALA m

UNIVERSITET  ®tupnt®

Eile View Took Options Help

1= 9¢ AdE RI@= e

Editor | Simulator | Verfier |

Name: [Train | Parameters: [constid_tid
x>=3
id]!
Safe leavelid]!
(1 +id) : N*N
Bl Edt Yew [ook Options telp
apprfid]! :
oopte LaB ¢ Aaa KA.
== Edior [Smulator ] vertier|
- Traino) Train(1) Train(2) Train(3) Wl V
. N | (R R e ii
x<=20 X< ¢ . . .

x<=10
stop[id]?

go[id]?
x=0

Train(4) Train(5) GEte

Optimization

2001

Simulations (1)

W wﬂﬂﬂlhﬂ-ﬂﬂﬂl’lﬂ JW”"WIN.IHTL , = | Testing

stoppai]

<

>

2004

ape 3]

Start

LN n

4 Synthesis 2005

b o s Component

Overview

E<> Train(0).Cross and (forall (i : id_t) i != 0 imply Train(i).stop)

o
5

Check

A[] Gate.list[N] == 0 Insert

[+
Train(0) Appr ~-» Train(0).Cross o0 P rf r m n
Train(1).Appr --» Train(1).Cross 0. Remave

Train(2).Appr --> Train(2).Cross Comments
.
v Anal
(AL forall (i - id_v forall { - id_o Train(i.Cross && Train(j).Cross imply | == j ‘ n a ys I S
Comment . .
There is never more than one train crossing the bridge (at
ptimal Synthesis
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Synchronizing
action
Reset \

press?
oress? 9Nt pressr  Bright
x=0 X<=3
\ Clock Guard

preSS? X>3 Conjunctions of

X~Nn

x: real-valued
clock

ADD a clock x
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o~ <Global variables> ' Light
9 T3 Light User
~x=0.000000 =0
¢ TQUser F , ON IGHT =
y = 0.000000 e press?
— —— press!
y<=6
press? x>3
Gantt Chart .
0
Ligh e
e
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Approaching]——{ Crossing ]——{ Safe }

- A

tracks
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tracks

—

Stop the train while it still stoppable!
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Safe

Safe

:Approaching:

Crossing

:Approaching:

Crossing

tracks
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Approaching Crossing

Add timing+ T
synchronization
[ Stopped’ {Restarted} x>=3
g leavel[id]!
Safe < Cross
< .‘ x<=5
appr[id]!
l A x=0
x>=7
x=0
Appr Start
x<=20 x<=15

o[id]?
x=0

x<=10
stop[id]?
Stop
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Editor .

as} CA\Users\kgl\Desktop\DESKTOP12A\UPPAAINUPPAAL examples\LCCC2013\SMC\TrainGateCPS5]1... { = ||§| ‘&I

File Edit View Tools Options Help
R - | & = @ @ @ [l o l
?3 Ch\Users\kgh\Desktop\DESKTOP12\UPPAAL\UPPAAL examples\LCCC2013\SMC\TrainGateCPS14.xml - UPPAAL

File Edit View Tools Options Help
) Mol @a K-> wmnl
TE& C\Users\kgl\Desktop\DESKTOP12\UPPAAL\UPPAAL examples\LCCC2013\SMC\TrainGateCPS14.xml - UPPAAL

)

File Edit View Tools Options Help

DaB|d¢ e q [ >e

Editor | Simulatorl ConcreteSimulator | ‘u’eriﬂerl Yggdrasil|

Project J Name: |Gate Parameters:

~-# Declarations

id t list[W+1];
int[0,H] len;

[y System declarations // Put an element at the end of the gusus

void engueue(id t element)

{

// Remove the front slement of the gueue Language
rosa degiesel) ' e User defined functions (C-like)
it 1 = 0; New r r
e (o < em dgclatg/a%?()s ng,er(;woetdaS’v?r/‘Faebles,
i) -t s s scalars)
, Partial instantiation of templates
;T Select clauses on edges
// Returns the front element of the queue Forall and exist quantifiers

id t front()

4 1
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Graphical Simulator
‘ - visualization
I
I

and recording
* inexpensive fault detection
* inspection of error traces
* Message Sequence Charts

E C \Users\kgI\Desktop\DESl(TOPlZ\UPPAAL\UPPAAL exampleﬂ\l.CCQDl?,\S MC\TrainG§

File Edit View Tools Options Help
@@E\O C\\@g@dkg-%»w.

Transition chooser " l___} -<Global variables> b - |
| Pt 0) =0 Train(0) ° t t
00 30 60 90| 120 151 U0y = G Ch
o 3 ji L-time = 457.299845 ann arts
E}‘S{ Gate Safz
B Ehlist = £4,1,2,0,3,0,0 {1+ ONeN
1 I 3 i 0] =4 appr(d]!
11=1 x=0
Delay: ho,898'%] [ & Reset Delay =2
(5 e roston | -
_ x2=20
Simulation Trace =
N '|E|"| =5 X<=-D.-
[ 4 First ” 468,198/5] W Last | 5% Traln[[]) S
[ prev | PPy | W next | . Lox = 0.066801 Stop Stop
=5 Tra|n[1)
Speeder - lex = 47.604389 Train(2) Train(3)
U_ E ETTIS[f]?l%a x==3 x==3
leave[2]! leawve[3]!
slow Fast B .S'l‘ Tralg[ﬂ?gﬁm {1+ E}ZN‘ﬁafe , #gzsés {1+ 3}:N-ﬁafe , #;2955 -
I P Randem J E} 3 Tram[4) Gantt Chart
fox = 0.000000 —
(Safe, Safe, Safe, Safe, Safe, Safe, Free) = E| 2 Traln[S} 0 10 189 28 37 46 55 64 73 82 51 1001091181271361451541631721511901¢ @\
Gate m “-% = 4.909008 Train(@)| JNNDEEEEEEE  ICEE I -
(Safe, Safe, Safe, Safe, Safe, Safe, -) Train()| SIS I x|
Train(Z) | SINEIEREINCEE I . =
appr(2]: Train(2) — Gate[2] Trafngag = @Q
rain()| SINEEEEE  TIE s
(Safe, Sofe, Appr, Safe, Sare, S, 0cc) TrainGs)| SIS THE N TEENE ([ |
appr[31: Train(3) — Gate[3] ~ Trains | T T ¢ @\,
< | 1 | » < 1 P
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- — —
% C\Users\kgl\Desktop\DESKTOP12\UPPAAL\UPPAAL examples\LCCC2013\SMC\TrainG{

File Edit View Tools Options Help

BaB|o¢laaaR@<we

Editor | Simulator | ComreteSimulatorl Veriﬁerl Yggdrasil|

Enabled Transitions

go[front()]: Gate — Train(5)
e
| b otext || 3 Reset |
Simulation Trace
Train(1) -
(Safe, Cross, Stop, Stop, Stop, Stop, Occ)
leave[1]: Train(1} — Gate[1]
(Safe, Safe, Stop, Stop, Stop, Stop, Free)
go[front()]: Gate — Train(5) L
(Safe, Safe, Stop, Stop, Stop, Start, Occ)
appr[0]: Train(0) — Gate[0] L
N L
Trace File: | |
[ 4l Prev “ I Next “ ) Replay l
[ = Open “ [ Save “ M Random l
[l
b
Fast

=5l Gate
Elist = {5,3,4,2,0,0,0}
~[0] =5
[1] =3
~[2] =4
~[4]1=0
[5] =0
[5] =10
—len = 4
[=-<Constraints>
~time = 63

~Train(0).x € [13,25]
~Train(1).x < [3,5]

~Train(2).x € [10,25]
~Train(3).x € [30,65]
~Train(4).x € [23,60]
~Train(5).x € [30,65]

~Train(0).x -
~Train(0).x -
- Train(0).x -
~Train(3).x -
- Train(4).x -
~Train(2).x -
- Train(3).x -
~Train(4).x -
~Train(4).x -
~Train(3).x -
~Train(3).x -
- Train(3).x -

time = -50
Train(1).x € [10,20]
Train(2).x = [0,5]
Train(0).x = [17,40]
Train(0).x = [10,35]
Train(1).x e [7,20]
Train(5).x € [-5,0]
time = -33
Train(3).x = [-20,0]
time = -30
Train(0).x € [17,40]
Train(4).x < [0,20]

Graphical Simulator

« visualization

and recording
iInexpensive fault detection
Inspection of error traces
* Message Sequence Charts
Gannt Charts

Train{2)
I e el .
1 = ZNeN N ) AcwE
]! =03
L] XD
xm il KrmT ~uil £
Train{0) Train(1) Train{2) Train(3) Train{4) Train(5) Gate
Occ
leave]1]
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( ) j 100 G T ) e |
Y ¥9 Pr{ <= 100](<> Train(0).Cross and (forall (i :id_1) i 1= 0 imply Tra.. ' simulate 1 [<=1000] {Gatelen) " T {5
= . .
Cumulative Probability Distribution I 5o Simulations (1)
0,36 ' ol
2 54 &
0,32 S
4,8
I 0,28
i
0,24 4,2]
—
0,20 . ] 36
LN F cumulative| D1 3\SMC\TrainGateCPS14.xm |
2016 E average 2 3,0
= =
i &0,12| = E Gate.len
File 24
0,08
|: 0,04 1,8
- 0 1,2
Edit] 13 23 33 43 53 63 73 83 93
run duration in time 0,6
Parameters: a=0.05, €=0.05, bucket width=6.6591, bucket count=13 N
O |Runs: 383 in total, 148 (38.642%) displayed, 235 (61.358%) remaining 0
| | Span of displayed sample: [13.4033958957132, 99.9718096766852] 0 160 320 480 640 800 960
3 | Mean of displayed sample: 67.857764992086 + 3.64941877938102 (95% CI) | — __tme

<> lrain(0).Cross

E<» Train(l).Cross

E<» Train(0).Cross and (forall (i : id_t) i != 0 imply Train(i).Stop) .

A[] forall (i : id t) forall (J : id_t) Train(i).Cro3s =& Train(j).Croas imply 1 == ]
L[] Gate.list[N] = 0

ettt e s e Verfier
— « Exhaustive & automatic
W | checking of requirements
Train(0).Appr —= Train(0).Cross . . . . .
.. Including validating, safety, liveness,
bounded liveness and
response properties

Whenever a train approaches the bridge, it will eventually cross.

.. performance properties,
e.g probabilistic and expectation.
.. generation of debugging information
for visualisation in simulator.
.. plot composer
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T T — — TT— TT——
| ¥9 C:\Users\kgl\Desktop\DESKTOP12\UPPAAL\UPPAAL examples\LCCC2013\SMC\TrainGateCPS14.xml - UPPAAL ‘
File Edit View Tools Options Help

Ba@oe/a’a @ -

Editor | Simulator | Concretesimulator | Verifier | Yggdrasil]

I j‘;;;]:;& ““““““““““““““““ : mm: ,‘I’rain—l Paramtem: |mn5t id_t id .
Declarations
BR

£+ Gate
. - Declarations o
‘-4 System declarations

idl!
Safe .( leavefid]! Cross
(1 +id):N*N x<=5
apprlid]!
x=0
x==7
=0
Appr Start
x<=20 x<=15

x<=10
stopl[id]?

go[id]?
x=0

Stop

UPPAAL Examples
SSFT15/UPPAAL SMC/
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file:///C:/Users/kgl/Desktop/DESKTOP12/POWERPOINT/Toulouse 2014/ScreenCapture_2014-10-15 9.0.58.wmv

Verification Queries .

Validation Properties

- Possibly: E<> P The expressions P and
QO must be type safe,
= Safety Properties side effect free, and
« Invariant: A[] P evaluate to a boolean.
= Pos. Inv.: E[] P
Only references to
= Liveness Properties integer variables,
" Eventually: A<> P constants, clocks, are
* Leadsto: P -->0 allowed (and arrays of
these).

Bounded Liveness
= Leads to within: P -->_,Q
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T T — — TT— TT——
| ¥9 C:\Users\kgl\Desktop\DESKTOP12\UPPAAL\UPPAAL examples\LCCC2013\SMC\TrainGateCPS14.xml - UPPAAL ‘
File Edit View Tools Options Help

Ba@oe/a’a @ -

Editor | Simulator | Concretesimulator | Verifier | Yggdrasil]

I j‘;;;]:;& ““““““““““““““““ : mm: ,‘I’rain—l Paramtem: |mn5t id_t id .
Declarations
BR

£+ Gate
. - Declarations o
‘-4 System declarations

idn
Safe .( leavefid]! Cross
(1 +id):N*N x<=5
apprlid]!
x=0
x==7
=0
Appr Start
x<=20 x<=15

x<=10
stopl[id]?

go[id]?
x=0

Stop

UPPAAL Examples
SSFT15/UPPAAL SMC/
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file:///C:/Users/kgl/Desktop/DESKTOP12/POWERPOINT/Toulouse 2014/ScreenCapture_2014-10-15 9.0.58.wmv

THE "secret” of UPPAAL (0

\j:
®e ynive
[ 19, CA\Users\kgl\Desktop\DESKTOP12\UPPAAL\UPPAAL examples\LCCC2013\SMC\TrainGateCPS14.xml - UPPAAL =Ni=n X )

File Edit View Tools Options Help

BaEC| ARG KRAQ= o

Editor | Simulator | ConcreteSimulator | Verifier | Yggdrasil|

Enabled Transitions :E}D& Gate ) ) Train) i

go[front()]: Gate — Train(5) | EHlist =12 30.2.0.0.00 -

~Train(4).x € [ 23 EIII] |
* ~Train(5).x = [30,65]
P Mext __@ Reset .
Y- Train(0).x - time = -50

Simulation Trace =-=<C .

E—— - | F-Train{0).x - Train{1).x = [10,20]

(Safe, Cross,.Stop, Stop, Stop, Stop, Occ) Tra I r”:I:I :I I Tr-a i |: 2] = [D ; 5]

leave[1]: Train(1)} — Gate[1]

Y-Train(3).x - Train(0).x = [17,40]

go[front()]: Gate — Train(3) . N -
(Safe, Safe, Stop, Stop, Stop, Start, Occ) ""TFEIIFIH].}{ Tra”-”:l:':].:’{ = [1Dr35] ain(5)  Gate

appr[0]: Train(0) — Gate[0] al . _ -
o §-Train(2).x - Train(1).x < [7,20]

Trace File: [ (3]:: Train(5 ]x e [5 D] I

[ A Frev ] L [ b Replay ] ----Tra%ngjg:::Elirrr:né]?:e [-20,0] —

l = Open " Save ][ P Randam ] ~Train(5).x - time = -30 t=avelt]

~Train(3).x - Train(0).x € [17,40]
U ~Train(5).x - Train(4).x = [0,20] Safe
Slow Fast i
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(n, 2<x<4

IR 1<y<3 yx<0 ) VA 1<y -3<yx<0) vy 1<y<3 yx<0 )

7

] ] ] ] S ] ] ] ]

N | | | | N
Delay X Delay (stopwatch)
Yy (n, x=0 1<y<3) Y A (0 2<x<4 1<y ) Y A
L. L2, .
| | | | S | | | | S | | | | S
X . X
Reset Extrapolation Convex Hull
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% train-gatexml - UPPAAL
File Edit View Tools Options Help

B ﬁ @‘ ﬁ Search Order

Editor Simulator

Overview

State Space Reduction
Co‘
Diagnostic Trace
Extrapolation

E<> Gate.Occ
E<> Train(0).
E<> Train(l).
E<> Train(0).
E<> Train(0).

A[] Bate.list
Train(0) .Appr

Train(l) .Appr

Train(2) . Avnr

A[] forall (i :

Hash table size
J'Z Reuse
cxd¥ Pparametric comparisons
crdd  Modest
Cr Statistical parameters

e

74

[aNeNel )

DEM

Compact Data Structure
Under Approximation
Over Approximation

Cross and (forall (1 : 1id t) 1

[N] == 0

——> Train(0) .Cross
——>» Train(l) .Cross
——> Train(2) .Cross

!'= 0 imply Train(i) .Stop)

id t) forall (j : id t) Train(i).Cross && Train(j) .Cross

Query

= Se

arch Order
Depth First
Breadth Frist

= Random Depth First

TuToR 2017

State Space Reduction
= None
= Conservative
= Aggressive
= Extreme
State Space Representation
= DBM
= Compact Form
= Under Approximation
= QOver Approximation

Diagnostic Trace

Extrapolation
=  Automatic

= None
» Difference
= Local

= Lower/Upper
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With
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Marius Mikucionis
Dehui Du, Axel Legay, Guangyuan Li,
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UPPAAL

Bla®@] (9]¢ [v[A]a] %@ < -

Train(

appr[0]: Train(D) --> Gate

A[] forall (i :

id_t) forall (j :
Train(i).Cross && Traln(J) Cross imply i ::j D

id_t)

Safetyv

Gare.list[3] = 3
Gare.list[4] = 2
Gate.list[5] = 0
Cate.listlE] =0

=10

E<> Train(0).Cross and

Reachablllty rs

Train(l).\nup

Simulation Trace

appr[3]: Train(3) --> Gate

Train(3).x ¢ [0,15]
Train{4).x € [0 2I |

F Train(5).x ¢ [0,15]
Tralml:n.x <= Tramu )%

ne=10 |||
stop[0]? W

Livenes

(safe, 9

stop(tal

Train(0). Appr --> Traln(O) Cross

JII'IIl W = Train(4).x ¢

[SBfE IO, J4TE, JWO0Q, S0P, S, ooy
alA<> .. E
(Safe, § . []

4).x - Train{5).x ¢
In(5).% - Train(0).x <

e

Cross
N<=5

Train(3)

Safe
(1 + 3):N*N ?

1+ 2): N°N ==
appr(2]
w=0

stop[tail()]: Gate --> Train(2)

(5afe, Stop, Stop, Stop, Stop, Start, Occ)

I{J |

TuToR 2017

sup: ..

lelted quantltatlve analys&{

Inf:=

Appr

Train(5)

Cafa A

x>=3 F
oL v
EaVELIL e Frnce
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UPPAAL SMC

Bla@[2[¢ [R[R[a]IW@ < - -

| Performance propertiesM

appr[0]: Train(D) --> Gate

<= 200](<> Train(5).Cross)

I =11

<= 100](<> Train(0).Cross) >=

{ Next ) [ Reset

Simulation Trace

appr[3]: Train(3) --> Gate

(Safe, Stop, Safe, Appr, Stop, Start, >

<= 100](<> Train(5).Cross) >=

stop(tail(})]: Gate --= Train(3)

(Safe, Stop, Safe, Stop, Stop, Start, Occ)

.| Train(3).x - Train(5).x |,

TTAMM I . X = TTdM 3T AT

Train{4).x - Train{0).x <
Train{l).x - Train{4).x

appr{3

.| State-space explosio

<= 100](<> Train(1).Cross)

stop[tail()]: Gate --> Train(2)

SEEIERSEES Generate runs

b |
L

Trace File:

Slow

TuToR 2017

Train(4)

Train(5)

Kim Larsen [23]
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Exponential Distribution

X>=3 [ Y IS S I
id1l
Safe .( leaveid] Cross
X<=5H
apprlid]l
x=0

Input enabled Stop

TuToR 2017

Uniform Distribution
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Composed Distributions

@j) xX>=2 ™ x>=2 ™ x>=2
x=0 U x=0 \./
x<=4 x<=4 x<=4
x>=2 i X>=2 ™ X>=2 );%g)
x=0 U x=0 U \
L x<=4 x<=4 x<=4
1 7
/
\\
5 M
\b x>=2 m xX>=2 )
x=0 U
x<=4

’ END

1:4

9 Pri<=12](<> DistL.END)

Probability Density Distribution

0.40]

0.35]

2 2 o
D@
g B 8

obabilty density
=3
s B

pr
IS
=
5

e
=1
@

i
6.1 6.9

7.7

85 9.3

run duration in time
Runs: 26403 in total, 26492 display ve d 0 remaining.
Probability sums: 1 displayed, 0 remaining.

Minimum, maximum, average: SIZZSE 11.9154, 9.00569.

Il density
Eaverage

1 Prl<=12](<> B e —— END)

Probability Density Distribution

=]

probability density
per bt
B & BN

o
=)
@

0
4.0

un diraton n e
Runs 26492 n total, 26492 displayed, 0  remairing.
Probability sums: ld\p\yd 0 rem

Minimum, maximum, average: 4.0133, 1 8556, 6.50371.

I cen:
loveree

% Pr<=12](<> Dist3.END)

o-:r@&

Probability Density Distribution

0.16|

0,14

probability density
2 o

2 8 & o

2 88 &

°
o

D

1 daton b ume
: 26492 i total, 24568 displayed, 1924 remainin
Prubamhw sums: 0.927374 displayed, 0.0726257 remammg

Minimum, maximum, average: 0.0133127, 11.9925, 4.24549.

Il den

|
E- average

%

¥,
ql

(@

&
~

FL LTS
0‘\

o
[-]
Re u'“q%"

| Pr({)<o END) =7

Pr(()<, END) > %

Includes all
Phase-Type
Distributions.

Can encode any
distribution with
arbitrary
precision.

o-algebra with prob. measure from cylinders C(Ig g 11411, ... I,,€;,41)

TuToR 2017
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Prltime<=2](<>T.T3) ?

1 2
=f 1-f v dt, dt, =3/4
tq=0 t

p=tq

BO b! B1 Pr[C<=6](<> TT3) ?

W& PriC==6](<>T.T3) ?

Cumulative distribution

0.12
0.06 — —
-—I'".-'—.‘

0
0 05 10 15 2

—_— o= 4
Runs: 147556 in tokal, 110802 displa

:::bialir:;:zu“n;sl:ﬂ.?sﬂgls displayedf:= o o— | 1 | | ]
—e— == |=ec—2| cz4
4 7 4 ( z ] =
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M Generate
random run
Q<P l v
‘v
¢ Validate %
TEQ? g
o
ne !
P, a Core Statistical
Algorithm
Hypothesis
testin
2 Pry(h) = >p Pr, () € [a-€,a+e]

at significance level a

TuToR 2017

with confidence pu

Confidence
Interval

Kim Larsen [27]



= Evaluation
Pr[<=100] (<> expr) Pr(®): P € MITL
Hypothesis testing
Pr[<=100] (<> expr) >= 0.1
c<=100 #<=50 [] expr <=0.5
= Comparison
Pr[<=20] (<> el) >= Pr[<=10] (<> e2)
= Expected value
E[<=10,;1000] (min: expr)
Explicit number of runs. Min or max.

= Simulations
simulate 10 [<=100] {exprl,6 expr2}

TuToR 2017 Kim Larsen [28]
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http://www.uppaal.com/index.php

Stochastic Hybrid Systems

.......

Ag‘e

)

: (

: (‘

g

P ~

s &

%

°
‘G I.INN"%

F o W ] el /-_

_-“\  h

simulate 10 [<=100){Temp(0).T, Temp(1).

=

| = |

T} on[O]! :

Pr[<=100](<>

Temp(

1).T<=5 and timer;ﬁélO) >= 0.2

o

Vit
/ .)) i
Jals !

P}[<=1 00](<>

emp(O)."Il >=10)

T'==-T/10

TuToR 2017
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oo
= =
el
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= A Bouncing Ball

9 simulate 1 [<=4](Ball.p,Ball.v} - o x
V'=='9.81 && Simulations (1)
L p'==1"v && c'==
5@ s : et
P 3
Y@ 1
i p=10 ; —Ball.p
i —Ball.v
¥ 5
77 7
bounce! : : i ;
V='0. 8*V Ao 03 06 09 12 15 1,‘?"“a 21 24 27 30 33 36 39

simulate 1 [<=4]{Ball.p, Ball.v}

TuToR 2017 Kim Larsen [32]



PG Pri<=20)(<>(time>=12 && Ball.p>4))

Cumulative Probability Distribution

0,15

0 S SO et S S S

0,13

0,11
0,10
2009
.nOOB
-0007
u.O 06
0,05

0,02

Player 1

. ”Ecummaﬁve a -
>(t|me>—1 2 && Ball1.p>4))

Span of displaved,sample: [12. 13.1

0 i : : :
120 121 122 123 124 125 126 127 128 129 130 131

run duration in time
Parameters: a=0.05, £=0.05, bucket width=0.1632, bucket count=7 — M hit2!
Runs: 230 in total, 38 (16.522%) displayed, 192 (83.478%) remaining

P9 simulate 1 [<=20)(Ballp, Ball2.p}

1Q

7,7
68 ||

5,5

value

4.4
33
2,2

1,1

g]g

(230 runs) Pr(<> ...) in [0.119649,0.219647]
with confidence 0.95.

! oK !

j—
simulate 1 [<=20]{Ball1.p, Ball2.p}

FBalp
|[—Bali2.p

01 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20

time

SSFT15/UPPAAL SMC/Hybrid
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Lightweight Media Access (((

Control
g Tab = |nitialization (listen until a
Problem d_om_am' neighbor is heard)
" communication = Waiting (delay a random
scheduling amount of time frames)
for: = Discovery (wait for entire
- TaFQEtEd or: frame and note used slots)
= self-configuring - ACt'\:]e -
= Choose free slot,
networks, = yse it to transmit, including
= collision avoidance, info about detected collisions
= |isten on other slots
= low power = fallback to Discovery if
consumption collision is detected
: : .= Only neighbors can detect
= Application domain: coICIIisiohn and teI:II the usi::lr—b
: node that its slot is used by
= wireless sensor others
networks
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ig==0 @@ __id!i=0
f cur=0,

power[ld] SEND

adgpted from A.Fehnker, L.v.Hoesel, A.Mader

can_hear[id][aux_node]

sendiih?

;l:);rv:f[l It;’t]_=n ROI[EE(‘I:J\);’_HOde], . S . -

s initialization
=1

curr={curr+1)%frame,
> power[ld SLEEP, )
N

y.- =87

power[id[=LISTEN
can_hearfid][aux_no

te=t ()

added

wn ~..used UPPAAL to explore 4- and 5-node
- topologles and found cases with

fe=2

;ﬁ:?gger perpetual collisions
o (8.000 MC problems)

@eo
t==2

powerfid

ec_vecirstfaux_node], Ilstemngﬂ
]-1 te=2
223::::: e
R oeta-uste Statistical MC offers an insight by
rec_vec=ze|
t=0"

cn st roce = /@ =2 calculating the probability over the

detected=(detected<0)?curgdetected, py curr={curr+1)%frame,
t=0

e e NUMber of collisions.
cc-oran ; + estimated cost in terms of energy.

|_count

aux_vec==max_vec || aux_jfec==zero_vec
counter=1, aux_vec=zero jvec
tlid]=zero_vec, seconcfd]=zero_vec,

curr==slot_no[id] && ﬁr%d]==zero_vec &&id!=0
L counter=1, detected=1, slot nofid]=-1,

aux_vec=zero_vec, firfilid]=zero_vec, \
sent_info=0
ready listening
t==1 t<=2 can_hear[id][aux_node]==1 -
Y curr¥siot _nolid] && (firstfid]'=zero_vec || id==0}) 3 currl=slot_nolid] sendVM? rec_ong
Yy power[id]=SEND normal “i{  power[id]=LISTEN col=aux_slot, te=2 act Ive u S ag e
curr+1}%frame firstlid][eurr]=1,
- rec_vec=sent_info?
F_r?)t['d]t[fgg];: zero_vec : firstfaux_node],
t==1 collslot nojig] __ POWeTiE=RECY
aux_node=id, curr={curr+1)%frame,
aux_slots detected =
== t==2 rec_vec=zero_vec
cumr={curmr+1)9%fi curr={curr+1)%frame,
first[id]=zero_w =0 can_hearfid][aux_node]

rec_vec=zerc_vec,
sent done col_count++, collisions=col_count

@ sendiil t=0 O ’ O sendlAiM?
= detected=-1, detected=(detected<0)?curr:detected,
sending sent_info=1 t==2 te=2 =



http://academic.research.microsoft.com/Author/2311816/ansgar-fehnker
http://academic.research.microsoft.com/Author/1428994/lodewijk-van-hoesel
http://academic.research.microsoft.com/Author/636374/angelika-mader

SMC of LMAC with 4 Nodes .

Probability density of Collision Count in '
= 4

LI L] I
Energy probability density

= Wait distributiol ¢z
= geometric & §§ :
= yniform §§
= Network topolo::: R
gg g? F=]exp-chain
u Cha|n o—O0O——oO g:gg
" ring E:I ; P -
= Collision probal ti—m—0—a" =
= Collision count  “Pderssfy < )
3 0.040 Bl exp-ring
= Power consumptiongo.oso B unizring
0.020
0.010
0 /4
0 70 140 210 280 350

collisions

TuToR 2017 Pr[collisions<=50000] (<> time>=1000)



10-Node Star

Probability Density Distribution

Probability Density Distribution

0.012
0.011
0.010
0.009

The first collision:

I
Collision counts after 1000tu

. 0.066
ggggf happens before 500tu go .
g 20044
ig 0.004 ;g 0.033
Eg'ggg 50,022
0:001 0.011
0 0
40 a0 140 190 240 290 340 390 440 0 8 16 24 32 40 48 56 64 72 80 88 96
time collisions
Probability Density Distribution
0.099 Collision counts after 2000tu:
0.088 the numbers are doubled —
0.077 perpetual collisions
» The first collisions happen before 500tu. g°%%°
* It is unlikely (8.2%) that g0.0%
. .. Py
there will be 0 collisions. £0.04
- And if they happen, they are perpetual.  $%”
20.022
0.011 0 0 0
ollL P | \ J e |
0 20 40 60 80 100

TuToR 2017

120 140 160 180 200|
collisions
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Task Scheduling utilization of CPU (((

~
. &
0
° @

®6 yniv®

P(i), UNI[E(i), L(i)], .. : period or

earliest/latest arrival or .. for T,
C(i), UNI[BC(i),WC(i)] : execution time for T,
D(i): deadline for T;

ready

done Scheduler

-]
N

/ 4|13

stop
run

&
=

{ T4 /4 T1 /4 T3 } ready
T, is running ordered according to some
given priority:
(e.g. Fixed Priority, Earliest Deadline,..)

TuToR 2017 Kim Larsen [40]



e <= | [id] 8&
r'==0

t>=E[id]
ready[id]!
t=0
Ready :
ready - t>Dlid]
T, e Scheduler 32223“5’[{;] ; )

r=0
E/ run[id]?

ax=0
stop
T, run t>Dfid]  E¥O'
run[id]?
t>DJid]

TuToR 2017 Kim Larsen [41]



Free

f O~—

id t e:id_t
len>0 © Id_ 5 e == front()
ready runifront(]t | F22ET? 1 donefe]?
% done Scheduler enqueue(®) | yoqueue()
. n run[front()]!
stop
run Y
U e:id_t Oce
ready[e]? run[front()]!

enqueue(e)

TuToR 2017 Kim Larsen [42]



Free
(— .

. e:.id t
len>0 - 'éj—t 5 e == front()
run[front()]! ready|eJ: donele]?

enqueue(e) dequeue()
run[front()]!
/
e:id_t Oce
readyle]? run[front()]!

enqueue(e)

TuToR 2017

A4 Put an slement at the end of the gqueue

void enqueue (id £ element)
{
int tmp=0;
list[lent++] = element;
if (lenx0)
{
int i=len—1;
while (ix1l && P[list[i]]=P[list[i-111])
{
twmp = list[i-1];
li=t[i-1] = list[4i];
list[i] = tmp;

iy

A Remove the front slement of the gusue

voild decgueue ()

Kim Larsen [43]



Schedulability Analysis

Task0

||Task1

||Task2

||Task3

simulate 1 [<=400]

{ Task0.Ready + 2*TaskO.Running +3*Task0.Blocked,
Task1.Ready + 2*Task1.Running +3*Task1.Blocked + 4,
Task2.Ready + 2*Task2.Running + 3*Task?2.Blocked + 8,

Task3.Ready + 2*Task3.Ru

nning +
L

3*Task3

.Blocked

+12}

-

)

t=D[0

=

BIG

)

EX

Pt

. |

BIG

)

EX

B A

?3. simulate 1 [<=400] { Task(.Ready + 2*Task0.Running + 3*Task0.Blocked,

T

askl.Ready + 2*Taskl.Running +

! run|3]?
3iT“_| — [:] ||-EZ-||ﬁ

Al] no.t‘ (TaskO.Error or Task1.Error
or Task2.Error or Task3.Error)

©

—

ﬂ

ﬂ

/]

|

0
9
8
35
m
6
5
4
3

2
1
a

0 40

120

160

200
time

240

280

220

360

400

E- Taskn.Ready + 2 * Task0.Running + 3 * Task0.Blocked

[ Taskl.Ready + 2 * Taskl.Running + 3 * Taskl.Blocked + 4
[ Task2.Ready + 2 * Task2.Running + 3 * Task2.Blocked + 8
E- Task3.Ready + 2 * Task3.Running + 3 * Task3.Blocked + 12

mes
SIS

TuToR 2017
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Schedulability Analysis

TB simulate 10000 [<=4000] { Task0.Ready + 2*Task0.Running + 3*Task0.Blocked - Task0.Error,

Taskl.Ready + 2*Task1l.Running + 3*T.. li‘g‘ﬂ—hj ]

Simulations (1)

15
14
13
12

=]

value

Sl

A A A AT Tt P YT

E Taskn.Ready + 2 = Task0.Running + 3
Y g

=] Taski.Ready + 2 * Task1.Running + 3
Y g

E ask2.Ready + 2 * Task2.Running + 3
Y |

E Task3.Ready + 2 = Task3.Running + 3
Y g

|
el R e b LY N O = s e L")

o

300 600 900 1200 1500 1800 2100 2400 2700 3000
time

3200

3600

* Task0.Blocked - Task0.Error r
* Taskl.Blocked + 4 - Taskl.Error
* Task2.Blocked + 8 - Task2.Error
* Task3.Blocked + 12 - Task3.Error

BIGEAF BIGEAF
ax' ax'==0

simulate 10000 [<=400

{ TaskO.Ready + 2*Task0.Running +3*Task0.Blocked,
Task1.Ready + 2*Task1.Running +3*Task1.Blocked + 4,

Task2.Ready + 2*Task2.Ruff yesage

ol

Task3.Ready + 2*Task3.Rurt
: 1 : (TaskO.Error or Task1.H

Tried 194 runs in total and found 1 accepting runs.

OK

TuToR 2017
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Idl.l“ 88

t>=E[id] sup : Task2.r, Task3.r
ready[id]!
t=0 Message s

Regady : .
| t>Did Sptl):
done[ld]! ; [ ] ~ @ TaskZ.r <= 80
EX@> Task3.r <= &l
r=0
run[id]? ! B I
ax=0

Engor

t>DJid]

run[id]?

t>DJid]

TuToR 2017
Kim Larsen [46]



NG
] N
=
a
FE'IOlmance Ana SIS :
» ~
7 &
¢ &
®e ynive
19, E[<=800; 5000] (max: Task0.r) =EIE X T3, E[<=800; 5000] (max: Task3.r) e B
Probability Distribution - Probability Distribution
0.14 E 0.45
| o D=100
0.12 E
D=400
0.10
0.09 E 0.30
Z0.08 2035
F0.07 [l probability = Il probability
3 = |50 =]
20,06 average E 2 average
50.05 an,15
0.04 B
0.03 0.10
0.02
0.01 0.05 I
dorff © 0 e
30 120 210 300 390 480 570 660 750 0 4 B 12 16 20 24 28 32 36 40 44 48 52 56
ax>3 max: Tasko.r max: Task3.r
Runs: 5000 in total, 5000 displayed, 0 remaining. Runs: 5000 in total, 5000 displayed, 0 remaining.
Probability sums: 1 displayed, 0 remaining. Probability sums: 1 displayed, 0 remaining.
Minimum, maximum, average: 37.1748, 800, 167.072. Minimum, maximum, average: 0, 59.3461, 11.8608.
_ | e
3, E[<=800; 5000] (max: Task1.r) — r Y
E— ¥3 E[<=800; 5000] (max: Task2.r) - C=Rie X
Probability Distribution ———
Probability Distribution
0.056 0.088
0.049 D_ZOO 0.077 D_ 'I OO
0.042 0.066
:0.035 0.055
S0.028 Il probability =
= average §0.044 [l probability
50,021 o E- average
50.033
0.014 I
0.022
0.007
0.011 I
o]
25 44 63 az 101 120 139 158 177 1]
max: Tasklr 24 2B 32 3 40 44 48 52 56 60 64 68 V2 OTB
Runs: 5000 in total, 5000 displayed, 0 remaining. max: Task2.r
Probability sums: 1 displayed, 0 remaining. Runs: 5000 in total, 5000 displayed, 0 remaining.
Minimum, maximum, average: 25.5223, 181.831, 94.1916. Probability sums: 1 displayed, 0 remaining.
— Minimum, maximum, average: 24.0351, 76.7086, 54.4648.

TuToR 2017
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Herschel-Planck Scientific Mission at ESA ¢ ({ .

. &
o

] «

‘G I.INN"

Attitude and Orbit Control Software
TERMA A/S Steen Ulrik Palm, Jan Storbank Pedersen, Poul Hougaard

TuToR 2017
Kim Larsen [48]



Herschel & Planck Satelites [0,

[-]
*G I.I!IN%%

Application software (ASW)
= built and tested by Terma:

= does attitude and orbit control, tele-
commanding, fault detection isolation and
recovery.

Basic software (BSW)

= |ow level communication and scheduling
periodic events.

Real-time operating system (RTEMS)
= Priority Ceiling for ASW,
= Priority Inheritance for BSW

Hardware :
= single processor, a few ReqU|rem ents:

buses, sensors and act Software tasks should be schedulable.
CPU utilization should not exceed 50% load

Application Software (ASW)
Basic Software (BSW)

Hardware

TuToR 2017 Kim Larsen [49]



File Edit Wiew Toaols Options Help

D@ Aaa {@wse

[ Drag out ]: Drag out J:
cycleCount =0 A
Transition chooser chask =7 1
taskqueue[0] =&
taskgueue[1]=9 =
taskqueue[2] = 10
taskgqueue[3] = 11 |
taskoueue[4] = 12
taskgueue[S] = 13
taskqueue[f] = 14
taskqueue[7] = 16
) ) taskqueue[s] = 17
(R TT | 2 kaskqueue[9] = 23
Delay: 13.5 2| D Reset taskqueus[10] = 24
taskqueue[11] = 25
B Take transition baskqueus[12] =
1 Frol taskoueue[13] = 27
Face contros i taskoueue[14] = 25
[ 4 First | 38352 | M Last taskqueus[15] = 29
— taskgqueue[16] = 30
4l Prev P Flay I next taskqueue[17] = 33
Szl taskgueue[18] =0
taskoueue[19] =10
c q taskqueue[20] = 0
SI| (I T O T T B IF . taskqueue[21] = 0
o as taskgueue[22] =0
[ P Random ] taskoueue[23] =10
taskqueue[24] =0
Simulation Trace taskqueue[25] = 0
- taskqueue[26] = 0
(-, starting, Idle, Idle, starting, starting, st # | taskqueus[27] = 0
1
initialize! Scheduler -- > Bkgnd_P, Mominale* taskoueue[28] =0
trunning, Ide, Ide, Idle, Ide, Ide, Ide, I taskqueue[29] = 0
taskgqueus[30] =
¢ RTEMS_RTC --3 Schedul
EnquUELE | cheduler baskquewe[1] = 0
(Schedule, Idle, Idle, Ide, Ide, Ide, Ide, taskqueus[32] = 0
preempt[ctask]: Scheduler -- = IdleTask taskqueue[33] =0
tPreempt, Idke, Idle, Ide, Ide, Idi, Idls, T+ [running0]=0
_Jﬂ] LJ running[1] =0 @

Scheduler

hedule ks

Bkgnd_P

runring ptaskF 1

sk

hqg‘ez.legﬂ])ﬂ&&

P dd ctash
reermpt a @aslﬁeuena 0,

nunin,

ctask=pollitaskqueus)

das!rp[ocl‘lzﬂa queue)

==240
enguelg!

w=0, jol[33F0,

1.I'lI'GRlT EF]E red
additasfoueus, 33
FT[33]>=250000

job[33]¢=200

secondF_2
AetivatedecondaryFunctions27
W RT[)=0, read yB2]=1,
jobBZFD
Blocked )
7 runringBY] &5
blocked G20 EI?:FRZ‘\T]F 0E00 &5
23970
release[fPU_R]! EnguEue, rel easJiE Ejﬂ]""
blncked B2]=1 add{taskjueue, 32) RT[2]=0,
ready[F2R0
.-e aaililch B .Wa'tForCF‘U
schedule B2]7
Reschedule awaillieh_F
schedule[32]7
lockCeil(kb_R.[2),
sub=0
Blocked2
sub'==running B2
Wit FarCther
subs=0 &5
release [Tther_5 sub'==running [32]
blocked [32]=0

nnining B2] &8

anail(Cther_SF2)

lock Ceilf Other_SA2,32)
Handle Pending TCWith Both
sub<=0401 &5

;J.l'g:gggé] E5 sub'==running [32]

secondF_1

WG RT[31]=0, readyf31 =1,
jobB1FD
rurining 1] &5
wﬂ%} =20060 &8
1]< 188600
release[CPLL_R]!
WG RT[R =0,
ready B[l FD
Reschedule a\ell R
?e&ﬂ [?
leckCaili Sgm R, 313,
sub=
DeterrineUnt HeatthWithSgm_R
sube=082 &5
anningEﬂ&& sub'==running [31]
sub==042
refeasz [Sgm_R]
urlock Ceil(Sgrm R, 317
Determinelini Health
sube= 1982 &&
nnning B 1] & sub’==running [31]
Blocked2  albsg=
sub'==running B 1] rurnlngpl] S5 DetermineStae
sube=251 55
bi==running [31]
release [Cther_5) 1]” =
blocked [31]=00 bloskedp1F
weye!
add{tashqueue. XN
nnning B 1] 88
ShebiLE
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TERMA”

Specification Blocking times WCRT
ID|Task Period WCET Deadline|| Terma UPPAAL Diff| Terma UPPaaL Dnff
1|[RTEMS_RTC 10.000 0.013 1.000|[ 0.035 0 0.035] 0.050 0.013 0.037
2| AswSync_SyncPulselsr| 250.000 0.070 1.000|| 0.035 0 0.035| 0.120 0.083 0.037
3|Hk_Samplerlsr 125.000 0.070 1.000|| 0.035 0 0.035| 0.120 0.070 0.050
4|SwCyc_CycStartIsr 250.000 0.200 1.000|| 0.035 0 0.035| 0.320 0.103 0.217
5|SwCyc_CycEndlsr 250.000 0.100 1.000|| 0.035 0 0.035| 0.220 0.113 0.107
6|Rt1553_Isr 15.625 0.070 1.000|| 0.035 0 0.035| 0.290 0.173 0.117
7|Bc1553 Isr 20.000 0.070 1.000|| 0.035 0 0.035| 0.360 0.243 0.117
8|Spw_Isr 30.000 0.070 2.000|| 0.035 0 0.035| 0.430 0.313 0.117
9|Obdh_Isr 250.000 0.070 2.000|| 0.035 0 0.035| 0.500 0.383 0.117
10|RtSdb_P_1 15.625 0.150 15.625|| 3.650 0 3.650| 4.330 0.533 3.797
11|RtSdb_P_2 125.000 0.400 15.625|| 3.650 0 3.650| 4.870 0.933 3.937
12|RtSdb_P_3 250.000 0.170 15.625|| 3.650 0 3.650| 5.110 1.103 4.007
14|FdirEvents 250.000 5.000 230.220|| 0.720 0 0.720| 7.180 5.153 2.027
15|NominalEvents_1 250.000 0.720 230.220|| 0.720 0 0.720| 7.900 5.873 2.027
16| MainCycle 250.000 0.400 230.220|| 0.720 0 0.720| 8.370 6.273 2.007
17|HkSampler_P_2 125.000 0.500 62.500|| 3.650 0 3.650| 11.960 5.380 6.580
18|HkSampler_P_1 250.000 6.000 62.500|| 3.650 0 3.650| 18.460 11.615 6.845
19|Acb_P 250.000 6.000 50.000|| 3.650 0 3.650| 24.680 6.473 18.207
20|IoCyc_P 250.000 3.000 50.000|| 3.650 0 3.650| 27.820 0.473 18.347
21|PrimaryF 250.000 34.050 59.600|| 5.770 0.966 4.804| 65.470 54.115 11.355
22| RCSControlF 250.000 4.070 239.600((12.120 0 12.120| 76.040 53.994 22.046
23|Obt_P 1000.000 1.100 100.000|| 9.630 0 9.630| 74.720 2.503 72.217
24| Hk_P 250.000 2.750 250.000|| 1.035 0 1.035| 6.800 4.953 1.847
25|StsMon_P 250.000 3.300 125.000(|16.070 0.822 15.248| 85.050 17.863 67.187
26| TmGen_P 250.000 4.860 250.000|| 4.260 0 4.260| 77.650 0.813 67.837
27|Sgm_P 250.000 4.020 250.000|| 1.040 0 1.040| 18.680 14.796 3.884
28| TcRouter_P 250.000 0.500 250.000|| 1.035 0 1.035| 19.310 11.896 7.414
20|Cmd_P 250.000 14.000 250.000([26.110 1.262 24.848|114.920 94.346 20.574| Marius Micusionis
30| NominalEvents_2 250.000 1.780 230.220((12.480 0 12.480|102.760 65.177 37.583
31|SecondaryF_1 250.000 20.960 189.600||27.650 0 27.650|141.550 110.666 30.884
32|SecondaryF_2 250.000 39.690 230.220||48.450 0 48.450|204.050 154.556 49.494
33|Bkgnd_P 250.000 0.200 250.000|| 0.000 0 0.000{154.090 15.046 139.044 Page 51



thanks and a few qeustions.eml

TERMA Case Follow-Up soLa 20 .

limit f=100% f=95% T, WCET]

states mem  time states mem

Il 1300 51.2 1.47| 485077 ,

21 2522 53.7 2.45] 806914 6 Da.yS

4 4981 54.5 4.621 149970C .

8 f=90%

L6 states mem = time, s states mem time

|1 1481162 124.1 4962.3 3348246 186.9 23986.5

2414679 139.7 7735 5253778 198.7 33299.2
4421630 138.3 137208 9231399 274.6 51176.6
9093562 156.5 31129.3118240030 364.6 102932.4
17798572 176.0 6014.5135432003 520.4 158816.7

1181869652 1682.2 5306t error may be reachable
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TERMA Case - Statistical MC

Limit f oy € Total Error traces |Earliest Error|Verification
cycles % traces, #| # Probability|cycle offset time
1 0 0.0100 0.005 1059671928 0.018194 0 T79600.0 1:58:06

1 50 0.0100 0.005 105967| 753 0.007106 0 T79600.0 2:00:52

1 60 0.0100 0.005 105967 13 0.000123 0 T9778.3 2:01:18

1 62 0.0005 0.002 1036757 34 0.000033 0 79616.4 19:52:22

160 63 0.0100 0.05 1060| 177 0.166981 0 81531.6 2:47:03
160 64 0.0100 0.05 1060| 118 0.111321 1 79803.0 2:55:13
160 65 0.0500 0.05 T38 57 0.077236 3 79648.0 2:06:55
160 66 0.0100 0.05 1060| 60 0.056604 2 82504.0 2:62:44
160 67 0.0100 0.05 1060| 26 0.024528 1 79789.0 2:64:20
160 68 0.0100 0.05 1060 3 0.002830 67 81000.0 2:67:08
640 69 0.0100 0.05 1060 8 0.007547| 114 80000.0 12:23:00
640 70 0.0100 0.05 1060 3 0.002830 6 88070.0 12:30:49
1280 71 0.0100 0.05 1060 2 0.001887| 458 80000.0 25:19:35
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Herschel sim

100
90
80
70
60

value

40
30

0

ulation run with f = 90%:

—

a1

11315

0 1.2E4

2.4E4 3.6E4 4 .8E4 6E4
time

15

Herschel deadline violation with f = 50%:

M ? |

12

value

9
6
3
0

IE3 T30
|EdT122

CT21

=R

1715

B9 114

2.2E4 3.3E4 4.4E4 5.5E4 6.6E4
time

7.7E4
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Reading « .

&
[-)
LI

= Frits Vaandrager: A first introduction to UPPAAL
= Alexandre David, Kim G Larsen: More features in UPPAAL

= Alexandre David, Kim G. Larsen, Axel Legay, Marius
Mikucionis, Zheng Wang: Time for Statistical Model
Checking of Real-Time Systems. CAV 2011: 349-355.

= Alexandre David, Kim G. Larsen, Axel Legay, Marius
Mikucionis, Danny Bagsted Poulsen: Uppaal SMC tutorial.
STTT 17(4): 397-415 (2015)

= Kim Guldstrand Larsen: Validation, Synthesis and
g)gici;nigagign for Cyber-Physical Systems. TACAS (1)

= Alexandre David, Peter Gjal Jensen, Kim Guldstrand
Larsen, Marius Mikucionis, Jakob Haahr Taankvist: Uppaal
Stratego. TACAS 2015: 206-211
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http://www.uppaal.com/index.php

Bang & Olufsen IR-Link .

Arne Skou, Klaus Havelund [

= Bug known to exist for

10 years | s
= |ll-described: | BT i
2.800 lines of i aad

assembler code + 3
flowchart + 1 B&O eng.

= 3 months for modeling.

= UPPAAL detects error
with 1.998 transition
steps (shortest)

= Error trace was
confirmed in B&O

laboratory. I
= Error corrected and ‘l

verified in UPPAAL.

N
N

Beolink
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= Bug known to exist for Message
10 years
= |ll-described: Collision
2.800 lines of
assembler code + 3
flowchart + 1 B&O eng. Radio Silence
= 3 months for modeling. Jam

= UPPAAL detects error
with 1.998 transition
steps (shortest)

= Error trace was
confirmed in B&O
laboratory.

= Error corrected and
verified in UPPAAL.

1st RTSS’97 talk, Klaus Havelund
TuToR 2017 Kim G. Larsen 58



Philips Bounded

TuToR 2017

Retransmission Protocol (((

Pedro D’Argenio
Joost-Pieter Katoen
Theo Ruys
Jan Tretmans

Science) :

should tell you that I am quite dissappointed with this new
release of Uppaal ;). iplt,. with this
new releas I coculd veriiy ev ng in a cou oL uces,
including a couple of properties that where impossible befere!!!
Moraover, I was playing with the simulator and I found a silly
deadlock in the specification.

-

I found this new Uppaal a Quite huge leap from the previous version.
As a user, I have had a really good first impression. I will
compile a list of comments for tomorrow afternoon.

-

IS

L

>
-
>
>
>
-
>
=

Regards,

Kim Larsen [59]



FlEXRay [Gerke, Ehlers, Finkbeiner, Peters, 2010] RaJ/W

BMW, Bosch, Daimler, Freescale, SenderCLK?

zamplecomnter = 8 A buffenndexﬂ-:.’_ T
samplecounter := 1, savedTx :=
General \/I Otors, NXP Tx := [, savedindex := bufferindex } 1,
b‘uiferlndu ++ .
Semiconductors, and (sendercLi?
samplecounter = 8 A bufferindezl{ T
samplecounter (= 1, savedTz := 1,
VOlkSW&gen Tx := 1, savedindex := bufferindex 4 1,
bufferindex 44
P ™
SenderCLKT
samplecounter = 8 A buffeT;.ndeI < T
1 14 =1, Tx :=
Fault-tolerance atferinde 14
-

Tlmed hardware mOdEI SenderCLK? SenderCLKT

samplecounter = 8 — 8 ; =
SenderCLKT sazplacounter 4 4 samplecounter B~ bufferindex = 7

Parameterized error models samplecounter = 8 A betrerinde by =

bufferindex = 7

(glitCheS, Jltter) ¢FES]uw‘%)< samplecounter := 1, Tx := 0 SendBi - )

Voting & bit-clock alignment
4 - =
# N =
o I ! = -
a leap ahead in F/exHay ; . c S oo
= - ! @~ e o
N o Y I O
7 Gpgon|  Bppen| |EE fEsl
,-\."-a""’ 14-13 '_'14-13 :—:ggk :"gﬁﬁ
‘.k';f::‘x,‘é". :_!g':'_".“ "gn_"_“ Jaad L ood
k\f.-q‘gq‘p-“'- ?"ﬂog 4 S 8233 EH%“ Eguﬂ
o A P P 1'5533155 E%EL’—'ES THdg Tads
S fheil\ Tennd| [GEE /e
R HEEEANELLEL FELELIWAELLE
A SenderCLK? transmlSSlon
88 austriamicrosystems samplecounter — 8
o st ey (from FSS8) — £ SRILLESS > of message
BSShig BS5low
SenderCLEK? SenderCLK?Y byte
samplecounter < 8 samplecounter < 5
samplecounter 44 samplecounter 44
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GearControl  Clutch

- TN

Interface

e _

£48
28
N =
Network GearBox Engine
Canbus
ReqSet GearSet
RegNeu Gearneu
_ GearBox
Magnus Lindahl GBTimer
Paul Pettersson (ErrStat)
Wang Yi

2001

ReqlewGear
(FromGear) NewGear
(ToGear)
GearControl
GCTimer
\ J (ToGear)
OpenClutch ClutchIsOpen RegSpeed TorqueZero
CloseClutch ClutchIsClosed ReqTorque SpeedSet
ReqZeroTorque
Clutch Engine
CTimer ETimer
(ErrStat) (UseCase)
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GearControl  Clutch
-

ﬂ J GearControl Interface

== T Interface

S
Network GearBox Engine

Canbus ¢ <Global variables> ClutchlsClosed? GCTimer=0 Gnib?

UseCase =0 heckClutchClosed
FromGear = 0 orqueC GCTimer<=200 ...
ToGear =0 GCTimer>150 and —

ErrStat=0 orque! . _
¢ <Constraints> GCTimer<=200 i

CTimer = 0

ETimer > 0 =
GBTimer = 0 Changed CCloseError =

GCTimer = 0 3 el ‘c..‘.{.,.. ey
SysTimer = 0 ,
GearControl.GCTimer = 0
CTimer = ETimer

MagnUS Lindahl ETimer = GBTimer

Paul Pettersson el il

: SysTimer = GearControl. GCTimer
Wa n g YI GearControl. GCTimer = CTimer
2001

fererero

CheckClutehCios sd2
GCTrmr =200

ErrorClose

GearBox

Goarliew! OB Trrer=100

ErrStat=1
CTimer==150

ReaToraue?

ETmer <00

Eimer =500

ETrees500
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GearControl  Clutch

(- TN

Saab

Volvo

\—m= S

Network GearBox Engine
Canbus

Magnus Lindahl
Paul Pettersson
Wang Yi
2001

GearControl@lInitiate ~» <1500 ( ( ErrStat =0 ) = GearControl@GearChanged )
GearControl@lInitiate ~» <1000
( ( ErrStat =0 A UseCase =0 ) = GearControl@GearChanged )
Clutch@ErrorClose ~» <29y GearControl@CCloseError
Clutch@ErrorOpen ~» <290 GearControl@COpenError
GearBox@Errorldle ~» <359 GearControl@GSetError
GearBox@ErrorNeu ~» <200 GearControl@GNeuError
Inv ( GearControl@CCloseError = Clutch@ErrorClose )
Inv ( GearControl@COpenError = Clutch@ErrorOpen )
Inv ( GearControlGGSetError = GearBox@Errorldle )
Inv ( GearControl@GNeuError = GearBox@ErrorNeu )
Inv ( Engine@ErrorSpeed => ErrStat # 0 )
Inv ( Engine@Torque = Clutch@Closed )
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3 engine-classic.xta - UPPAAL = O X
File Edit View Tools Options Help

Bl LR CC Y FPav

Editor Simulator ConcreteSimulator Verifier

Overview

E<> GearControl.GearChanged A

E<> ( Interface.Gear5 ) I

E<> ( Interface.GearR ) _ S
E<> ( GearControl.GearChanged and ( SysTimer<=1000 ) ) _ Check
A[] not ( GearBox.Neutral and ( Interface.Gearl or Interface.Gear?2 or Interface.Gear3 or In...g& Insert
A[] not ( GearBox.Idle and Interface.GearN ) _ Remove
A[] ( Interface.GearN imply GearBox.Neutral ) _ Comments
A[] ( ( ErrStat==0 and UseCase==0 and SysTimer>=900 ) imply ( GearControl.GearChanged...& |
E<> ( ErrStat==0 and UseCase==0 and SysTimer>899 and SysTimer<900 and not ( Gea...§

A[] ( ( ErrStat==0 and UseCase==0 and ( SysTimer<150 ) ) imply not ( GearControl.Gear...g@v

Query

E<> GearControl.GearChanged

Comment
Pl. It is possible to change gear.

TuToR 206%



mengine-classic.xta - UPPAAL
File Edit View Tools Options Help

Bl RN X By
Editor Simulator ConcreteSimulator Verifier
Overview

A[] ( ( ErrStat==0 and UseCase==2 and SysTimer>=1205 ) imply

( Clutch.ErrorClose and ( GearControl.GCTimer>200 ) ) imply GearControl.CCloseErrorx

)

( GearControl.GearChanged..

 Check

E<> ErrStat==0 and UseCase==2 and SysTimer>1204 and SysTimer<1205 and not ( Ge...
Al] ( UseCase==2 and ( SysTimer<450 ) ) imply not ( GearControl.GearChanged or GearContro...
E<> UseCase==2 and GearControl.GearChanged and ( SysTimer==450 ) )

Al] ( ErrStat==0 and UseCase==2 and FromGear>0 and ToGear>0 and SysTimer<750 ) imply not ...

Remove

ErrStat==0 and UseCase==2 and FromGear>0 and ToGear>0 and GearControl.GearChanged and... :
- Comments

Al] GearControl.CCloseError imply Clutch.ErrorClose )

Al] ( Clutch.ErrorOpen and ( GearControl.GCTimer>200 ) ) imply GearControl.COpenError )
All ( GearControl.COpenError ) imply Clutch.ErrorOpen )

Query

Insert

A[] ( ( Clutch.ErrorClose and ( GearControl.GCTimer>200 ) ) imply
GearControl.CCloseError )

Comment

B9 Clutch Exrrors.

a) If the clutch is not closed properly (i.e. a timeout
occurs) the gearbox controller will enter the location
CCloseError within 200 ms.
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TERMA A/S (2004)

Memory Management for Radars

(-}
T

9.170 GHz
9.438 GHz

Frequency Diversity.

N egs €35
€357} 7

‘\ }‘ e

(¥ | combiner
8 ’.’ ==
gt
CIE) 39
>
* 3
2 ~
<

AMETIST

TuToR 2017 advanced methods for timed systems
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TERMA A/S (2011)

Herschel-Planck Scientific Mission at ESA

Attitude and Orbit Control Software
TERMA A/S Steen Ulrik Palm, Jan Storbank Pedersen, Poul Hougaard

TuToR 2017
Kim Larsen [67]
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with

Andreas Dalsgaard
Mads Christian Olesen
Martin Toft

Timed automata models
for hardware components
and process functions:

53

54 sub sp, sp. #
35 mov r3, #30

56 str r3, [sp,

57 ldr ro, [sp

58 bl fib

59 ldr r3, [

60 mov r0, r3

61 add sp, sp, #12
52 ldr 1r, [spl, #4

,,,,,,,
"""""

: René Rydhof Hansen

loop_counter_1 <

loop_bound_1
42
cycles

Kim Larsen [68]



Controllers in UPPAAL <.

o
o °
Re u“\qe

Gearbox Controller [TACAS 98]

Bang & Olufsen Power Controller [RTPS’99,FTRTFT 2k]
SIDMAR Steel Production Plant [RTCSA’99, DSVV’2k]
Real-Time RCX Control-Programs [ECRTS’2k]

Terma, Verification of Memory Management for Radar (2001)
Scheduling Lacquer Production (2005)

Memory Arbiter Synthesis and Verification for a Radar Memory
Interface Card [NJC'05]

Adapting the UPPAAL Model of a Distributed Lift System, 2007

= Analyzing a X model of a turntable system using Spin, CADP
and Uppaal, 2006

= Designing, Modelling and Verifying a Container Terminal
System Using UPPAAL, 2008

= Model-based system analysis using Chi and Uppaal: An
industrial case study, 2008

= Climate Controller for Pig Stables, 2008
= Optimal and Robust Controller for Hydralic Pump, 2009
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Bang & Olufsen IR Link

Philips Audio Protocol

Collision-Avoidance Protocol

Bounded Retransmission Protocol

TDMA Protocol

Multimedia Streams

ATM ABR Protocol

Lamport’s Leader Election Protocol

ABB Fieldbus Protocol

I[EEE 1394 Firewire Root Contention
Bluetooth Protocol

Distributed Agreement Protocol

FlexRay

CHESS MAC Protocol

Proprietary WSN, Other Big Danish Company
MESH Protocol (MAC & Routing), NEOCORTEC

TuToR 2017 Kim Larsen [70]



UPPAAL as a Back-End .

= Vooduu: verification of object-oriented designs
using Uppaal, 2004

= Moby/RT: A Tool for Specification and Verification of
Real-Time Systems, 2000

. E%Bmalising the ARTS MPSOC Model in UPPAAL,
7

= Timed automata translator for Uppaal to PVS

= Component-Based Design and Analysis of
Embedded Systems with UPPAAL PORT, 2008

= Verification of COMDES-II Systems Using UPPAAL
with Model Transformation, 2008

2 g/I(I)E;I'é\MOC: Modular WCET Analysis Using UPPAAL,

TuToR 2017 Kim Larsen [71]



= C ‘ @ www.uppaal.org

RELATED TOOLS: TIMES

UPPAAL

Home

Home | About | Documentation | Download | Examples | Web Help | Bugs

UppaAL is an integrated tool environment for modeling,

validation and verification of real-time systems modeled as
networks of timed automata, extended with data types

(bounded integers, arrays, etc.).

The tool is developed in collaboration between the

Department of Information Technology at Uppsala

University, Sweden and the Department of Computer Z % &

Figure 1: UPPAAL on screen.

Science at Aalborg University in Denmark.

Download

News: The current official release is UppaaL 4.0.13 (Sep 27, 2010). Compared to version 3, the
4.0 release is the result of over 2.5 years of additional development, and many new features and
improvements are introduced (see also this release note and the web help section new features).
To support models created in previous versions of UppaaL, version 4.0 can convert most old
models directly from the GUI (alternatively it can be run in 3.4 compatibility mode by defining the

environment variable uepaaL_oLp_svntax, see also item 2 of the FAQ).

Since Feb 26 2008, we also distribute development snapshots of the tool. The current version is

License

The UppaaL tool is free for non-commercial
applications in academia only. For
commercial applications a commercial
license is required. Please see the
Download section or www.uppaal.com for
more information.

To find out more about UppaaL, read this
short introduction. Further information may
be found at this web site in the pages
About, Documentation, Download, and

Examples.

Mailing Lists

UppaaL has an open discussion forum group
at Yahoo!Groups intended for users of the
tool. To join or post to the forum, please
refer to the information at the discussion

TuToR 2017
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