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Model checking is fixpoint Abstract Interpretation is

iteration without dynamic fixpoint iteration with dynamic
abstraction and using abstraction using lattice join
set union to collect states. ( to combine abstract states.
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ES are Pervasive

'Characteristica:

Dedicated function
= Complex environment
= SW/HW/Mechanics
=  Autonomous
= Ressource constrained
‘ . Energy
: Bandwidth
. Memory
e :
—
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= Timing constraints




ES are often Safety Critical

300 horse power
100 processors

How to achieve ES that are:

e correct BN z
« dependable e

« fault tolerant

e ressource minial
« cheap

| Model-Based Development

Formal Aspects of Security, 2011 Kim Larsen [4]
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int x=100;

Process INC
do
1 X<200 ——> x:=x+1
od

Process DEC
do
x>0 -—-> xi=x-1
od

Process RESET
do
x=200 --> x:=0
od

(INC || DEC || RESET)

Which values may
x take ?

Questions/Properties:
E<>(x>100)
E<>(x>200)
All(x<=200)
E<>(x<0)

Possibly  All(x>=0)

Always



= Formal Aspects

= Abstract Interpretation & Code
= Model Checking & Models

= Security

= Safety

= Reliability

= Performance



= Model Checking in UPPAAL

= Modeling

= Requirements

= Analysis
= Leader Election Protocols
= Performance Analysis

= Compositional Analysis

= Exercise(s)
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Plant

Continuous

EQ.: Realtime Protocols
Pump Control
Air Bags
Robots
Cruise Control
ABS
CD Players

Production Lines

actuators

Controller Program
Discrete

Real Time System

A system where correctness not only
depends on the logical order of events
but also on their timing!!




press?
? press?)#t press? )%Jht

press?



Reset

X: real-valued
clock

Synchronizing
action

Bfight

press’i> X>3

Clock Guard
Conjunctions of
X~n

ADD a clock x



press?

x=0

press? ]

ht

press?

Bfight

X<=3

press? x>3

States:
( location , x=v) where veR

Transitions:

delay 4.32
press?
delay 2.51
press?

( Off , x=0)
2> ( Off , x=4.32)
- ( Light , x=0)
- ( Light , x=2.51)
- ( Bright , x=2.51)




Invariant
(Henzinger)

x=0 x==100
LigrLt
press? x=0 x<=100 X<=3 press? BIQQE:::'IOO
X>3 x=0 X>3
press?
x=0 x==100 | 7 Press” x=0

x=0




x=0 x==100

Light
_n x<=100 Blight
press? x=0 X<=3 pwess7 x<=100
X>3
ress'? press’?

x=0 x==100

Transitions: Note: ><

( Off , x=0) ( Light , x=0) delay 103 >
delay 4.32 -> ( Off , x=4.32)
press? - ( Light , x=0)
delay 4.51 - ( Light , x=4.51)
press? > ( Light , x=0) Invariants
delay 100 - ( Light , x=100) ensures




Brick Sorting




LEGO Mindstorms/RCX

m Sensors: temperature, 3 output
light, rotation, pressure.

m Actuators: motors, lamps,
m Virtual machine:

= r*"“‘
- 10 tasks, 4 timers, P\
16 integers. ,

m Several Programming
Languages:
- NotQuiteC, Mindstorm, Robotics, legOS, etc.

Formal Aspects of Security, 2011 18



A Real Real Timed System

The Plant Controller
Conveyor Belt Program
& LEGO MINDSTORM
Bricks

Formal Aspects of Security, 2011 19



First UPPAAL model

Sorting of Lego Boxes
Ken Tindell

Piston
Boxes

eject
7 = o
—
(O Convq{er Belt O) -
Blck
Yel

Controller

remove

MAIN || PUSH

Black

Exercise: Design Controller so that black boxes are being pushed out

Formal Aspects of Security, 2011 20



NQC programs e

int LIGHT_LEVEL;

task MAIN{
DELAY=75;
LIGHT LEVEL=35;
active=0; task PUSH{
Sensor(IN_1, IN_LIGHT); while(true){
Fwd(OUT_A,1); wait(Timer(1)>DELAY && active==1);
Display(1); active=0;
Rev(OUT_C,1);
start PUSH; Sleep(8);
Fwd(OUT_C,1);
while(true){ Sleep(12);
OFFf(OUT_C);
wartt(IN_1<=LIGHT_ LEVEL); 1
ClearTimer(1); 1
active=1;
PlaySound(1);

waitt(IN_1>LIGHT _LEVEL);

}
}



A Black Brick

B1

posS==4 - pos==1it8 . pos==8i . pos==4
! ani sensaor on2 pistun

blckl

ey
e

-

end
pos<=9 pos<=18 pos<=81 pos<=90
ok? .
e move ¢
pos=0
start off
Formal Aspects of Security, 2011 22




Control Tasks & Piston

TaskPUSH
TaskMAIN x==ctime eject! active=0
SO blck?
active=true walt passive
X<=Cclime
active==1
Piston
s GLOBAL DECLARATIONS:
eject? const int ctime = 75;
=0 int[0,1] active;
A | clock x, time;
remove! g2 y==1
y<=1 chan eject, ok;

urgent chan blck, red, remove, go;

Formal Aspects of Security, 2011 23



Case Studies: Controllers

Gearbox Controller [TACAS'98]

Bang & Olufsen Power Controller [RTPS’99,FTRTFT 2k]

SIDMAR Steel Production Plant [RTCSA’99, DSVV'2k]

Real-Time RCX Control-Programs [ECRTS'2k]

Terma, Verification of Memory Management for Radar (2001)

Scheduling Lacquer Production (2005)

Memory Arbiter Synthesis and Verification for a Radar Memory Interface Card [NJC'05]

Adapting the UPPAAL Model of a Distributed Lift System,
2007

Analyzing a x model of a turntable system using Spin, CADP
and Uppaal, 2006

Designing, Modelling and Verifying a Container
Terminal System Using UPPAAL, 2008

Model-based system analysis using Chi and Uppaal: An
industrial case study, 2008

Climate Controller for Pig Stables, 2008

2 . Qptimal and Robust Controller for Hydralic Pump, 2009

urity, m Larsen



Case Studies: Protocols

= Philips Audio Protocol [HS’95, CAV’95, RTSS’95,
CAV’906]

= Bounded Retransmission Protocol [TACAS'97]

= Bang & Olufsen Audio/Video Protocol [RTSS’97]
= TDMA Protocol [PRFTS’97]

= Lip-Synchronization Protocol [FMICS’97]

= ATM ABR Protocol [CAV’99]

= ABB Fieldbus Protocol [ECRTS’2k]

= |EEE 1394 Firewire Root Contention (2000)

= Distributed Agreement Protocol [FormatsO5]

Formal Aspects of Security, 2011 Kim Larsen [25] u e a



Case Studies: Protocols

= Leader Election for Mobile Ad Hoc Networks
[Charme(Q5]

= Analysis of a protocol for dynamic configuration of IPv4
link local addresses using Uppaal, 2006

= Formalizing SHIM6, a Proposed Internet Standard in
UPPAAL, 2007

= Verifying the distributed real-time network protocol
RTnet using Uppaal, 2007

= Analysis of the Zeroconf protocol using UPPAAL, 2009

= Analysis of a Clock Synchronization Protocol for
Wireless Sensor Networks, 2009

= Model Checking the FlexRay Physical Layer Protocol,
2010

Formal Aspects of Security, 2011 Kim Larsen [26] u e a




2 \Zlggzluu: verification of object-oriented designs using Uppaal,

= Moby/RT: A Tool for Specification and Verification of Real-Time
Systems, 2000

= Formalising the ARTS MPSOC Model in UPPAAL, 2007

= Timed automata translator for Uppaal to PVS

= Component-Based Design and Analysis of Embedded
Systems with UPPAAL PORT, 2008

= Verification of COMDES-II Systems Using UPPAAL with
Model Transformation, 2008

o %E;I‘OAMOC: Modular WCET Analysis Using UPPAAL,



Le Lann, Chang, Robert







Send




Update




Update

(&) @)




Leader Found
&l




eid t  e>pr cur=e

send[id][e]?

e<pr e:id t MaxD
4
send]id][e]?

send[(id+1)%N][cur]!

const int N = 6;

send([ig const int MaxD = Z;

i ~lock time;

Cypedet int[0,N-1] id t;
Leader ¥ : ] -

broadoast chan send[N] [N]




Protocol analysed in UPPAAL by
Leslie Lamport
CHARME'05




Protocol by
W™ Leslie Lamport
TR P



(leader,hops)

(2,0) (1,0)

(0.0)

(3.0)



(2,0)

(0.0)

(3.0)



(src,dst,leader,hops)



(2,0) - (1,2,1,0) (1,0)




(2,0) - (1,2,1,0) (1,0)













(1,1 (1,0)

(0.0)

(1.1)



(1.1)



(0,1) (0,1)

(0.0)

(0.2)
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Claim to be verified
Correct leader is known at a node / after

t(i) = Aro + Dippay + di.AMDELAY

A model checking problem

IMP E O (i) 1(i)=L(i)
for all i.



Thanks for the spec.
It seems to run fine.
As expected, it"s 2 or
3 orders of magnitude
taster than TLC. 1I™m
wondering 1f your
algorithms could be
used for checking
specs written in a
higher level Ilanguage
like TLA+.
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/0

| timeout ; timeout +A . .|

10,4
Per process
aist.: N

leader,: Node

timeout.: N

Static
Topology : Node x Node — B Message

src: Node

dst: Node
leader: Node

hopss: N




d

msg.SEC = Sro;
msg.dst = dst;
msg. leader = leader;

msg.hops = hops;

~han =end;
mhan receive[N];

=y £ shared;

const int link[N][N] =
P 0,1,1 1},
P 1,0,1 1},
P 1,1,0 %

d

roid setMsg(msg t &wsg, id t sre, id t dst, id t leader, int[0,N]

hops)

L:unst int N = 3;
const int MDELAY = 3;
const int TDELAY = 5;
const int TO = 10;

typedet int[0,N-1] id t;
typedef struct
d

id £t sro;

id t dst;

id t leader;

int[0,N] hops;
I msg £

1:




x <= MDELAY

—@)—

send? receive[msg.dst]!
msg = shared, shared = msg
Xx=0

*
s oues



elid]

¥ = timeout()
set(id, 0),

= next(0, N),

w =10

receive[id]?

¥ <= fimeout() + TDELAY

| <]
send|

sefVisg(shared, id, i, leader, hops),
| = next(l + 1, N

e

worse(shared)

. lworse(shared)

src = shared src,

R
sendl
setMsg(shared, id, i, leader, hops)
| = next(i+1, src)

set(shared. Ieader shared.hops + 1),

| = next 0, src),



id £ leader = id;
int[0,N] hops;
clock x;

int[0,N] i;

id £ sre;

roid set(id £ 1, int[0,HN] h)

d
leader = 1;
hops = h;

int[0,N] next(int[0,N] i,int[0,N] src)
d
while (i
{
it+;
i

return i;

int[0,1000] timeout()
{

if [hops > 0}
return T2 + TDELAY + hops * MDELAY;

return ToO;

hool worse (const meg £t emsg)

{

return msg. leader > leader || msg.leader

== leader && wsg.hops > hops;

< N &£& [(!'link[id][4i] || i == =sre))

}



pcuments and Settings\kgl\Desktop\DESKTOP FEB 2007 \LPPAA|

PPAAL examples\TECSO6\eader4.xml

Edit Wiew Tools Options Help
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Simulation Trace

S i e R By |
Mz
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send: NZ -- = Message(3)

L B Bt Bl B Bl B

Nz

P AT T T
receive[msg.dst]: Message(0) --> N1

L B Bt Bl B Bl B

M1 |
|
|
|

L B Bt Bl B Bl B

receive[msg.dst]: Message(3) --= N1

[ Preyw J| Texk |[ Replay J
[ Open J[ Save |L Random J

shared.src =2

shared.dst = 1
shared.leader = 0
shared.hops = 1

MO leader =0

MO hops =0

MOi=0

MO.src =10

Ml leader = 1

M1.hops =0

Mili=0

Ml.src=10

Mz leadsr =0

Mz hops = 1

Mzi=0

Mz.src=10
Message(0).msg.src =10
Message(0).msg.dst =0
Message(0).msg.leader =0
Message(0).msg.hops = 0
Messagell).msg.src =10
Message(l).msg.dst =0
Message(l).msg.leader =0
Message(l).msg.hops =0
Message(Z).msg.src =10
Message(2).msg.dsk = 1
Message(2).msg.leader =0
Message(2).msg.hops = 0
Message(3).msg.src =10
Message(3).msg.dst =0
Message(3).msg.leader =0
Message(3).msg.hops = 0
Message(4).msg.src =10
Message(d).msg.dst =0
Message(4).msg.leader =0
Message(4).msg.hops = 0
Message(S).msg.src =10
Message(S).msg o
Message(S).msg.leader

]

3 e rma « TEELAY,

ey

N1

ey

N2

0,

e rma « TEELAY,

e

SR

e

et =g,
st

Message(1)

S MIELY

e

st =g,
masara

Message(2)

S MR

g

arw wrug.
s

Message(3)

S MR

Message(4)

S ML

—®

g =aract, ot =rug,
b -

Message(5)

SR

g marrnc,
rie

et =g,
st

S MIELY

g marrnc,
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e

st =g,
st

Message(7)

S MR

g =arrac,
sastaniy

e

arw wrug.

ND

Message(d)

Message(1)

Message(2)

Message(3)

Message(d) Message(s) Mess:

receive[msg.dst]

> & [




= Reducing the number of active variables

= |f variable is never used until next reset,
then the value does not matter.

= Symmetry of message processes

= The message processes are symmetric: It
does not matter which is used to transfer a
message.
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Collaborators:

Peter Bulychev, Alexandre David
Axel Legay, Marius Mikucionis
Wang Zheng

Jonas van Vliet, Danny Poulsen

CAV 2011, PDMC 2011,
FORMATS 2011



UPPAAL

BlalE[2¢ [a[a]a]| %@ = -

{

A[] forall (i : id_t) forall (j :
Train(i).Cross && Traln(J)

id_t)

Safetyv

ross imply i ==j

Trainf

appr[0]: Train(0) --> Gate Gate.list[3] =
Gare.list[4] =
Gate.list[5] = 0
Ca te. I|s lF] =0

E<> Train(0).Cross and Traln(1) STop-

Reachablllty 4

Train{3).x e

Sl.mulatllon.'lfrace Train(4).x «
Train{5).x
appr[3]: Train(3) --> Gate Tram l s

[0,15]
[0,20]
l'l'J
Tram X

(Safe, §

sopta Train(O) Appr --> Traln(O) Cross

Liveness\bé

2
2]

[53fe, SopTSarerSopT o Tramil.x -

eave
pave[2 Cross
N<=5

Safe
1+ 3):N*N ?

X>==3
e

eave[3] Cross
/’?x{_g

B
T ————————————.

TTaina).x ¢ 1+ 2): N°N =
griad)x - Train(s).x e
appr[2 o[-
prl A<> E in(5).x - Train(0}.x < appr(2]
(safe, J Do C x=0
stop[tail()]: Gate --> Train(2) IIJ
ry

(safe, Stop, Stop, Stop, Stop, Start, Occ)

sup: ..

Limited quantltatlve analysi

inf:—

Start
x<= 15

:'"\FJFJ
x=<=20

Start
x<= 15

Pr[Train(0).Appr --

Pr[ <> Time < 500 and Train(0).Cross] 2 O 7

Tlmes 100 Train(0).Cross] = 0.4

eave[4] A Crnsc

Formal Aspects of 39
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Train(5)

Cafa N

X>=3 }f
eave[5] L Crncs B 1



UPPAAL SMC

Bla@ [ 2¢ [l |Re = -

[ Editor ~Simulater- Verifier |

— Performance propertiesV e g A g

o rano) o> Cae Pr' <= 200'(<> Train(5).Cross)

Pr' <= 100 (<> Train(0).Cross) >= 0.8

(" Next ) [ Reset

= =P <= 100 J(<> Train(5).Cross) >=

sy s o | PP <= 100_(<> Train(1).Cross)

(Safe, Stop, Safe, Appr, Stop, Start, Sopprmg a2 — Train(3)x ¢
stop(tail(]: Gate --= Train(3) o Train(3).x - Train(3).x ¢ % }—3?1
Train{4).x - Train{0).x < 5af eave| Cr

S S — 1+2: NN O N
» Stat |

dle-space exp OSIO 2ppriZ]
(safe, - T

1] x—CI_

stop(tail(]: Gate --> Train(2)

e, 09, 509,09, Sop, .| Generate runs

Train(5)

Formal Aspects of Security, 2011
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Exponential Distribution

X>=3 g
ATl o T N
Safe .( leavelid]! Cross g
apprlid]!
x=0 :
X>=7 "
x=0
Appr Start
x<=20 x<=15
x<=10 go[id]”?
stop[id]? x=0
Input enabled Stop

Uniform Distribution




Queries in UPPAAL SMC

| 4

PI[ <= 200](<> Train(5).Cross)

Message

.YaYe Pr[ <= 200]{<> Train(5).Cross)

0.020
0.018
0.016
0.014
0.012

Parameters: a=0.01, £=0.01, bucket width=0.587972, bucket count=200.

Runs: 2
Probabi

Probability Clopper-Pearson Cls

(44.1056; 0.00997358)
(44.1056; 0.00704134)
(40.843; 0.0)

10 20 30 40 50 60 70 8O 90 100 110 120

run duration in time

6492 in total, 26492 displayed, 0 remaining.
lity sums: 1 displayed, 0 remaining.

Average: 40.843.

[ ] upper limit

B [ower limit

[ average oK )
—




]

Pr[ <= 100](<> Train(0).Cross) >= 0.8

« )i omron ) o Mesage
" Gate.list[0] = 5 g |
Enabled Transitions )
Gate.list[1] = 1 (1+01:N .
Train(5) Gate.list[2] = 4 {149 runs} H1:
appr[0]: Train(0) --> Gate Gate.list[3] = 3 apg P E{ } <= (.79
Gate.list[4] = 2 x=l - M=> ... = ).
Gate.list[S] = 0 with confidence 0.99.
Gate.list[g] = 0
Gate.len = 5 A
Train(0).x >= 23 o
(Next ) (“Reset ) e

Pr[ <= 100](<> Train(0). Cross)> 0.5

appri3TTTammsT === Gate

iSafe, Stop, 5afe, Appr, Stop, Start, Stopping
stop(tail()]: Gate --> Train(3)

(Safe, Stop, Safe, Stop, Stop, Start, Occ)
appr[2]: Train(2) --> Gate

(safe, Stop, Appr, Stop, Stop, Start, Stopping

stop(tail(}]: Gate --> Train(2)

Trace File:

( Prev :] { Mext ) [ Replay :]

(Open :] [ Save ) [ Random :]
I I a

Slow Fast

_UUUU

Train(l).x <= Tran(0).x
Train{1l).x - Train{5).x
Train{2).x - Train{3).x
Train{3).x - Train{3).x € |,
Train{4).x - Train(0).x <
Train{1).x - Train{4).x €

Train{4).x - Train{5).x €

Train(5).x - Train(0).x <

Train(2)

5
(1+2):N

e -
W=l

(651 runs) HO:

Pri<= ...) >= 0.51

with confidence 0.99.

Apg
X
Stop Stop
Train(4) Train(5)
X==3 H>=3
Cafa A Ieave 41'.‘ Cracc Cafa A Ieave[S]"- Crace




(B Prf <= 1 = 1001(<> Train(5) Cross) >=

_QE Prnhahlllty cnmparlsnn
OO 1.00
[ ] comparison
12 24 36 48 60 72
time
value 0.0 means less-than is true.
value 0.5 means probabilities are indistuinguishable.
value 1.0 means greater-than is true. p
W -

-

IlIJ




Analysis Tool: Plot Composer

faNO

» [ Clopper-Pea

» [ wilson Score |

» [ wald Confide

» [ Frequency Hi

¥ [ Pr[ <= 100](<> Trg
v @ Jul 16, 2011 11
» [0 Probability D9

» [ Probability D

» [ Probability D

» [ Probability Di

» [ Probability -]

» [ Probability CI

" average

» [ e-Confidence

» [ Clopper-Pea

» [ wilson Score |

» [ wald Confide

» [ Frequency Hi

¥ @ Pr[ <= 100](<> Trd
¥ @@ Jul 16, 2011 114
» [ Probability D

» [ Probability D4

» [ Probability D

» [ Probability Di

» [ Probability -]

» [ Probability CI

| average

» [ e-Confidence

» [ Clopper-Pea

» [ wilson Score

» [ wald Confide

» [ Frequency Hi

» [ Pr[ <= 100](<> Tra

» [ Clopper-Pears
» (1 wilson Score |
b 0 Wald Canfida

¥ L E-_OMNIUETNLE] @ Plﬂt CﬂmpﬂSEr

Daka sek: |n:|ne krain stopped

Colar: [l shape: Stru:uke: .ﬁ.rea:

Coraw:

Frobability Density Distribution

J00 800 900 1000 1100 1200
krstpclock]1]

0 100 200 3200 400 500 600
v et =
’_{_ » 0 Clonnar-Paarson r'n?ﬁﬁnnrn l"l"ﬂ'“'-ﬂi._‘.._'j:

10 16 22 28 34 40

run duration in time

I b trains stopped
[ three trains stopped
Il four trains stopped
B fivve trains stopped

82 88 94 100

I density
[ density
[ density
[ density
Il density




SMC in UPPAAL 4.1.4

= Constant Slope Timed Automata

= Clocks may have different (integer) slope in different
locations.

= Branching edges with discrete probabilities (weights).

= Beyond Priced TA, Energy TA. Equal LHA in (non-
stochastic) expressive power.

= Beyond DTMC, beyond CTMC (with multiple rewards)

= Al| features of UPPAAL supported
= User defined functions and types

= Expressions in guards, invariants, clock-rates, delay-
rates (rationals), and weights.

= New GUI for plot-composing and exporting.
= Distributed SMC, 64bits.

Formal Aspects of Security, 2011 66 u e a



Probability density
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