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Plan

= Background
= Research Group and Projects

= Why (and what) test and verification

= Model-based approach
= Finite State Machines (review)
= Interacting State Machines

= Verification=Model Checking (1st glance)
= Model-based Testing (1st glance)
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Welcome to Basic Hesearch in Computer Seience

teacking and researchin a wide area of ¢ omrmu sesence .nnudm

Semantics and Theory of Computation sd
Design and Implementation of Distributed Systems

| PSlbticrosch Powesbei | _seibencans ITEE Duatibudent Sust

Univers

- BRICS

Research Profile
Distributed Systems & Semantics Unit

Concurrency Theory
Foundation for system behavior

Verificatjon and Validation Networks and Opgfrating Systems
Tools\for model checking Implementation agd construction
2 of platforms
Embedded Systems Methodology
Methods for specification, design, analysis, testing ...
Industrial applications
Research Evaluation, Seeby, January m 5
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BRICS Machine

Basic Research in Computer Science, 1993-2006

4
Tools

Aarhus Other revelvant projects
C:SS Aalborg ARTIST, AMETIST
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TOO I S an d BRI CS Semantics & Verification

(DAT4)
Every Thursday afternoon

UPPAAL

PVS ALF
Logic Algorithmic Semantics
. . « (Timed) Automata Theory » Concurrency Theory
TemporayrLogic « Graph Theory « Abstract Interpretation
. Mgccl)al ogic e BDDs » Compositionality

» Polyhedra Manipulation

Models for real-time
& hybrid systems
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Why CISS ?

= 80% of all software is
embedded

= Demands for
increased functionality with
minimal resources

= Requires multitude of skills
= Software construction
= Hardware platforms
= Control theory
= Comm. technology

= Goal:
Give a qualitative lift to
current industrial practice

aLelaLLe
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Institut for
Datalogi

BRICS@Aalborg

Modelling and Validation;

Programming Languages;
Software Engineering

CISS Structure

MVTU
25.5 MDKK

Nordjyllands Amt
Aalborg Kommune
12 MDKK

12.75 MDKK

Virksomheder

Institut for 12.75 MDKK

Elektroniske Systemer

Distributed
Real Time Systems
Control Theory;
Real Time Systems;
Networking.

Embedded Systems
Communication;
HW/SW
Power Management
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Partners

= “%
=  Aeromark = GateHouse = S-Card %
= Analog Devices =  Grundfos = Simrad
= Blip Systems = JAR Systems = Skov o
= Danfoss = MAN B&W = SpaceCom 7 g-_r_:

= Ericsson Telebit = Novo Nordisk TK Systemtest

= ETI = Motorola = TDC Totallgsninger
= Exhausto = Panasonic = Aalborg Industries
= FOSS = RTX Telecom

GATE it SIMRAD W @3 ERICSSON =
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CI1SS on the way

= Kick-start, 2001: = 35 projects
700.000 DKK = 20 CISS employees
Northern Jutland Region & City

= 25 CISS associated

of Aalborg researcher at 3 different [
i

research groups at AAU. _B3
= Jutland-Fun IT-initiative, 2002:
25,5 mil. kr Ministry = 50% over budgetteret =
6 mil. kr North Jutland industrial financing
6 mil. kr Aalborg City = 19 industrial Ph.D.’s

12,75 mil. kr Companies initiated
12,75 mil. kr AAU
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Focus Areas

Model based development %35

N Intellingent sensor network
IT In automation N
Q

Ad hoc netveerk

S CyEm
Embedded and RT OS RT Java Lab @ |

Konsum elektr <2o
Kontrolsystemer \

Resource Optimal Schedullng
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Methods

HW/SW Co-design / Design Space Exploration
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Local 2 Regional - National

DaNES 3 ]

= Danish Network for Intelligent
Embedded Systems

= PARTNERS

CISS, IMM, MCI,
) PAJ Systemteknik .
GateHouse A/S

ICE Power
() Skov A/S
Y 3)
Terma A/S
w@ Novo Nordisk A/S ﬁﬁ

IO Technologies

= Funded by Hgjteknologifonden

= Budget E—

63 MDKK / 4 years .
»




Local - Regional =2 National

DaNES

3 e . Test og verifikation
Selvdiagnostisering og —reparation ’_\
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Indlejret og distribueret kontrol
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Local 2> Regional =2 National =2 International

Network of Excellence 'E :'iu-'
Information Society c‘ i: .ﬂi’
Technologics

6,5MEuro, 32 partners

embeddedworld 2005
Exhibition&Conference
Mirnberg
g gm::{.....
P

0
Egg
g2
oE
-
of

Intemational
Collaboration

EU’s 7th Framework

S =
ARTEMIS Research Platform
9

Centers of Excellence

‘_ -
Oy, 52
Tramme of RE®

Control for
Embedded Systems

Dissemination

Testing & Verification
c s s CISS koordinator
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Hvorfor T&V ?

dea

B,
A
-

Michael Williams
Research Director, Ericsson,

[, S

Fejl i indlejret software
forbundet med voldsomme
udgifter.

BRICS

Basic Research
in Computer Science

18
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Hvorfor T&V ?

Michael Williams
Research Director, Ericsson,

......

sen

‘ = BRICS
Basic Research

in Computer Science

Fejl i indlejret software
forbundet med voldsomme
udgifter.

30-40% af udviklingstid
bruges pa tidskraevende,
ad-hoc aftestning.

Potentialet for
forbedredede metoder og
veerktgjer enormt.

“Time-to-market” kan
reduces betydeligt ved
brug af tidlig verifikation og
performanceanalyse

20
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Verifikation og Test

',__I —

= 5

MO e = s
Tea| | [FLAER

powarlof_key

S

Fa -

Lt S

= [ i
Ea .

Fa

ol sy [MO_CO )

i el
CLOSED | Iooo,kev.rcose_,-( CPEN

FLANG

Sy ToC81E._Vack s
do ¢ FLAY TRACK

[+mwg.m”4
decromaent_track
e

- |uLuck]r (cunentnnek =

m an-c-\u

i caloee

SOURCE

CO_DRIVE

NO_CD
o cd_no_detect

[ CO_PRESSENT |

[Correri_track Jh tast_track] £ lomd [keyv/  TDISPLAY T
CO_PRESSENTY/ stop[key 8

curtent jack = fr=t_track ""”LTJ"|'
L

TIME_FASS

/* Wait for e\ |l ]

void 0S_Wait(voidy: ==

void OS_VS_Process(void);

/* Define completi
unsigned char cc;

void HandleError(u
{
printfF("Error codd
exit(ccArg);
3

/* In d-241 we only us
* system. It purpose
* you.

*/
void OS_Wait(void)
{

SEM_EVENT_TYPE event;
int num;

CENTER FOR INDLEJREDE SOFTWARE SYSTEMER

Kode

/* Operating system visualSTATE process. Mimics a 0OS process for a
* visualSTATE system. In this implementation this is the »
* interfacing to the visualSTATE basic API.

/* Ignore the parameters; just retrieve events from the keyboard and
* put them into the queue. When EVENT_UNDEFINED is read from the
* keyboard, return to the calling process. */

Kim G. Larsen

gl 5 BRCs
&= Basic Research

in Computer Science

D Spec
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Test versus Verifikation

Airbus Cor_l_tr(_)__l_"____Eape_l__

——— gL U@ @ |8 S |

2" sekvenser af Igd n

Deadlock identificeret ved
VERIFIKATION
efter sekvens pa
A0[0]0
c ss T1 T3 T5 T1 ... T4 T3 telegrammer / < 1mir

CENTER FOR INDLEIREDE SOFTWARE SYSTENER Kim G. Larsen 22




Introducing, Detecting and

‘ = BRICS

Basic Research
in Computer Science

Repairing Errors Liggesmeyer 98
Analysis Cglu.bpmal Programming Design Test System Test Cpetation
Sign
50% ——=—— 25 kDM
- detected T
ELTGT:ET%] errofrs (in%) . ;. costof
40 —— N o corection T 20 kDb
7 perermr
S5 [in D)
0% T ;! ~+ L5 kDb
r.'
x
20% ‘. + L0 kDM
__.ll
d .
0% e . T3 kDM
% - L - | 0DM
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Introducing, Detecting and

‘_

BRICS

Basic Research

in Computer Science

Repairing Errors Liggesmeyer 98
Analysis CEZ:;;”‘EI Programming Design Test System Test Cpetation
50% = 25 kDM
immduced
1 - errots [in %) J eotmetion 20 kDB
0% 4 L5 kDM
0% + L0 kDM
0% 1 . -5 kDM
% ) d===—c=w - o” i 0DM

CENTER FOR INDLEJREDE SOFTWARE 5Y:

Kim G. Larsen

Time [non-lineat)
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A very complex system

whl
S W
g8

mmnluifmmmsm Kim G. Larsen

Klaus Havelund, NASA

_.
$s
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Rotterdam Storm Surge Barrier

"

””

4
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Spectacular software bugs

Ariane 5

The first Ariane 5 rocket was
launched in June, 1996. It used
software developed for the
successful Ariane 4. The rocket
carried two computers, providing
a backup in case one computer
failed during launch. Forty
seconds into its maiden flight, the
rocket veered off course and
exploded. The rocket, along with
$500 million worth of satellites,
was destroyed.

Kim G. Larsen

Ariane 5 was a much more
powerful rocket and generated
forces that were larger than the
computer could handle. Shortly
after launch, it received an input
value that was too large. The
main and backup computers shut
down, causing the rocket to veer
off course.

27



‘ = BRICS
Basic Research

Spectacular software bugs
U.S.S. Yorktown, U.S. Navy

= |n 1998. the USS Yorktown = When the sailor entered the
’ mistaken number, the computer

became the first ship to test the tried to divide by zero, which isn't
US Navy's Smart Ship program. possible. The software didn't

The Navy planned to use off-the- check to see if the inputs were
shelf computers and software valid before computing and
instead of expensive U.S.S. generated an invalid answer that
Yorktown, courtesy of U.S. Navy was used by another computer.
custom-made machines. A sailor The error cascaded several

computers and eventually shut

mistakenly entered a zero for a down the ship's engines.

data value on a computer. Within
minutes, Yorktown was dead in
the water. It was several hours
before the ship could move again.

= Pt ¥ I-.J
-
T = R
il ] e e g e o] Al
3 § i T
o Tl | L
== — — : .
s= g T T L e -
= T i o
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Spectacular software bugs
Moon or Missiles

The United States established the
Ballistic Missile Early Warning
System (BMEWS) during the Cold
War to detect a Soviet missile
attack. On October 5, 1960 the

BMEWS radar at Thule, = The radar had acy@Ell i
Greenland detected something. the Moon rising over the horizon.
Its computer control system Unfortunately, the BMEWS
decided the signal was made by computer had not been
hundreds of missiles programmed to understand what

the moon looked like as it rose In
the eastern sky, so it interpreted
the huge signal as Soviet
missiles. Luckily for all of us, the
mistake was realized in time.

Kim G. Larsen 29



Spectacular Software Bugs
.... continued

= INTEL Pentium Il floating-point division
470 Mill US $

= Baggage handling system, Denver
1.1 Mill US $/day for 9 months

= Mars Pathfinder

ENTER FORINDLIREDE SOFTWARE Y5 - Kim G. Larsen
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Spectacular software bugs
Therac 25

= The Therac-25 was withdrawn
from use after it was determined
that it could deliver fatal

The Therac-25 radiation therapy overdoses under certain
machine was a medical device conditions. The software would
that used beams of electrons or shut down the machine before

photons to kill cancer cells.

Between 1985-1987, at least six
people got very sick after Therae-
25 treatments. Four of{them died.

delivering an overdose, but the
___error messages it displayed were
~— so unhelpful that operators

The manufacturer was|confident, I"""”ﬂ_;CQ.uldn't teI_I whgt the error was,
that their software made it, | >~ OF how serious it was. In some
impossible for the machine to ? cas?-s,-gperators ignored the

harm patients.

¢ .-message completel;
| ' ..-__'_“;" - Ma/fn

m...ff, ......... sonen Kim G. Larsen 31
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A simple program

Iint x=100;

Process INC
do
II Xx<200 --> X:I=x+1
od

Which values may
X take ?

Process DEC Questions/Properties:

do E<>(x>100)

o x>0 --> x:=x-1 E<>(x>200)

od A[](x<=200)

E<>(x<0)

Process RESET Possibly A[1(x>=0)

do

- x=200 --> x:=0

od Always

( INC || DEC || RESET )

CENTER FOR INDLEIREDE SOFTWARE SYSTENER Kim G. Larsen 33
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Another simple program

What are the possible final values of x ?

InNt x=0;
Process P int x=0:
do
XZ=X+1 Process P
10 times int r
do
CP1IP) r-=x; r++; X:=r
10 times
CPII P) _

FoR INDLEIEDE SOFTWARE Y - Kim G. Larsen 34
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Yet another simple program

What are the possible values that x
may posses during execution?

Int x=1;
Process P Iint x=1;
do
X = =X+X Process P
forever int r
do
(Pl P) =X, rI=X+r; X:I=r
forever
CP ]I P) _

FoR INDLEIEDE SOFTWARE Y - Kim G. Larsen 35
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Approach
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Suggested Solution?

Model based

validation, verfication and testing of
software and hardware

ENTER FORINDLLREDESOFTWARE Y - Kim G. Larsen
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Verification & Validation

Analysis

_________________________________________________________________________

__________________________________________________________________________

Implementation
\Testing
Kim G. Larsen 38



Verification & Validation

Analysis

Validation

_________________________________________________________________________

Design Model «<—> Specification
TN Verification & Refusal

Implementation

\Testing

anmmnuiiﬁuwmmsrm Kim G. Larsen 39



Verification & Validation

Analysis

Validation

_________________________________________________________________________

Design Model «<— Specification

e t Verification & Refusal
g 0\“ :\ Model
NN A EXtraction —---""7TTTTTTT T
Yo
/// \
oM |
\ -7 Automagic
Code gqneration
Implementation

\Testing

anmmnuiiﬁuwmmsrm Kim G. Larsen 40



Verification & Validation

Analysis

Validation

_________________________________________________________________________

//’\ A . .
| Verification & Refusal

g Extracon " TN T

YN
/// \
LePv > |
N Automagic t generafion

Code ggneration

Implementation

anmmnuiiﬁuwmmsrm Kim G. Larsen 41



How?

Unified Model = State Machine!

Input
ports

Kim G. Larsen

Output
ports

42
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Tamagotchi

O

ALIVE

/ Passive Feeding Light \

Snack /

N\

Health=0 or Age=2.000

TikK Discipline DEAD

Health:=Health-1; Age:=Age+1

CSS
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LLIBLLIDLOLOLLOL
[LIETTT T



SYNCmaster
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he SDL Editor

TCEET TeT

ES

i

i

ST Y
(aTH D' process Mobiestil, 1)
LISl oo stgonTy Process level
= =1
) Initht S (BTS_ID) < iModels thaf ~
El HONE _\the rokile can
weaitInit1 [ETS_FIDs(BTS_ID)= send ] imove from o..
=] < [ \BTS to anot,.
inith5 (BTS_ID, The real bebaviour
EET]| | [RE=] me, ”‘-'1E|]' beding here, before it isl
SDL configuration stuff.
| m| |EITE_F'ID3{EITE_ID}:= send.] CellEntry OrCha..
poswer OFF )
=] <>
"Frompis .~
c%: n:'??: IIDuke:I |: Anr‘l:l ETSrECg#Ed = Fiuzer dF:ll.Irlr‘lg
3 | E| | | new sirmulation,
- [p=pin_a] | p:= pin k| o, This mokile
I]:I]l |]:|| hirong P receives from
init S I iink stat.. BTSreceived, until the
[]:[]l []:]l L next change of cell’
e & To stare the SDL FID of the Base Tx Stations. Mecessary [ ‘Display level af the
I:'b'l to send a signal 1o a given BTS. radlio signal received
— |ir‘|ith'15 (BTS_ID) < MEWTYPE ETS_FID=_t from the BTS
El El ARRsLBTS_ID_t, PID); [ TallE herd .
| [ETS_PIDs(BTS_ID )= send ] ENDNEWTYPE; logOn VETSreceived .
Lr DCL (me, BTSreceived, IMELN 'Mizsing in the
T TO
weaitinit3 me Maokile_|ID_t, * replaces contest parameters =f ETS_PIDs(ETSreceive :ﬁsaj Bl
IMEI IMEI_1, & replaces cantext parameters s — "
InitM3 (ETS_ID) <7 B PIM_T, oo _.
status BOOLEARM,
[ETS_FIDs(BTS_ID Y= send ] o |
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e e e e e
i
| ]
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____amulation Luinut

SPIN CONTROL 3.1.3 - 16 March 1938 -- File: p123

Fle.. | Edit.. | Run.. | Help | sPIN DESIGH VERIFICATION  Uines:(15  Fina:

_Smty'pe = { magl, msgl, ack0, ackl };

chan sender  =[1] of { byte };

chan receiver=[1] of { byte };
proctype Sender ()

{ byte any;

again:

:: sender?ackl -» break
. sender?any /* lost */

. timeout /* retransmit */
fi
od;
do
1 receiverImsgl;
if
. sendervackl -» break
. sender?any J* lost +/
o timeout /* retransmit */
- fi
od;

goto again

i

proctype Receiwver ()
{ byte any;
again:
do
o1 receivertmsgl -» senderlackl; hresk
ot receivertmsgl -» senderlackl
oo oreceiverrany /* lost */
od;

do
;o receivertmsgl -» senderlack0; bresk

-p -v -g -1 j0 pan_in

line 63 "pan_in" (ste

Save in:

(never claims generated from LTL formulae are stutter-closed)
pan: acceptance cycle (at depth 59}
pan: wrote pan in. trail
(Spin Wersion 3.1.3 -- 16 March 1398)
Warning: Search not completed
+ Partial Order Reduction

Full statespace search for:
never-claim
assertion violations
acceptance  cycles
invalid endstates

(if within scope of claim)
(fairness disahled)
(disabled by never-claim)

State-vector 32 byte, depth reached 67, errors: 1
5 states, stored (41 wisited)
6 states, matched
47 transitions (= wisited+matched)
1 atomic steps
hash conflicts: 0 {resolved)
(max size 219 states)

2,542  memory uwsage (Mbyte)

Sawve in: | p123.out

I [=]

Iwarning: for p.o. reduction to be walid the never claim must be stutter-closed

Clear Close |

INITT O, LAl oCll

} line 41 "pan_in" (state 18)
line 23 "pan_in" (state 16)
line 50 "pan_in" (state 4)

ne 63 "never" (state 0)

[printf (' MSC:
Message Sequence Chart

Line 54

11
13
(15 ]
17
Z1
Z3
[ 25 |
27
Z9
receiver!msy
(33 |
35
37
29
a1
a3
[958 )
a7
e 5i
ine 6
51
53
55
57
59
[®&3 —cye
j\“\\@
85 ]
anit: :
65
ine B
g T
L}
Smaller | Larger | Save in: msc.ps | Close | _| Preserve

| -
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VvisualSTATE e

w Baan Visualstate, DTU (CIT project)

O F'T! Beologic visualSTATE Clagsic Diagram Designer - untitled. vsr - [CD_FPLAYER]

File Edit “iew Objects Option: Window Help

||| S| e E] of Elelzs] Blome] > v 2K

P F’E’.ED—PLAYEH g ] S IF'erert_l,l: Maone
e -

. . E exit f sﬁgcpdliﬁl\ggsr_dqwn

= Hijerarchical state el [[PEAVER ODPRVE T

Lre \

MOT_PLAYIMNG

systems 5
stop_key [/ H MNO_CD
load_key fopen
&/\-\*{: cd|detect cd_no_detect
ELOSED load_key / close HFEN

= Flat state systems
= Multiple and inter- bomocm g

re I ate d State [current_track ok last_track] / # load | key / E—D_I_S_F_’D-‘f\? _______________________________
. plasy_kew [ICD_FPRESSEMNT]/ stoplkey f
m aC h I n eS current_”[al:k = first_track pla; 1 ke SoURCE

PLAYING -
antry / locate_track_star B dlk
= Supports UML o,/ PLAY_TRACK B 2l
2 b pock key 4 i TIME_PASS cd_key /
- [cyrrent_track |= first_traghk] /
notatlon decrement_track g

18 oo ¥t |

[n]

: cd|kew/
. . forward_ke ¥
= Device driver access Iejrent o st ok e || (IR
I — v
Open the 'Compose Transition' dialog [#=0.w=0 zoom=1:1 | o

CSS
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£= BRICS

. £ Basic Research

Rhapsody Rhapsody®

CSS

LLIBLLIDLOLOLLOL
[LIETTT T

in Computer Science

——— [Logix

ODEE s Lf &Y QAERE BP0 ¥ ¢ N [fuo

Ma=T00scdH”

Nrtsbdvalug = JFo00)

i) st ROOT, oo nemal luhing. e

resatipelect = O
—_—

t._:rm{:hu-mn}rg = 0

unh;n:nqafii

T TR (e, 25 0ct 19569 (220 P

Kim G. Larsen
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Eﬁimulatiun Output

ESTEREL

;IEIEI eflexGameNormal.scg - ReflexGameNormal £0

BRICS

[, S

Basic Research

in Computer Science

_{ol x|
M ame | R | Tupe nat Code Coversoe Help
RingBel = %X|nﬁ|ﬂ|@%’QC{|1DD||Mndule j|@$!£ﬂf|{fq
TILT
Gamelver E., | Lhbrey | | Fricr | | @)
Go -
Display = inteqer Reflexa ameMormal
5 amer ormnal. R emaininghd e integer - ;I
.ﬁ.III Dukputs | Locals | Traps | Yariables | Wakch |
On_off? On_offf
~il
Hame I Yalue i Tooe i [( ::i_l:lzr:;::I?nfizgér:mghleasures:mteger,
Coin /Display(0), call InitRNDG enerator()()"
Qn_off
Ready Game Over &%
Stop sustain GameOver
M5
Al |In|:n_|ts | Sensors | Return Signals | Coin/
| GAME =)
— Commands Current Session
: ﬂl [™ Keep Inputs ’7 EJ 1| hsures(MEASURE_NUMBER)
—Playback Session
I @l EI [ Reset on Loading
|
| s #] v | pt] spesd ~ PAUSE_LENGTH MS/
—Dump contral Display[?MEAN/MEASURE_MNUMBER]
_ ningMeaszures > 0]f
Waveform
Output file [ = Start| )
Configuration File I @l Edit | Stop | d LILI
— Coverage N .
Ckput File [ @| Skark |
[ Compact Coverage Files Skop |




& UPPAAL 2k HEE
File Templates View Queries Options Processes Variabhles
rSystem Editor rSimuIatur rVeriﬁer |

| Drag out

Enabled Transitions

[Gearcontraltranst ¥, Clutch.trans1)
(GearCaontral trans18, Engine transa)

‘ off || Next H Reset|

Simulation Trace

(Gear, Gearh, Initial, Meutral, Closed)
(GearCaontrol trans24, Interface trans11)
{Initiate, chkGearhR, Initial, Meutral, Closed
(GearContral trans27)

(ReqSyncSpeed, chkGearMR, Initial, Meutra
(GearContral trans32, Endine trans9)
(CheckSyncSpeed, chkGeartR, FindSpeed

[ IC
Trace File:
Prev Replay
Load | Save | Random
Slow Fast

T ———0,

ar
RegMew(ear?

Sys Timer:=0
meceu;ﬂﬁ: .
Initate

FromGear=0 ¢ ovpy o ore—280
RegZeroTorque! gponCluich!

GCTimer:=0 GCTi.m.erF}L_\ Clutchlz Open?

LC
{:Jchg.:momug "/ CheckCluichZ

GCTimer==155 . GCTimer==200
CCTimer=250 =CTimer=150,

TorqueZero? GCTimerz=200

C
S ClutchOpen?

RegMeu!
© Regeucear ‘:%opennmr CCTimer:=0
RegMNeul
CCTimer:=0 '&CTimer=200, GCTimer=200,
vy GCTimer«=250
{h\ G CTimer==250 O ime E
-‘éheckGearNeu GNEI.IEI‘NI‘
GCTimer«=250
Gearlfeu?
} CGCTimer= 150,
C = —
ToGear= ReqSyncSpeed GCTiner==200
ToGear=0
1
R"“s_l’“‘l'_ CCTimer==150
_\cCT““’E“‘“ OpenCluich! L CluichlsOpen?
C
@Chtk5}mﬁpeed GCTimer=0~CheckCluich ¥ ClutchOpen EeqSetGear?
CCTimer==155 CCTimer==200
CCTimer=150 ToCear-0
SpeedSet? Regfet! [
C GCTimer:=0
ReqSeiCear Regfet!
RegSet!
CCTimer:=0 “Climer=300,  QCTimer-300,
CCTimer==350 P CCTimer:=0
o CCTimer==350 ¥,
’éheckGearSeﬂ MGSE{EI'NI' MféhethearSeﬂ ToGear==0
CCTimer==350 CCTimer==350
GearSet? Close Cluich! CearSet? e
ClutchlsClozed ? GCTimer==0
Y IT . -
{I:JReanmueC MechClutchClosed “E}C]_uuh(jlose GCTimer:=0
CCTimer==200
_ ‘ G CTimer=150,
\ MRS CCTimer==200 G CTimer=150, =
Faral o —A Wi x

C:JJ
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*— ‘State Explosion’

problem

== BRICS
= sic Research
puter Science

All combinations = exponential in no. of componen
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in Computer Science

VVS
Train Simulator visualSTATE

1421 machines

11102 transitions
2981 inputs BUGS 7
2667 outputs

3204 local states
Declare state sp.: 10™M476

s
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Modelling and Analysis

Software Model A

No!
Debugging Information

—

Requirement F ves,

Prototypes
Executable Code
Test sequences

Tools: UPPAAL, visualSTATE,
ESTEREL, SPIN, Statemate, FormalCheck,
VeriSoft, Java Pathfinder,...
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Modelling and Analysis

BRICS
Software Model A
Se/hé? ( No!
’71‘/03 — Debugging Information
_ f‘ Yes,
Requirement F Prototypes

Executable Code
Test sequences

LOQ/'C

Tools: UPPAAL, visualSTATE,
ESTEREL, SPIN, Statemate, FormalCheck,
VeriSoft, Java Pathfinder,...

m....fjnmm“m Kim G. Larsen 55



‘_

Most fundamentae

BRICS

Basic Research
in Computer Science

model in Computer Science:

Kleene og Moore

Finite State Machines

e Language versus behaviour
e Determinism versus non-determinism
e Composition and operations
e Variants of state machines
Moore, Mealy, 10 automater,

ENTER FORINDLIREDE SOFTWARE Y5 - Kim G. Larsen

56



State Machines

Model of Computation

e Set of states

e A start state

e An input-alfabet

e A transition funktion, mapping
input symbols and state to
next state

e One ore more accept states.

e Computation starts from start
state with a given input string
(read from left to right)

input string

ENTER FORINDLLREDESOFTWARE Y - Kim G. Larsen
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Modulo 3 counter

INnc inc dec inc inc dec inc ®

/ inc inc dec inc dec inc dec inc ©
/
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State Machines

Variants

Machines may have

actions/output associated with

state— Moore Machines.

Kim G. Larsen

‘ = BRICS
Basic Research

in Computer Science

inputstreng

\

Inc inc dec inc inc dec inc

inc

01212021
outputstreng /
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State Machines

Varianter

Machines may have
actions/output associated with
med transitions — Mealy
Maskiner.

Transitions unconditional of af
input (nul-transitions).

Several transitions for given for
iInput and state
(non-determinisme).

Kim G. Larsen

‘ = BRICS
Basic Research

in Computer Science

inputstreng

\

INnc inc dec inc inc dec inc

inc/1

1212021

outputstreng /
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State Machines

Variants

Symbols of alphabet patitioned in
iInput- and output-actions
(10-automata)

c s s interaction

CENTER FOR INDLEIREDE SOFTWARE S sonen Kim G. Larsen
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O! O! inc? inc? 2!

7

2!

dec? 1!
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Bankbokskode

To open a bank box
the code most contain at least 2 O

To open a bank box
the code most end with@ O ©

To open a bank box
the code most end with® O ©
or with © O

To open a bank box
the code most end with a palindrom

@ o egd. @O0O
O B 0000
O G 00000

ciss
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Fundamental Results

= Every FSM may be determinized accepting the same
language (potential explosion in size).

= For each FSM there exist a language-equivalent
minimal deterministic FSM.

= FSM'’s are closed under N and U

= FSM’s may be described as regular expressions (and
vise versa)

ENTER FORINDLIREDE SOFTWARE Y5 - Kim G. Larsen
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Home-Banking?

Int accountA, accountB; //Shared global variables
//Two concurrent bank costumers

Thread costumerl () { Thread costumer2 () {
int a,b; //local tmp copy int a,b;
a=accountA; a=accountA;
b=accountB; b=accountB;
a=a-10;b=b+10; a=a-20; b=b+20;
accountA=a; accountA=a;
accountB=b; accountB=b;

ks }

*Are the accounts in balance after the
transactions?

ENTER FORINDLLREDESOFTWARE Y - Kim G. Larsen 64
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Home Banking

pc1 pc2

reacs, reads,
A =accounts, A =accounts,

readB readB
bh:=accountB b:=accountB

computing computing
a.=a-10, a.=a-20,
b=b+10 b=b+20

(U (=¥ i FifE A,
accountd =3 accounts =3

wiriteB wiriteB
accountB:=b accountB: =k

finisthed finished

A[1l (pcl.finished and pc2.finished) imply (accountA+accountB==200)7?

CSS
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Home Banking

Int accountA, accountB; //Shared global variables
Semaphore A,B; //Protected by sem A,B
//Two concurrent bank costumers

Thread costumerl O { Thread costumer2 (O {
int a,b; //local tmp copy int a,b;
wait(A); wait(B);
wait(B); wairt(A);
a=accountA; a=accountA;
b=accountB; b=accountB;
a=a-10;b=b+10; a=a-20; b=b+20;
accountA=a; accountA=a;
accountB=b; accountB=b;
signhal(A); signal(B);
signal(B); signal (A);

ks ks
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Semaphore FSM Model

Binary Semaphore Counting Semaphore

csinit count | e )

—p—

....... CIUSEd
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Composition

10 Automater (2-vejs synkronisering)

b =
¢ .

mm...fmmm“m Kim G. Larsen 68




Composition

10 Automater

m....fjm i Kim G. Larsen
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Semaphore Solution?

— mc2
requestE
wait Al FECUESES,
- wait Bl
requests FEquUEsLA
wait B i |
- wall_Al mc mc2 hsem1 bsem?2
critical_section critical_section : | H | F | '
A =accounta, S =ECCOUALS [request&][requesta] [npen] [npen]
wiait A
b =accountB h:=accountB
wait_B
a.=a-10, a=a-20
b=b+10 b =h+20
|
accounts =3 accounts =a
accountB:=hb accountB:=h
I P
| . S 1. ConS|sten(_:yL (Balance)
signal_A! — 2. Race conditions?
releaseB -
released, 3. Deadlock?
signal_B! signal_al
finished finished

A[] (mcl.finished and mc2.finished) imply (accountA+accountB==200) v
E<> mcl.critical _section and mc2.critical _section v
A[] not (mcl.finished and mc2.finished) imply not deadlock =70

‘)
OOE\JI—‘
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Plan for kursus

Dats Lecture | Lecture Exercise LT Slides
date room room

BRICS

Basic Research

[, S

in Computer Science

Ad-108 Group Rooms
2 February 8151000 | +PC-Lab: E1- 1,“] Introduction ||Intraduction
A4-108 Group Rooms Modelling in [(Modelling in UPPAAL. Timed
x
2 dFebruary s 000 |+PC-Lab: E1-110/FCh UPPAAL  |Automata.
A4-108 Sroup Rooms “Yerification Engine and Options of
= * 16 February oz inon | +PC-Lab: E1-1107CL UPPAAL
Ad-108 Sroup Rooms . .
4 X 23 February 8151000 |+PC-Lab: E1-110 KISL Modelling Exercise
Ad-108 Group Rooms . .
x
5. 2 March 4 15-10.00 +PC-Lab: E1-110 B Introduction to testing
Classical Test 1:
Ad-108 Group Rooms . .
x .
B. 9 March a 15-10.00 +PC-Lab E1-110 Aok |fTe§t case design teknikker |;
YWhitebox + Coverage)
Clagsical Test 2:
7. x 16 March BA%IEJIE;?] a0 +F'G[£I?E§|:|EDE?:”151D A5k Test case design teknikker II;
' ' ' Blackbox + xUnit+integrationTest
23 March | BN away
Ad-108 Group Rooms Model-Based Testing:
x
5 M March g4z 1000 |[+PC-Lab: E1-110|50 (FSM based and 00 test)
B April Paske
: Ad-108 Group Rooms Model-Based Testing:
x
& 13 Apri 8.1510.00 | +PC-Lab: E1-110 "N (Online Realtime Uppaal TRON)
. L4-108 Sroup Rooms . . o
x _
15 20 April 8151000 |+PC-Lab: E1-110 Guest =Wy Test in Practice (TK-alidation)
: Ad-108 Sroup Hooms . .
X
10a. 27 April 8151000 |+PC-Lab: E1-110 B Testing Exercise

CENTER FOR IND__ 111
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I 2 e e e e T
. . . . . . | _date | room | room . . .

Plan for kursus

gl 5 BRCs
&= = Basic Research

in Computer Science

4 hlay =t Bededag
A4-108 Group Rooms - ,
11. x X 11 May 815-10.00  |+PC-Lab: E1-110 Andrezej/irik YisualState |
Ad4-108 Group Rooms N ,
x x
12. 18 May 8151000 |+PC-Lab: E1-110 Andrezel/Uink WigualState |l
Ad-108 Group Rooms Flanning & Scheduling
x X
e EALLEL, 8151000 ||+PC-Lab: E1-11g [ CHlum Uppaal CORA
Ad-108 Group Rooms Ferformance Modelling:
x x
14 8.1510.00 |+PC-Lab: E1-110 CL Probabilistic Wodel Checking
? Bhi=chisler Test of Logical Circuits
? Bhi=chisler Test & “erfication of FPGA W

LLIBLLIDLOLOLLOL
[LIETTT T
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