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OutlineClassi
al model-based testing.Online test setup: from spe
i�
ation to testing.UPPAAL TRON framework.Conforman
e relations: tio
o and rtio
o.Online test algorithm.Con
lusions.Future work.Demo of Java �light 
ontroller� online test.
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Classi
al Model-based Testing FrameworkBla
k-box, model-based, 
onforman
e testing o�ine.
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Online setup: System ) Model ) Testing
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UPPAAL TRON Framework
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UPPAAL TRON

UPPAAL timed automata spe
i�
ation:Model of (requirements for) implementation,Model of (assumptions about) environment,Contain several 
on
urrent non-deterministi
 pro
esses.Online testing tool:generates test primitives for stimuli (input) with timing,veri�es the validity of response (output) with timing,while test primitives are exe
uted online. UPPAAL TRON:Testing Real-time systems ONline � p.5/18



Timed I/O Conforman
e RelationDe�nes the 
orre
tness 
riteria by analyzing observable tra
es.Intuitively:timed tra
e e.g.: � = 
oin? � 5 � req? � 2 � weakCo�ee! � 9 � 
oin?observed output should be mat
hed and allowed in spe
i�
ation,timing of observed output should be allowed in spe
i�
ation,any observation outside the spe
i�
ation is a fault.Formally:Timed tra
es from state s: TTr(s) def= f� 2 (A [ R �0)� j s �)gOutputs: Out�S� def= Sf� 2 (Aout [ R �0) j s 2 S: s �)gTimed Input/Output Conforman
e relation:m tio
o s def= 8� 2 TTr(s):Out�m After �� � Out�s After ��
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Timed I/O Conforman
e ExampleSpe
i�
ation s Implementation i1 Implementation i2
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Tra
e, � Out�s After �� Out�i1 After �� Out�i2 After ��
 � 2 R�0 R�0 R�0
 � 4 � r � 1 fwCo�ee; sCo�eeg [ [0; 4℄ [0; 1℄ [0; 2℄
 � 4 � r � 2 fwCo�ee; sCo�eeg [ [0; 3℄ fwCo�ee; 0g fwCo�eeg [ [0; 1℄
 � 5 � r � 3 fsCo�eeg [ [0; 2℄ fsCo�ee; 0g [0; 4℄
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Relativized Timed I/O Conforman
eTesting in relation to spe
i�
 assumptions about environment.Relativized Timed Input/Output Conforman
e:m rtio
oe s def= 8� 2 TTr(e):Out�(e;m) After �� � Out�(e; s) After ��Under 
ertain 
onditions, rtio
o is the same as tra
e in
lusion:m rtio
oe s () TTr(m) \ TTr(e) � TTr(s) \ TTr(e)Ordering: g is stronger than f :g v f def= TTr(g) � TTr(f)Allows to reuse testing e�ort, assuming m rtio
oe s:Stronger environment e0: if e0 v e then m rtio
oe0 s.Weaker spe
i�
ation s0: if s v s0 then m rtio
oe s0.
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Relativized Conforman
e Example
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Online Test in A
tion
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UPPAAL TRON Implementation

Symbolic state set:

EnvOutput:

EnvInput:

ImpOutput: or offer input?
Wait for output (delay)

Adapter

(encode)

(decode)

l0
l1

l2 l3

k0
k1

k2

l0
l1

l2 l3

x�1 x�3x := 0 x==2 x==4x := 0
x = 0

x := 0x � 3x := 0x � 5 x := 0x > 4x := 0x � 4

x � 3 x � 5 x � 2 x � 4

fhk0l0; 0 � x � 0igf
oing;;
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Online Test in A
tion
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UPPAAL TRON Implementation

Symbolic state set:

EnvOutput:

EnvInput:

ImpOutput: choose (the only) "coin"
Let’s offer input

Adapter

−

coin

l0
l1

l2 l3

k0
k1

k2

l0
l1

l2 l3

x�1 x�3x := 0 x==2 x==4x := 0
x = 0

x := 0x � 3x := 0x � 5 x := 0x > 4x := 0x � 4

x � 3 x � 5 x � 2 x � 4

fhk0l0; 0 � x � 0igf
oing;;
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Online Test in A
tion

req! st
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UPPAAL TRON Implementation

Symbolic state set:

EnvOutput:

EnvInput:

ImpOutput: and other variables
Update the state set

Adapter

−

−

l0
l1

l2 l3

k0
k1

k2

l0
l1

l2 l3

x�1 x�3x := 0 x==2 x==4x := 0
x = 0

x := 0x � 3x := 0x � 5 x := 0x > 4x := 0x � 4

x � 3 x � 5 x � 2 x � 4

;;
fhk1l1; 0 � x � 0igfreqg
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Online Test in A
tion

req! st
ro

ng
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UPPAAL TRON Implementation

Symbolic state set:

EnvOutput:

EnvInput:

ImpOutput: Let’s wait for 5 units
Wait or offer input?

Adapter

−

−

l0
l1

l2 l3

k0
k1

k2

l0
l1

l2 l3

x�1 x�3x := 0 x==2 x==4x := 0
x = 0

x := 0x � 3x := 0x � 5 x := 0x > 4x := 0x � 4

x � 3 x � 5 x � 2 x � 4

;;
fhk1l1; 0 � x � 0igfreqg
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Online Test in A
tion
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UPPAAL TRON Implementation

Symbolic state set:

EnvOutput:

EnvInput:

ImpOutput: update the state set..
..no output so far:

Adapter

−

−

l0
l1

l2 l3

k0
k1

k2

l0
l1

l2 l3

x�1 x�3x := 0 x==2 x==4x := 0
x = 5

x := 0x � 3x := 0x � 5 x := 0x > 4x := 0x � 4

x � 3 x � 5 x � 2 x � 4

;;
fhk1l1; 5 � x � 5igfreqg
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Online Test in A
tion
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UPPAAL TRON Implementation

Symbolic state set:

EnvOutput:

EnvInput:

ImpOutput: let’s offer "req"
Wait or offer input?

Adapter

−

req

l0
l1

l2 l3

k0
k1

k2

l0
l1

l2 l3

x�1 x�3x := 0 x==2 x==4x := 0
x = 5

x := 0x � 3x := 0x � 5 x := 0x > 4x := 0x � 4

x � 3 x � 5 x � 2 x � 4

;;
fhk1l1; 5 � x � 5igfreqg
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Online Test in A
tion
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UPPAAL TRON Implementation

Symbolic state set:

EnvOutput:

EnvInput:

ImpOutput: and other variables
Update the state set

Adapter

−

−

l0
l1

l2 l3

k0
k1

k2

l0
l1

l2 l3

x�1 x�3x := 0 x==2 x==4x := 0
x = 0

x := 0x � 3x := 0x � 5 x := 0x > 4x := 0x � 4

x � 3 x � 5 x � 2 x � 4

fweakCoffee, strongCoffeeg;fweakCoffee, strongCoffeegfhk2l2; 0 � x � 0i; hk2l3; 0 � x � 0ig
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Online Test in A
tion
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UPPAAL TRON Implementation

Symbolic state set:

EnvOutput:

EnvInput:

ImpOutput: Let’s wait for 4 units
Wait or offer input?

Adapter

−

−

l0
l1

l2 l3

k0
k1

k2

l0
l1

l2 l3

x�1 x�3x := 0 x==2 x==4x := 0
x = 0

x := 0x � 3x := 0x � 5 x := 0x > 4x := 0x � 4

x � 3 x � 5 x � 2 x � 4

fweakCoffee, strongCoffeeg;fweakCoffee, strongCoffeeg

fhk2l2; 0 � x � 0i; hk2l3; 0 � x � 0ig
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Online Test in A
tion
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UPPAAL TRON Implementation

Symbolic state set:

EnvOutput:

EnvInput:

ImpOutput: update the state set..
..no output so far:

Adapter

−

−

l0
l1

l2 l3

k0
k1

k2

l0
l1

l2 l3

x�1 x�3x := 0 x==2 x==4x := 0
x = 4

x := 0x � 3x := 0x � 5 x := 0x > 4x := 0x � 4

x � 3 x � 5 x � 2 x � 4

fstrongCoffeeg;fstrongCoffeeg

fhk2l3; 4 � x � 4ig
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Online Test in A
tion
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UPPAAL TRON Implementation

Symbolic state set:

EnvOutput:

EnvInput:

ImpOutput: Let’s wait for 2 units
Wait or offer input?

Adapter

−

−

l0
l1

l2 l3

k0
k1

k2

l0
l1

l2 l3

x�1 x�3x := 0 x==2 x==4x := 0
x = 4

x := 0x � 3x := 0x � 5 x := 0x > 4x := 0x � 4

x � 3 x � 5 x � 2 x � 4

fstrongCoffeeg;fstrongCoffeeg

fhk2l3; 4 � x � 4ig
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Online Test in A
tion
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UPPAAL TRON Implementation

Symbolic state set:

EnvOutput:

EnvInput:

ImpOutput: update the state set
got output after 0 delay:

Adapter

−

strongC
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l2 l3

k0
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k2

l0
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l2 l3

x�1 x�3x := 0 x==2 x==4x := 0
x = 4

x := 0x � 3x := 0x � 5 x := 0x > 4x := 0x � 4

x � 3 x � 5 x � 2 x � 4

fstrongCoffeeg;fstrongCoffeeg

fhk2l3; 4 � x � 4ig
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Online Test in A
tion

req! st
ro

ng
C

of
fe

e?

coin?
w

ea
kC

of
fe

e!

st
ro

ng
C

of
fe

e!

w
ea

kC
of

fe
e?

coin?

w
ea

kC
of

fe
e!

st
ro

ng
C

of
fe

e!

req?
req?req?

req?

coin!

UPPAAL TRON Implementation

Symbolic state set:

EnvOutput:

EnvInput:

ImpOutput: Let’s wait for 2 units

Adapter

−

−

(what if there is a bug?)

l0
l1

l2 l3

k0
k1

k2

l0
l1

l2 l3

x�1 x�3x := 0 x==2 x := 0
x = 4

x := 0x � 3x := 0x � 5 x := 0x > 4x := 0x � 4 x==7

x � 3 x � 5 x � 2

fstrongCoffeeg;fstrongCoffeeg

x � 7

fhk2l3; 4 � x � 4ig
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Online Test in A
tion
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UPPAAL TRON Implementation

Symbolic state set:

EnvOutput:

EnvInput:

ImpOutput: update the state set.. (!)

Adapter

−

−

..no output so far:

l0
l1

l2 l3

k0
k1

k2

l0
l1

l2 l3

x�1 x�3x := 0 x==2 x := 0
x = 6

x := 0x � 3x := 0x � 5 x := 0x > 4x := 0x � 4 x==7

x � 3 x � 5 x � 2

;; ;;

x � 7
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Online Test Algorithmwhile Z 6= ; ^ ℄iterations � T do 
hoose randomly:1. if EnvOutput(Z) 6= ; // o�er an inputrandomly 
hoose a 2 EnvOutput(Z)send a to IUTZ := Z After a2. randomly 
hoose Æ 2 Delays(Z) // wait for an outputsleep for Æ time units and wake up on output oif o o

urs at Æ0 � Æ thenZ := Z After Æ0if o =2 ImpOutput(Z) then return failelse Z := Z After oelse Z := Z After Æ // no output within Æ delay3. Z := f(s0; e0)g, reset IUT //reset and restartif Z = ; then return fail else return pass UPPAAL TRON:Testing Real-time systems ONline � p.11/18



Online Test Algorithmwhile Z 6= ; ^ ℄iterations � T do 
hoose randomly:1. if EnvOutput(Z) 6= ; // o�er an inputrandomly 
hoose a 2 EnvOutput(Z)send a to IUTZ := Z After a2. randomly 
hoose Æ 2 Delays(Z) // wait for an outputsleep for Æ time units and wake up on output oif o o

urs at Æ0 � Æ thenZ := Z After Æ0if o =2 ImpOutput(Z) then return failelse Z := Z After oelse Z := Z After Æ // no output within Æ delay3. Z := f(s0; e0)g, reset IUT //reset and restartif Z = ; then return fail else return pass
sound and

complete in limit
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Con
lusionsOnline real-time testing theoreti
ally sound and 
omplete.Relativized 
onforman
e provides:Expli
it environment assumptionsRealism and guidingSeparation of 
on
ernsModularityTheoreti
al propertiesImplementation:Allows abstra
t and non-deterministi
 spe
i�
ationsShows en
ouraging error dete
tion 
apability and performan
eUsing UPPAAL model-
he
ker 
onstru
ts, online testing setup 
analso be applied to other model-
he
ker.
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Summary and Future Work

TestSpec:
MEnv || MImp

System
under test

ad
ap

te
r

Diagnostic Data

traces, verdicts

online tester
T−UPPAAL

input

output

in

out
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Summary and Future Work

TestSpec:
MEnv || MImp

Monitor
test oracle

System
under test

ad
ap

te
r

env. simulator
Emulator

Diagnostic Data

traces, verdicts

input

output

in

in

out

out
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Summary and Future Work

TestSpec:
MEnv || MImp

Monitor
test oraclecov. into guiding

Selector

System
under testhints

Guiding

facts
Coverage

ad
ap

te
r

env. simulator
Emulator

Diagnostic Data

traces, verdicts

input

output

in

in

out

out
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Summary and Future Work

TestSpec:
MEnv || MImp

Monitor
test oracle

Diagnostic Data
deadend−states
branching points
traces, verdicts

System
under test

best traces

hints
Guiding

breadth−first reach.
Model Checker

trace to TAN
Converter Concrete Simulator

cov. display, trace exp.

facts
Coverage

ad
ap

te
r

criteria
Coverage

offline tester
Generator

env. simulator
Emulator

cov. into guiding
Selector

input

output

in

online testing

in

out

out
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Summary and Future Work

TestSpec:
MEnv || MImp

Monitor
test oracle

Diagnostic Data
deadend−states
branching points
traces, verdicts

System
under test

best traces

hints
Guiding

breadth−first reach.
Model Checker

trace to TAN
Converter Concrete Simulator

cov. display, trace exp.

facts
Coverage

ad
ap

te
r

criteria
Coverage

offline tester
Generator

env. simulator
Emulator

cov. into guiding
Selector

input

output

in

online testing

in

out

out

Prototyping via simulation: Exe
ution monitoring:

Sys.Spec:
MEnv || MImp

env. simulator
Emulator

imp. simulator
Emulator

in

out
Component1

in execution
Component2

in execution

Sys.Spec:
MC1 || MC2

Monitor
test oracle

output

input
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Demo of Java �Light Controller�
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Supported Platforms

Compiled for the following operating systems:POSIX: Linux on Intel and Sun Solaris on Spar
Windows 2000/XP (and probably will work on others)

Currently available adapters:C dynami
ally linked libraryText via standard input-output streamsTCP/IP 
lient-server so
kets:C/C++ and Java implementations
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Danfoss Refrigeration Controller
UPPAAL TRON:Testing Real-time systems ONline � p.16/18



Beyond timed automata...From EKC manual: 
ontroller 
al
ulates the 
urrent temperatureabout every se
ond via: Tn = 80% � Tn�1 + 20% � TsensorNew manual: sensor values are 
alibrated during deployment toin
rease the pre
ision from 0:5Æ to 0:1Æ using new Pt sensors.Display temperature 
an be roughly des
ribed by:dTdt = 0:2 � (Ts � T ) ) T (t) = T0 + �Ts � e��Ts �tThe display temperature update interval varies and sampling isperformed on a soft-real-time system ) di�
ult to modela

urately (in timed automata with integers).PHAVer is more natural in modeling the dynami
 behavior:Tsensor > T : 0:15 � (Tsensor � T ) � T 0 � 0:6 � (Tsensor � T )Tsensor < T : 0:6 � (Tsensor � T ) � T 0 � 0:15 � (Tsensor � T )
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Monitoring EKC as HS using PHAVer
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